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h Multi trite is wntmg t expre s its concern and requ t additional infl nnation 
r garding th rec nt data breach at lPMorgan Chase ("JPM ". which reportedly affect d 

-nl - i (76 million h us hold accounts and seven (7) million small-bu in ac aunt 
nOli nwide. 'r 111 our discussions with lPMC thus far, we under tand that thi in ident inv I d 
th unauth rized ae s to certain u tamer information maintained by lPM in ludin n m . 
,Id r' , ph ne numb r , email addresse and "internal lPMC informati n r lating t uch 
user." Thi in id nt rai e cone ms about the security of our St te re'idenl pri ate 
in rmati n in the hand of lPM . Furth r, critical facts about the intrusi n r m in un I ar. 
includin detail n min th caus of the breach and the nature of an proc dur s pted or 

nt mpl ted t pr v nt future br ache . 

TIp ultj tate therefore reques that lPMC provide it with more d tailed inform lion 
p rtainin t the nature . nd t lus of this incident. A such, plea. pr id inl' rmation 
r onsi ve to the fI 11 wing questi n by January 23, 201 -. While . me f thi . in 11113ti n rna 
pI' otty b un o\vn r under investigation, it is imp rative to the prot tion of ur St t s' 
r id nts that w bert~r understand the circumstances of this breach as th ar kn \l\In b JP 
pre n1l . 

I.	 Please describe the facts and circums nces of the breach, including a complete timelin of 
events leadin up to the discovery of the breach, any vulner''lbility ~xploited In 

connction \' ith th reach nd lPMC's efforts to investigate and mitiaal th reart r. 

Please identify the informati n about consumers maintained by JPMC, includin , but n t 

limited 1 , the cat Tories f information and the specific data points th'll ompri a h 
cal 'g ry. 

3.	 PI a. identify the information about consumers subject to the br ach, including ut n t 
limit d to th cnteCJori f information and the pecific data pint that c mpri ach 
c t g ry. 

4.	 PI crib in detail the ba is for lPMC' statement that th rv is lin vid ne that 
a ount numb r' pas rds us r IDs, date of birth or S cial ecurit numb r 
c mpromi d during this all, ck." PI ase state whether lPM 's in estigati nh 
any int' rmation inconsistent with such statement. 

tate participating in the Multistat pleas provide th number f onsumers 
th breach. 

6.	 PI a identify whether lPMC is aware of any fraudulent a ti ity reg rding any 
c mpromis .d information, including but not limited to, unauthorized ac aunt a' an I 
or charg s. 

7.	 Pleas de cribe the technoloo.i ai, administrative and physi al safeouards that '" I' in place 
to pI' t ct the in~ rmali n compromised in this brt::3ch from unauthorized ccess or 

quisilion. s p rt of your response please provide a copy of any polici and pr. c dur 
relatin t : 

5. 



a.	 I gin cr dentials, including passwords. needed t ac s er r that nt~lin n iti 
ata r n umer in~ nnati n and any req ired periodi changes of u h p ord ; 

b.	 u e of t -factor authentication for access to s rv rs that contain en iti data r 
n um I' information' 

c. .	 rv r nd ftwar upgrade including ap lication 0 'oftwar patch . and 
d. int m t eurity, in ludin ecurity requin;m nts ~ r intem t- nne.r d se r . 

8.	 lea identif ::m additional ati guard, both adopt d and ntemplat d, that h v n 
r ar t b taken in an efn rt to pr nt flltur br ach so con. umer information. 

9, Pica' pI' ide a copy of any and all compliance materials, both publi and non-publi , 
(larding mplicnce with the Gramm-Leach-Bliley, Finan ial Privacy and . fe lard 
lit '. 

::t pI' id a c p of lPM Pri acy Polic~ i .) both CUITent and as mad ailablI 

n umer duri g the tt:n (10) year prior to this br ~h. 

II. Pka pro ide a copy of any internal or third party in tigative report or audit p r~ I'm d b, 
r ~ r JPM r~t:ltive to this br 3ch. 

Th	 fi rn1ation reque ted h rein shaul be nt to: 

fice 

n ehalf f the MlIltistat ,w appr iate our anticip ted coopcrati n and I 
t h ring r m u. 
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