IN THE CIRCUIT COURT FOR SULLIVAN COUNTY
AT KINGSPORT, TENNESSEE

TENNESSEE ELECTRIC COMPANY, INC.
d/b/a TEC Industrial Maintenance &
Construction,

Plaintiff
VS. CASE NO. C40137(M)

TRISUMMIT BANK,

* Ok ¥ % ¥ X X F ¥ % *

Defendant

AMENDED COMPLAINT

This is an action to recover compensatory and punitive damages for the unauthorized

transfer of funds from Plaintiff's bank accounts.

PARTIES
1. Plaintiff is a Tennessee corporation with principal offices located in Kingsport,
Tennessee.
2. Defendant TriSummit Bank is a Tennessee banking corporation with offices at

422 Broad Street, Kingsport, Tennessee. lts registered agent for service of process is R. Lynn

Shipley, Jr., 422 Broad Street, Kingsport, Tennessee 37660-4208.

JURISDICTION AND VENUE

3. This Court has jurisdiction over this action pursuant to T.C.A. § 16-10-101.

Venue is proper in this Court pursuant to T.C.A. § 20-4-101.




STATEMENT OF FACTS

4, Plaintiff is a spe;:ialty cor)tractorl providAing;electrical, mechanical, maintenance
and construction services in the Southern, Eastern and Midwestern United States. Defendant is
a financial institution that provides banking, financial products and financial services to its
customers including internet or online banking services. At all times material hereto, Plaintiff

was a "customer" of Defendant within the meaning of T.C.A. § 47-4A-105(a)(3).

5. On or about October 8, 2010, Plaintiff and Defendant entered into TriSummit
Bank Treasury Management Services eTreasury Banking Agreement, a copy of which is
attached to this Complaint as Exhibit No. 1 and incorporated herein by reference (the "Banking
Agreement"). The Banking Agreement specifically provides that Defendant agreed to provide to
Plaintiff internet banking services including the ability of Plaintiff "to originate and receive
Automated Clearing House ("ACH") traqsactiohs, initiate wire transfers, and initiate electronic

fund transfer services, all by means of a personal computer.”

6. Exhibit A to the Banking Agreement sets forth the account numbers and purpose
for authorized ACH originations. The account numbers referenced are "1000020113,
100002012, 1000023794" and the purpose for fhe ACH originations is "Payroll and Vendor
Payments." Plaintiff only used its operating account (Account No. 1000020113) under the
Banking Agreement as the designated account for ACH originations for the purpose of payroll
payments to its employees. Generally, ACH originations are banking transactions in which the
?;ccount holder authorizes third parties to draft from specified accounts through the Automated
Clearing House Network. At all times material hereto, the ACH drafts authorized by Plaintiff
were limited to drafts issued on Plaintiff's operating account (Account No. 1000020113) to fund
specific individual payments to Plaintiff’s employee for payroll which were deposited directly to

employee bank accounts as designated by Plaintiff via electronic fund transfers. Plaintiff's




operating account was a zero balance account and maintained a zero balance, except when

monies were deposited to fund Plaintiff's authorized ACH drafts.
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7. Plaintiff and Defendant commencéd operating under the Banking Agreement
sometime in mid-to-late October 2010. At all material times hereto, Defendant made a line of
credit available to Plaintiff to fund operating expenses of Plaintiff's business such as Plaintiff's
payroll which Plaintiff funded and paid on a weekly basis. Plaintiff's use of the ACH feature of
the Banking Agreement worked substantially as follows: Each Tuesday, as required by
Defendant, Plaintiff would log into Defendant's internet banking website and upload payroll files
that would contain a list of the Aemployees by name, the routing number to the employee's bank,
the employee's bank account number, and the total amount to be paid each employee for that
payroll period. Upon receipt of the weekly files, Defendant would draw from the available funds
under Plaintiff's line of credit and cause that amount to be deposited in Plaintiff's operating
account. Defendant would then cause an ACH draft or drafts to be issued from Plaintiff's
operating account to fund Plaintiff's payroll and deposit by electronic fund transfer each
individual amount in each individual émployee'é designated account based on the information
contained in the payroll files up'loaded by Plaintiff. Initially, 'Defendanf employed no security
measures to verify tﬁat the files Uploaded by Plaintiff each Tuesday were in fact Plaintiff's files

and/or that the individual payment orders to the individual employees were actually authorized

by Plaintiff.

8. During the time period after October 8, 2010 and prior to the Defendant's
uﬁauthorized transfer of funds at issue, Plaintiff uploaded to Defendant's website three (3) to
five (5).ﬁles each week for Plaintiff's weekly payroll. Typically, three (3) to four (4) of the payroll
files were relatively small as compared to one file which was for the largest amount of Plaintiff's
weekly payroll and generally ranged from $200,000.00 to $240,000.00 each week. The weekly

payroll files generally paid between 350 to 400 employees. In order to meet the employees'
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expectation to access proceeds of their paycheck on Thursday of eac_h week, the Defendant
required that Plaintiff's payroll files be uploaded by Plaintiff on the Tuesday prior to the
Thursday. From the inception of the Banking Agreement through the time period at issue,

Plaintiff uploaded its payroll files once per week.

9. In late 2011, Defendant, through its authorized agents, notified Plaintiff of a
security procedure implemented by Defendant and to be used from that point forward by
‘Defendant with respect to Plaintiff's electronic fund transfers including ACH transactions
initiated by Plaintiff. The security procedure implemented by Defendant was that, after Plaintiff
uploaded its weekly payroll files to be drafted in accordance with the procedure outlined above
and prior to the execution of the payment orders by Defendant, the Defendant, through its
authorized representative, would contact Plaintiff By telephone indicating that the call was being
recorded to obtain verification from Plaintiff that the files uploaded by Plaintiff were in fact
Plaintiff's payment order(s) and to further verify the total amount of the payment order(s). Upon

receiving such telephone confirmation, Defendant would execute the specific payment order(s).

10.  In February of 2012, representatives of Defendant met with representatives of
Plaintiff at which time the parties discussed Defendant's telephone confirmation security
procedure. At the meeting, Defendant's. representatives stated that verification of the ACH
drafts by telephone confirmation would.continue to be utilized by Defendant as a means by
which to protect both parties from fraudulent transactions on Plaintiff's operating account.
Plaintiff avers that Defendant's representations to Plaintiff and the parties utilizing the above
procedure created an agreement between Plaintiff and Defendant to use telephone confirmation
as a securit):procedure for the purpose of verifying payment orders issued by Plaintiff utilizing

ACH drafts and for Defendant to record such telephone verification.




11. Plaintiff avers that, subsequent to the implementation of the security procedure
utilizing veriﬂcétion by telephone an_d prior to Defendant's unauthorized transfer of the funds at
issue, Defendant; prior to the execution of Plaintiff's payment orders, always contacted Plaintiff
by telephone, informed Plaintiff that the call was being recorded aﬁd verbally confirmed each of
Plaintiff's payment orders in the form of ACH drafts regardless of the amount of the draft.
Plaintiff avers, based on Defendant's representations, that the Defendant recorded each of the

telephone conversations in which Plaintiff's payment orders were verified.

12.  On May 8, 2012, Plaintiff was unable to log into Defendant's website from
Plaintiff's computer utilizing Plaintiff's 1P address for purposes of uploading Plaintiff's weekly
payroll files. Plaintiff, upon confacting Defendahf and discussing the situation with Plaintiff's
authorized agent, Jeremy Wright, was informed by Mr. Wright fhat updates or maintenance of
Defendant's website were likely causing the problems with Plaintiff's. attempted login. Plaintiff,
later that day at thé invitation of befendant, went to Defendant's Kingsport branch and by
logging into Defendant's website from Defendant's computer utilizing Defendant's |IP address
was able to upload Plaintiff's payroll files for that week, consistent with the parties' prior practice
and procedure. On May 8, 2012, at approximately 3:17 that afternoon, Defendant accepted by
electronic means the Plaintiff's four (4) payment orders for that week totaling $32,668.97,

$23,611.99, $11,444.71 and $202,644.47, each of which were to be drafted and paid from

Plaintiff's operating account.

13. On May 9, 2012, Plaintiff received two telephone calls during the lunch hour from
a "Jim" who identified himself as being with Defendant's "IT Department" and who stated that he
wanted Plaintiff tb log onto Defendant's website for on-line banking to determine if the website
was fixed. "Jim" called back at approximately 1:28 p.m. and again asked that Plaintiff "log onto"
the Defendant's website. Plaintiff's representative told "Jim" that there was no need to access
the website at that time because Plaint;\; had the prior day accessed the website to upload the
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payroll files needed for Plaintiff's payroll for that week. "Jim" then told Plaintiff to try to log into

the website the following day, that the website would be fixed.

14.  As was customary and in accordance with the parties' agreement regarding
security procedures, Defendant's agent, Jeff, called Plaintiff at approximately 3:12 p.m. on the
afternoon of May 9, 2012 from a recorded line to confirm or verify the four (4) payroll files and
ACH drafts uploaded by Plaintiff on May 8, 2012 from Defendant's Kingsport branch. Plaintiff,
during such telephone conversation, confirmed the amount of the payroll files and amount of
ACH drafts uploaded by Plaintiff the previous day, May 8, 2012. During this phone call, Plaintiff
also informed Jeff of the previous calls that afternoon from "Jim." Jeff stated that the calls were
"strange" and for Plaintiff to notify one of DefendanAt's: officers, Jeremy Wright or Freddie
Malone, about the calls from "Jim." Plaintiff attempted to contact Mr. Wright, but he was not in
his office. Plaintiff then spoke with Sharon at Plaintiff's Kingsport bfanch, infqrmed her of "Jim's"

calls and Sharon said that "they [Defendant] would look into it."

15. At the 3:12 p.m. call from Jeff to Plaintiff, Jeff failed to inform Plaintiff that, at 1:07
that afternoon, some two hours and five minutes earlier, Defendant had accepted a $327,804.00
ACH draft from Plaintiff's operating account, which was never authorized by Plaintiff, that was
then paid out by Defendant to fifty-five (55) different deposit accounts in different part of the
United States. Further, at the 3:12 p.m. call, Jeff failed to seek or obtain verification for the

$327,804.00 ACH draft in accordance with the parties' security procedures agreement.

16.  On the morning of May 10, 2012, Plaintiff received a éall from Brian Krebbs who
identified himself as a prior news reporter on cyber crimes‘and that he had received a tip on a
possible "hacking": of Plaintiffs bank accounts at Defendant for a large sum of money.
Mr. Krebbs said that the source of the ';hacking" might be persons who were located in Russia,

the Ukraine or somewhere overseas. At approximately 10:15 a.m. on the morning of May 12,




2012, Plaintiff called Freddie Malone, an officer of Defendant, and informed Mr. Malone about
the calls received by Plaintiff from "Jim" the previ.ous day, and the call from Mr. Krebbs earlier
that morning about a potential "hacking" of Plaintiff's bank account from Russia, the Ukraine, or
another foreign country. During this telephone call, Mr. Malone failed to disclose to Plaintiff the
$327,804.00 draft that the Defendant had paid the previous day from Plaintiff's operating
account without verification or authorization from Plaintiff. Further, during the course of this
telephone conversation, Mr. Malone failed to seek or obtain. verification for the $327,804.00

ACH draft in accordance with the. parties' security brocedure agreement.

17'. On May 10, 2012, Plaintiff received a telephone call at 12:33 p.m.. from Jeremy
Wright, Defendant's representative, seeking authorization for the four ACH drafts for that week,
even though authorization for the four authorized drafts had been obtained the previous day.
Mr. Wright, however, failed to disclose to Plaintiff that the $327,804.00 ACH draft had been paid
rb'y Defendant with Plaintiff's funds the previous day, even though such payment order had not
been authorized or verified by Plaintiff. During the course of this telephone call when Defendant
inquired about the $327,804.00 ACH draft, Plaintiff's representative immediately responded that
this amount had not been authorized. In this conversation, Defendant did again verify the ACH
drafts for the payroll files that were uploaded on May 8, 2012. Plaintiff's representative then
advised- Mr. Wright not to honor the $327,804.00 ACH draft and to reject the transaction or
transactions represented thereby. On May 10, 2012 at approximately 1:46 p.m., Freddie
Malone called Plaintiff and informed Plaintiff that there were fraudulent ACH transactions
submitted by an unknown entity on Plaintiff's operating account which had paid by the
Defendant. By letter dated May 10, 2012, _Plaintiff again nbtified Defendant that tﬁe
$327,804.00 ACH transaction was not authorized and demanded that any funds paid be
returned to Plaintiff's account as well as any interest cﬁarges 'related to the use of such funds.

A copy of the May 10, 2012 letter is attached hereto as Exhibit No. 2.




18.  Plaintiff avers that on Méy 10, 2012, Defendant improperly honored fifty-five
separate ACH drafts on Plaintiff's operating account in amounts ranging from $550.00 to
$11,000.00, all of which totaled $327,804.00 (the "Unauthorized ACH Drafts"). Plaintiff avers
that each of the Unauthorized ACH Drafts were funded from monies withdrawn by Defendant
from Plaintiff's operating account using funds advanced to Plaintiff utilizing Plaintiff's line of
credit. Plaintiff further avers that it has repaid to Defendant the monies used to fund payment of
the Unauthorized ACH Drafts and that Plaintiff owes no monies to the Defendant under a line of
credit or other lending arrangement. A list of the Unauthorized ACH Drafts are set forth on
Exhibit No. 3 attached hereto and incorporated _herein by reference. As reflected on Exhibit
No. 3, Defendant was able to recover some, but not all, of Plaintiff's money which Defendant
improperly permitted to' be drafted from Plaintiff's operating account, resulting in a net loss to

Plaintiff of $192,656.96.

19.  Plaintiff avers that the Defendant knew or should have known that the
Unauthorized ACH Drafts were fraudulent or fraudulently submitted based, without limitation, on
the following: (a) Plaintiff previously submitted its payroll files containing the aufhorized ACH
drafts earlier that week on Tuesday, May 8, 2012, which was consistent with the parties'
customary practice in order for Plaintiff's employees to receive their money by the following
Thursday; (b) the Unauthorized ACH Drafts were uploaded on a Wednesday as opposed to a
Tuesday which was inconsistent with the parties' prior business practice and, in the ordinary
course, would have prevented the employees fr&m receiving their money on Thursday; (c) the
55 drafts comprising the Unauthorized ACH Drafts were not representative of the number of
drafts for Plaintiff's weekly payroll; (d) the respective amounts of the Unauthorized ACH Drafts
were not representative of the amounts paid to individual employees on Plaintiff's weekly payroll
but far exceeded such routinely paid amounts; (e) the bank's to which the Unauthorized ACH

Drafts were routed were not representative of Plaintiff's employees' banks; (f) the number of the




Unauthorized ACH Drafts that were in even amounts which was not ordinary nor representative
of the ACH drafts for Plaintiffs weekly payroll; and (g) the account names listed for the
Unauthorized ACH Drafts were not representative of the names of Plaintiff's employees and to

which Defendant had direct access.

20.  Plaintiff further avers that the Defendant attempted to cover-up its actions in
paying the Unauthorized ACH Drafts by (a) failing to disclose the $327,804.00 ACH dratft in its
telephone conversations with Plaintiff on May 9, 2012 and May 10, 2012; and (b) contacting the
Plaintiff on May 10, 2012 and misleading Plaintiff by attempting to obtain verification of the
$327,804.00 ACH draft when it knew or should have known at the time that the ACH draft for
$327,804.00 including that the individual payees or beneficiaries of the $327,804.00 ACH draft

were fraudulent and not authorized by Plaintiff.

21. Despite repeated demands, Defendant has failed and refused to pay or
reimburse Plaintiff the remaining $192,656.96 which Defendant impi'operly and unlawfully

permitted to be drafted and paid from Plaintiff's bank accounts.

COUNT I
(Strict Liability)

22.  The allegations of Paragraphs 1 thru 21 of this Amended Complaint are adopted

and incorporated herein by reference.

23. Plaintiff avers that the Unauthorized ACH Drafts constitute fund transfers within

the meaning of T.C.A. § 47-4A-104(a) and are governed by Article 4A of the Uniform

Commercial Code, as adopted in the State of Tenriéssee, T.C.A. § 47-4A-101, et seq.




24, T.C.A. § 47-4A-204(a) states in pertinent part:

If a receiving bank accepts a payment order issued in the name of
its customer as sender which is: (i) Not authorized and not
effective as the order of the customer under § 47-4A-202; or
(i) Not enforceable, in whole or in part, against the customer
under § 47-4A-203; the bank shall refund any payment of the
payment order received from the customer to the extent the bank
is not entitled to enforce payment and shall pay interest on the
refundable amount calculated from the date the bank received
payment to the date of the refund . ..

25. Plaintiff avers that, with respect to the transactions at issue, Plaintiff was the
alleged "sender" of the Unauthorized ACH Drafts and Defendant was the receiving bank which
accepted or executed the payment orders evidenced by the Unauthorized ACH Drafts. Further,
for purposes of the transactions at issue, Defendant issued various payment orders to the banks
listed on Exhibit No. 3 which, in turn, credited the individual accounts listed on Exhibit No. 3 with
funds sent by Defendant and drawn from Plaintiffs operating account with Defendant.

Therefore, Defendant also acted as the originating bank for the Unauthorized ACH Drafts.

26, T.CAS§ 47-4A-2102(a) states that: |
A payment order received by a receiving bank is the authorized
order of the person identified as sender if that person authorized
the order or is otherwise bound by it under the law of agency.

27. Plaintiff avers that th'e payment orders received by Defendant in the form of the
Unauthorized ACH Drafts as set forth on Exhibit No. 3 were not authorized payment orders of
Plaintiff, nor is Plaintiff otherwise bound by such orders under the law of agency. Plaintiff avers,
upon information and belief, that such payment orders were issued by third parties located in
Russia, the Ukraine, or overseas who were not authorized by Plaintiff to access or otherwise
approve drafts from Plaintiff's accounts. Plaintiff, therefbre, avers that the payment orders in the

form of the Unauthorized ACH Drafts were not authorized orders of Plaintiff as contemplated by

T.CA. § 47-4A-202(a).
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28. T.C.A.§ 47-4A-202(b) provides that:

[iif a bank and its customers have agreed that the authenticity of
payment orders issued to the bank in the name of the customer as
sender will be verified pursuant to a security procedure, a payment
order received by the receiving bank is effective as to the order of
the customer, whether or not authorized if (i) the security procedure
is a commercially reasonable method of providing security against
unauthorized payment orders; and (ii) the bank proves that it
accepted the payment in good faith and in compliance with the
security procedures and any written agreement or instructions of
the customer restricting acceptance of payment order in the name
of the customer. .

29.  Plaintiff avers that the payment order(s) received by Defendant in the form of
the Unauthorized ACH Drafts on Plaintiff's operating account were not effective as the order of
Plaintiff pursuant to T.C.A. § 47-4A-204(a)(i) on the grounds that the telephone confirmation of
Plaintiffs payment orders was not a commercially reasonable security procedure or,
alternatively, to the extent the telephone confirmation of payment orders was a commercially
reasonable security procedure or part of a commercially reasonable security procedure, the
Defendant did not comply with such securit); procedure by failing to verify the Unauthorized
ACH Drafts by telephone confirmation prior'to Defendant}payi'ng such drafts or prior to

executing such paymént orders,

30.  Plaintiff, therefore, avers that T.CA. § 47-4-204(a) applies and Defendant is not

entitled to payment from Plaintiff for thé Unauthorized ACH Drafts honored or paid by
Defendant. Accordingly, .pursuant to T.C.A. § 47-4-204(a), Defendant is obligated to refund

payment to Plaintiff in the amount of $192,656.96 and pay interest thereon from May 10, 2012

to the date of judgment.
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