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SALUSCARE, INC. 

 

 Plaintiff, 

v.  

 

AMAZON WEB SERVICES, INC. 

and JOHN DOE, In Possession of Stolen 

SalusCare, Inc. Confidential Information, 

Thereby Injuring SalusCare, Inc. and Its 

Customers, Clients, and Vendors, 

 

Defendants. 

_________________________________________________________________ 

ORDER GRANTING TEMPORARY RESTRAINING ORDER, TAKING 

UNDER ADVISEMENT THE MOTION FOR PRELIMINARY 

INJUNCTION, AND GRANTING THE MOTION FOR EXPEDITED 

DISCOVERY 

 

This matter came before the Court on the motion of plaintiff, SalusCare, Inc. 

(“SalusCare”)for a temporary restraining order (“TRO”) and preliminary injunction, 

and for an order permitting expedited discovery.  Defendant Amazon Web Services, 

Inc. (“Amazon”) does not object to the relief sought in the motions.   Defendant John 

Doe is represented to be an anonymous foreign computer hacker and, as such, is not 

expected to take part in these proceedings.  

Findings of Fact 

UNITED STATES DISTRICT COURT 

MIDDLE DISTRICT OF FLORIDA 

FORT MYERS DIVISION 
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Based on the proffers in SalusCare’s Verified Complaint and Verified Motion 

for TRO, and the affidavit of Alejandro Garcia, the Court makes the following 

findings of fact:   

Plaintiff SalusCare is a not-for-profit mental health and substance abuse 

service provider headquartered in Fort Myers, Florida.  Incorporated in 2013, 

following the merger of Lee Mental Health Center and Southwest Florida Addiction 

Services (SWFAS), it is the most comprehensive provider of behavioral healthcare 

services in Southwest Florida.  

Amazon is a Delaware corporation which provides information storage 

services to individuals and companies.  Amazon routinely contracts with entities for 

such data storage services throughout the United States and the world, including the 

State of Florida.  Amazon is headquartered in and a resident of the State of 

Washington.   

On March 16, 2021, Alejandro Garcia, a computer technician employed by 

SalusCare, responded to reports of a computer slowdown, and soon discovered 

through audit logs that SalusCare’s server had just been hacked and copied by an 

unknown actor without authorization.  The computer on which the subject data is 

stored was protected by passwords given only to SalusCare employees.   

SalusCare’s audit logs showed that the hacker’s “code” originated in Ukraine, 

and that the servers were copied to two Amazon URLs identified as s3://saluscare 
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and s3://saulscare.  SalusCare has no business in Ukraine and is unaware of any 

legitimate, non-fraudulent explanation for such an exfiltration of data.  

The stolen data is an entire database containing thousands of SalusCare’s 

electronically-stored patient and employee files.  The files contain extremely 

personal and sensitive records of patients’ psychiatric and addiction counselling and 

treatment.  The files also contain sensitive financial information such as social 

security numbers and credit card numbers of SalusCare patients and employees.   

SalusCare has already suffered loss in that it has been forced to spend over 

$12,000.00 on an outside vendor of forensic analysis services.  Without a TRO, the 

hacker is likely to gain access to the stolen information in order to sell it. 

Due to the nature of the stolen data, its unauthorized disclosure is likely to 

cause irreparable harm to SalusCare’s patients’ and employees’ privacy, health, 

credit and finances.    

Counsel for SalusCare has, prior to filing this lawsuit, engaged in substantive 

communication with attorneys employed in Amazon’s general counsel office.  

Amazon told plaintiff its has suspended the hacker’s access to the data.  However, 

Amazon has not promised to maintain such suspension of access and, absent a TRO 

or injunction, Amazon could lift the suspension without notice to plaintiff. 

Due to the elusive and nefarious nature of the hacker, SalusCare has not 
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communicated with it and does not expect to.  Service of process on the hacker is 

unlikely. 

Preliminary Injunction.   

Rule 65 of the Federal Rules of Civil Procedure provides that a court may 

only issue a preliminary injunction “on notice to the adverse party.” Fed. R. Civ. P. 

65(a) (1). A court may, however, issue a TRO without notice to the adverse party if 

“specific facts in an affidavit or a verified complaint clearly show that immediate 

and irreparable injury, loss, or damage will result to the movant before the adverse 

party can be heard in opposition.”  Fed. R. Civ. P. 65(b) (1) (A).  Because 

defendants have not been served with process, the Court will take SalusCare’s 

request for a preliminary injunction under advisement. 

Temporary Restraining Order (“TRO”)   

A court is authorized to enter a TRO in limited circumstances.  See Fed. R. 

Civ. P. 65(b); Local Rule 4.05. “Such orders will be entered only in emergency 

cases to maintain the status quo until the requisite notice may be given and an 

opportunity is afforded to opposing parties to respond to the application for a 

preliminary injunction.” Local Rule 4.05(a).  The party seeking relief must 

demonstrate: (1) a substantial likelihood of success on the merits;(2) irreparable 

injury “so imminent that notice and a hearing on the application for preliminary 

injunction is impractical if not impossible”; (3) that the balance of equities favors 
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the movant; and (4) that the TRO, if issued, will not be adverse to the public 

interest. Local Rule 4.05 (ta) (2)–(4).  See also Schiavo ex rel. Schindler v. 

Schiavo, 403 F.3d 1223, 1225–26 (11th Cir. 2005).  A TRO “is an extraordinary 

and drastic remedy not to be granted unless the movant clearly establishes ‘the 

burden of persuasion’ as to each of the four prerequisites.” Siegel v. LePore, 234 

F.3d 1163, 1176 (11th Cir. 2000) (quoting All Care Nursing Serv., Inc. v. Bethesda 

Mem'1 Hosp., Inc., 837 F.2d 1535, 1537 (11th Cir. 1989)).  

A. Substantial Likelihood of Success on the Merits.  Plaintiffs are likely to 

prevail on the merits of their claims under the Florida Computer Abuse and Recovery 

Act (“FCARA”), Ch. 668.801 et seq. Fla. Stat. 

FCARA makes it unlawful to “knowingly and with intent to cause harm or 

loss … [o]btain[] information from a protected computer without authorization and, 

as a result, cause[] harm or loss.”   Fla. Stat. 688.803(1).  FCARA defines a 

“protected computer” as one which is: 

used in connection with the operation of a business and stores 

information, programs, or code in connection with the operation of the 

business in which the stored information, programs, or code can be 

accessed only by employing a technological access barrier. 

 

Fla. Stat. 668.802(6). 

To establish a violation of FCARA, a plaintiff must prove (1) it had a 

protected computer, (2) a person obtained information from it without authorization, 
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(3) the person obtained the information knowingly and with an intent to cause harm 

or loss, and (4) actually caused harm or loss.  

i. Protected computer.  SalusCare has established through the Verified 

Complaint [¶ 28], verified by its President and CEO, Stacey Cook, and also by the 

affidavit, attached hereto, of Alejandro Garcia, its Business Data Analyst Manager, 

that the computer on which the subject data is stored is protected by technological 

access barriers, to wit: passwords given only to SalusCare employees.  

ii. Person obtained information without authorization.  SalusCare 

demonstrated that its server was copied by an unauthorized person.  The affidavit of 

Alejandro Garcia, SalusCare’s Business Data Analyst Manager, states demonstrated 

that on March 16, 2021, Garcia responded to reports of a computer slowdown, and 

soon discovered through audit logs that SalusCare’s server had just been “hacked” 

and copied by an unknown actor without authorization.  Garcia attested that the 

hacker’s “code” originated in Ukraine, and that audit logs showed the servers were 

copied to two Amazon URLs identified as s3://saluscare and s3://saulscare.  

iii. Person obtained the information knowingly and with an intent to 

cause harm or loss.  SalusCare established that the database and information was 

obtained knowingly and with an intent to cause harm or loss.  The affidavit of 

Alejandro Garcia and the Verified Complaint [¶ 11] demonstrate that SalusCare has 

no business in Ukraine and is unaware of any legitimate, non-fraudulent explanation 
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for such an exfiltration.  Further, there is simply no reason to conclude that an 

unauthorized person would copy SalusCare’s database in this manner other than to 

cause harm or loss. 

iv. Actual harm and loss resulted.  SalusCare established through the 

Verified Complaint [¶ 14] that it has already suffered loss in that it has been forced 

to spend over $12,000.00 on an outside vendor of forensic analysis services.   

B. Irreparable Injury.  “A showing of irreparable injury is the sine qua non of 

injunctive relief.” Siegel, 234 F.3d at 1176 (quoting Ne. Fla. Chapter of Ass'n of 

General Contractors v. Jacksonville, 896 F.2d 1283, 1285 (11th Cir. 1990)). The 

asserted irreparable injury “must be neither remote nor speculative, but actual and 

imminent.” Id. Further, because injunctions regulate future conduct, “a party has 

standing to seek injunctive relief only if the party alleges, and ultimately proves, a 

real and immediate-as opposed to a merely conjectural or hypothetical-threat of 

future injury.”  Church v. City of Huntsville, 30 F.3d 1332, 1337 (11th Cir. 1994) 

(citing Los Angeles v. Lyons, 461 U.S. 95, 102 (1983)).   Here, SalusCare has 

demonstrated the likelihood of irreparable injury is imminent and great.  Based on 

the Verified Complaint [¶¶ 23, 29] and affidavit of Garcia, one can only conclude 

that, without Court intervention, John Doe is likely to gain access to the Buckets and 

continue to sell the confidential health care and financial information contained 
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therein.  There is no legal remedy for the loss of patient health and privacy that would 

result from disclosure of the stolen information.     

C. Balance of the Harm to the Parties.  SalusCare established that the 

threatened harm substantially outweighs any potential harm to Amazon or John Doe 

because SalusCare is likely to suffer irreparable harm, while John Doe would suffer, 

at worst, a temporary loss of access to the information while it makes its case.  

Amazon would suffer no conceivable harm in a temporary freeze of the Buckets.  

Indeed, Amazon has voluntarily suspended access to the Buckets for the time being.  

A TRO would simply allow the parties to maintain the status quo thereby ensuring 

that John Doe will not have an opportunity to access or use the subject information 

while it hypothetically pursued its legal rights. The balance of harm thus weighs in 

favor of SalusCare. 

D. Public Interest.  SalusCare demonstrated there is no evidence that a TRO 

would be adverse to the public interest. Indeed, it is in the public interest to protect 

patients of a healthcare provider against public disclosure of their sensitive and 

private healthcare and financial records. Accordingly, entry of a TRO in this matter 

would serve the public interest and should therefore be granted. 

F. Bond.  Rule 65(c) provides that a court may issue a TRO “only if the movant 

gives security in an amount that the court considers proper to pay the costs and 

damages sustained by any party found to have been wrongfully enjoined or 
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restrained.” Fed. R. Civ. P. 65(c).  Amazon does not seek a bond.  However, to the 

extent defendant John Doe is entitled to consideration of a bond, a nominal bond in 

the amount of $1,000.00 would be sufficient, at least initially, to redress John Doe’s 

damages for temporary lack of access to the Buckets due to an improvidently issued 

TRO.  

II. Expedited Discovery.  SalusCare requests that Amazon be ordered to turn 

over all audit logs that are available for the Buckets as soon as practicable.  Amazon 

does not object to this request. The Court has the discretion to authorize expedited 

discovery in aid of a preliminary injunction hearing, particularly where the discovery 

is narrow and essential and good cause exists.  See Thyssenkrupp Elevator Corp. v. 

Hubbard, Case No. 2:13–cv–202–FtM–29SPC, 2013 WL 1953346, at *1 (M.D. Fla. 

May 10, 2013).  Factors bearing on the existence of good cause include: “(1) whether 

a motion for preliminary injunction is pending; (2) the breadth of the requested 

discovery; (3) the reason(s) for requesting expedited discovery; (4) the burden on 

the opponent to comply with the request for discovery; and (5) how far in advance 

of the typical discovery process the request is made.” Id.  Here, the requested 

discovery is narrowly tailored to identify what stolen information has been disclosed 

and to whom, and what remains undisclosed.  For these reasons, SalusCare’s motion 

for expedited discovery has merit. 

Accordingly, it is hereby 
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ORDERED: 

1. Plaintiffs' Ex Parte Motion for a Temporary Restraining Order is 

GRANTED. 

a. Defendant John Doe, its officers, agents, servants, and employees 

and any persons in active concert or participation with them are temporarily 

restrained and enjoined from directly or indirectly accessing, transferring, 

disclosing, or dealing in any way with any data stolen from SalusCare, Inc.   

b. Defendant Amazon Web Services, Inc. and its officers, directors, 

principals, agents, servants, employees, successors, and assigns, and all 

persons and entities in active concert or participation with them, are 

temporarily restrained and enjoined from allowing access to anyone to the 

contents of the Amazon Web Systems, Inc. URLs identified as s3://saluscare 

and s3://saulscare. 

c. Pursuant to Fed. R. Civ. P. 65(c), plaintiff shall post a surety bond 

or a certified or attorney's check in the amount of $1,000.00, as payment of 

damages to which defendant may be entitled for wrongful injunction or 

restraint. 

d. The Temporary Restraining Order shall remain in effect for 

fourteen (14) days, unless the Court, for good cause shown, extends it for a 
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like period or the defendant consents to a longer extension. Fed. R. Civ. P. 

65(b) (2). 

2. Plaintiffs' Motion for Expedited Discovery is GRANTED. Amazon Web 

Services, Inc. is ordered to turn over all audit logs that are available to it relating to 

its URLs identified as s3://saluscare and s3://saulscare as soon as practicable. 

3. Plaintiffs' Motion for a Preliminary Injunction is TAKEN UNDER 

ADVISEMENT.  The hearing on the motion will be held on _____________, at 

__________, in Courtroom _____ of the United States Courthouse and Federal 

Building, Fort Myers, Florida, at which time any defendant and/or affected persons 

may challenge the appropriateness of the Temporary Restraining Order and move 

to dissolve the same and at which time the Court will hear argument on plaintiff's 

requested Preliminary Injunction. 

DONE and ORDERED at Fort Myers, Florida, this ____ day of ______, 

2021, at ____ a.m./p.m. 
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