Ransomware Attacks Surge in 2023; Attacks on Healthcare Sector Nearly Double
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RANSOMWARE TRENDS
IN HEALTHCARE IN 2023

Worldwide ransomware attacks against
the healthcare sector have steadily
increased and nearly doubled since 2022,
reaching a total of 389 claimed victims in
2023 compared with 214 in 2022. In the
US, attacks against the healthcare sector
were up 128 percent, with 258 victims

in 2023 versus 113 in 2022. LockBit

and ALPHV/BlackCat are the two most
popular RaaS providers and together were
responsible for more than 30 percent of all
claimed healthcare attacks worldwide.

« US hospitals have delayed medical
procedures, disrupted patient care
because of multiweek outages, diverted
patients to other facilities, rescheduled
medical appointments, and strained
acute care provisioning and capacity as
a result of ransomware attacks.

+ Healthcare facilities’ dependency on
Internet-connected systems, large
amounts of sensitive personally
identifiable information (PIl) and
personal health information (PHI)
data, and the facilities’ critical need for
continuity of operations render this
sector highly vulnerable, according
to a recent US Department of Health
and Human Services (HHS) study on
hospital resiliency landscape.
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