Chat started.
14 days ago

hello! Please send help for our files
HIDE ? 14 days ago

Hello, this is ContiLocker Team.
Please, introduce yourself (Company name and your position) and we'll provide all necessary

information.
Sometimes our staff is busy, but we will reply as soon as possible.
HIDE 14 days ago v

Our network is the Broward County Public School network? is this where we get our files back?
please tell me what to do next
@ HIDE 2 14 days ago

What happened? The bad news is that we hacked your network and encrypted your servers, as
well as downloaded more than 1 terabyte of your personal data, including financial, contracts,
databases and other documents containing SSN addresses DOB and other information about
students and teachers.

If this data is published, you will be subject to huge court and government fines.

The good news is that we are businessmen. We want to receive ransom for everything that needs
to be kept secret, and don't want to ruin your reputation.

The amount at which we are ready to meet you and keep everything as collateral is $40,000,000.
HIDE 14daysago v

| am...speechless. Surely this is a mistake? are there extra zero's in that number by mistake?
® HIDE 2 14 days ago

According to the records, your revenue is more than 4billions. So it is a possible amount for you.

We also made a research to throw your finance and know that you own the required amount.
HIDE 14 days ago

i am so confused. this is a PUBLIC school district. public, meaning it is free for students to attend.
@ You cannot possibly think we have anything close to this!

HIDE ? 14 days ago

What is your position? @

HIDE 14 days ago v

what do you mean?
HIDE ? 14 days ago

my position is shock and horror that anyone thinks a taxpayer-funded school district could afford
this kind of money!
HIDE 2. 14 days ago

i am also quite curious about this terabyte you mention. what sorts of documents can you share
with me to prove this claim?
® HIDE ? 14 days ago

We are ready to negotiate and if you pay $ 15,000,000 within 24 hours, we will give you the
decryption-tool and delete all leaked files from our servers. Otherwise, we will have to upload all
1.5TB of leaked files on the blog and delete the decryption-tool for your network in order to
continue our work with other companies.

HIDE 14 days ago v

https://privatiab.com/s/v/g8JLBBqgJJHgMXI8y5dz

HIDE 14 days ago v




®

$15M is still completely out of the realm of possibility. We aren't an global company generating
massive amounts of revenue that we can spend on everything. The taxpayers dollars that create
our revenue gets redistributed to pay for salaries, resources, benefits, and more expenditures
throughout the district. We understand that this is your career, but we need to be realistic with
each other. Do you understand our position?

HIDE 4 13 days ago

We know what financial damage you have suffered due encryption and will suffer, if we remove the
decryption-tool for your network and post all the leaked-files on our blog. Legal claims will far
exeed then even $50M. We have a list of other companies were we should continue our wol

Therefore, we do not have a time to bargain with you. You still have 12 hours to pay $15M and you
guys are guaranteed to solve your problems, otherwise you will losemoe then $50M.
HIDE 13daysago v

Even if we had money like this to pay which we ABSOLUTELY do not, all banks are closed right
now, there is nothing we can do about that
HIDE ? 13 days ago

| think there is some confusion about the term revenue. We do not HAVE revenue. this is not a
business, and we do not have 'profits'. We get money from the state every year, and that money is
pre-spent on teacher salaries and education resources.

HIDE 2?2 13 days ago

We know that you have this money even right now in Bitcoins, so don't fry to play with us. You saw
1.5TB of leaked data, after 5 hours we will start publishig. Time is running out and you have 5

hours to pay 15M$
HIDE 13daysago v

What on earth are you talking about?! it is the weekend, banks are closed. we dont have 15 million
in regular money and we certainly do not have it in bitcoin.
HIDE ? 13 days ago

if anything about us or our files are published, there will be no payment at all and we will be told to
cut off this conversation. as long as i am in a conversation with you, i need your promise that our
files and our name will remain private and not published.

HIDE 2 13 days ago

Don't play with us, your chiefs have this required amount in Bitcoins. We don't have time, or you
pay today, or we upload files today, because we should continue our work with other bigger

companies.
HIDE 13 days ago v

what is a chief?? we dont have bitcoins! this is a school district. no one here uses a
cryptocurrency. i will not say this again, this is a weekend and we could not even pay you $10
today let alone millions when our bank is closed.

HIDE 2 13 days ago

You are not a school, we know who you are and what you have. If you will not pay today 15M$ you
will lost your profit from this school and be sure you will lose your reputation in this sphere.
HIDE 13 days ago v

what are you talking about?? this is a public school district, what else would we be?
HIDE ? 13 days ago

Guys, you were hired by the Broward Schools and we know exactly who you are. There are some
Royal families in our leaked files and be sure it will destroy your reputation and we will help to do it
faster. | see that it's a wasting of our time and you are not going to pay today, that's why we are

starting to upload archives(~1-2 hours from our servers) and continue our work with other bigger
companies.
HIDE 13daysage v




®

yes, of course I'm with Broward County Public Schools. this is what I've been trying to tell you. we
are not a rich company with revenue and have no idea why you think we can pay this much. all we
want is to work out a solution with you so we can pay and get our files to be unblocked.

HIDE ? 13 days ago

it's impossible for us to pay anything until the banks open. if you post our files before then, then all
deals are off. you have to understand that if you breach our trust by posting the files, then there's
no reason for us to pay anything, right?

HIDE ? 13 days ago

Don't worry, we will pay attention to the Royal Family leak from Broward, especially when we will
publish the files today also we will post our whole chat with you guys, don't worry your reputation

will be destroyed forever after that. ~2hour and files will be uploaded
HIDE 13 daysago v

i have no idea what you mean about a royal family. we are a public school district.
HIDE 2 13 days ago

it's impossible for us to pay anything because the banks are closed. i don't understand why you
are doing this. don't you want to work out a deal so we can pay you to unlock our files?
HIDE ? 13 days ago

We know that you have coins, it's not our problems. ~1,45 hours and files will be uploaded. You
can stop it only if you will pay 15M$ only TODAY!
HIDE 13 days ago +

i'm sorry. what you're demanding is impossible. let it be clear that i'm here and willing to work this
out with you, but a payment this weekend is impossible. if you post the files before i can pay, then
any chance of a deal with you is dead. your choice.

HIDE 2 13 days ago

i'm sorry, but we did our job with Broward and we have paid for a whole chain of servers(more then
20 servers) until today (safety reasons), that's why ~1,30 hours and 1,5TB leaked files(including
Royal Family data) will be uploaded with all our chat-conversation on our blog. We can't wait until
Monday, even until tomorrow, because we should continue our work with other bigger companies.
HIDE 13 days ago +

i simply don't understand. i first came here yesterday and you demand a payment in less than 24
hours, over the weekend when you know a payment is impossible because the banks are closed.
it seems to me that you don't want to get paid. just know that i'm here and willing to work with you
to come to a successful conclusion. its up to you now if you want this to work out or not. I'll be
here.

HIDE 2 13 days ago

We know that you are lying. We know that you have possibility to send this 15M$. Who values his
reputation he pays at the specified time. | will repeat one-more time. Your time is running out! You
hired - you fired.

HIDE 13 days age «

your choice. i can't force you to get paid.
HIDE ? 13 days ago

Archives will be uploaded especially with our whole conversation with you and leaked Royal
Family Data and today they will be on the blog, exactly as | wrote to you earlier. Bye !
HIDE 13 daysago v

Hil Today is the end of Monday. We have informed the Broward schools management board about

the current situation with you, guys. You said that you are ready to pay today.

We have already uploaded all archives, our chat-log etc. in our blog. Now we can press one button
and all info will be published.

HIDE 11days ago +




©®

is anyone there to help us? we still want to have a conversation with someone but only if it is with
someone who is going to be professional.
HIDE ? 4 days ago

We gave you the price. It is reasonable and offensive.

HIDE 4days ago v

huh? offensive?
HIDE ? 4daysago

Once again, we examined all financial documents, bank statements for the last year, insurance.
And came to the conclusion that you are exaggerating about your poor financial condition. We also
calculated your possible losses from lawsuits from both your staff and your students for the
leakage of their personal data. These fines will well exceed $ 30 millions. We are not talking about
the loss of reputation, which in our opinion costs much more.

HIDE 4 days ago «

sir, we dont have a financial condition. you did not attack a business or a company. this is a state-
funded school. our salaries are paid by taxing the people that live in the state. we do not sell
products or receive revenue like a company

HIDE ? 4 days ago

maybe you have us confused with someone else, because our files should clearly show you this
HIDE 2 4days ago

One more time, we examined all previously and offer a realistic price to you.

HIDE 4daysago v

®

sir please you are not hearing me. this is NOT a business with profits. we operate much like a
charity operates. you know how a charity only runs on donations? it is similar to us. we are not a
charity, but we are a school that is donated a limited amount of money by the government every
year with all spending decided on before we spend it.

HIDE ? 4 days ago

One more time, we examined your finance.
HIDE 4 days ago

then give a real price, not 15 million or 30 or 40 million. i am not asking for a discount, i am asking
you to review the correct documents and give a new, correct price based on reality. then i will know
you are treating this as a professional

HIDE 2 4 days ago

We know that it is realistic price for you.

HIDE 4daysago v

what makes you think this? i am trying my hardest to explain why you have the wrong information.
if you cannot listen to me and admit you gave the wrong price to start, then we have nothing more
to discuss which is disappointing because we did want to reach some kind of agreement

HIDE 7 4 days ago

We wrote you previously. We examined your financial statements.
HIDE 4daysage v

Do not waste our time. We are starting to create your profile on our web site and upload private
data on it. We could not wait forever.
HIDE 4daysago v

Your data uploaded and ready to be published:
https://privatlab.net/s/vinRljkoRBdecBeLbRq2gL
https://privatlab.net/s/d/nRIjkoRBdecBeLbRq2gL/A7GVwi#delete

®

HIDE 3daysago v



We didnt want to waste time either, but unfortunately this chat conversation has have been
unprofessional and confusing from day 1. | have no idea who | am talking to you and it is clear you
are not listening to anything we say

HIDE 2 3 days ago

| dont know what that link is you sent me, there's nothing for me to look at or download
HIDE % 3 days ago

| came back to this chat to ask for help and but if you are only interested in throwing threats at us
@ then | dont see the point of talking to you

HIDE ? 3 days ago

After payment you get decryptor tool returning you in business within 1-2 hours (with instruction),
security report with advice how to prevent such incidents in future, full directory listing of your

stolen private info, complete data deletion. No data will be posted ever. Everything will be kept in
secret. What kind of help do you need more?
HIDE 3daysago v

| need to speak to someone who will actually listen to our situation. Not someone who shouts
threats at us or just repeats "we examine your finance" over and over again.
HIDE ? 3 days ago

We are listening to you, but we know the full picture of the situation and that's why we know that
you own enough funds.
HIDE 3days ago

Do you understand how public school funds operate? If no, then you are not listening to me so
please do not insult me by saying you are.
HIDE ? 3 days ago

At this point | would rather you just be honest and tell me you dont care
HIDE 4 3 days ago

Can you send some of the sample files you have from our network so | know you are not
confusing us with someone else?
HIDE 2 3 days ago

It will take some time.
HIDE 3daysago v

Here is several samples:

password: 11001

Download: https://qaz.im/load/fQzE8e/es8RAy

Delete: https://qaz.im/index.php?a=delete&q=978464885
HIDE 3days g0

| am reviewing these now.
HIDE 2 3 days ago

What is your decision by the way?
HIDE 3days ago +

In the event that you and we do not reach a consensus, we will start publishing and selling your

private information very soon. Please keep us writing notifying how it is going if there is still no
success, so we understand that you are still with us.
HIDE 2days ago v

I'm still here. I'm still very nervous about speaking to you because when we were first talking, you

called me a liar over and over. Then you told me all my files were already uploaded and published

on a weekend after we had been talking less than 24 hours. | want to trust you, but | dont know
@ when you are going to start acting like that again

HIDE ? 2 days ago
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We are acting like that because we know that you enough money. Also we do not know reasons

why do you waste time?! One more thing, we will start to rise price from the next.
HIDE 2daysago +

Back to this again? Why can't you understand this? We are a SCHOOL. A public school. Public =
free, like free to come here. We collect no tuition or revenue or profits or whatever it is you think
we have. And we certainly do not have even $1 in bitcoin, forget 15 million. We will fail until you
can understand and agree your price is incorrect, and until you give us a fair price.

HIDE 2 2 days ago

We gave you the price. You know the time limits. We will start to sell and publish your data from
next week. Think about the privacy of your students, think about lawsuits, think about fines and the
most important your reputation.

HIDE

We paid and hired the outscurce-company and we know exactly that your recovery-company
received a wire transfer from Broward(bankofamerica), that's why we are ready to agree with 10M

HIDE yesterday

We will continue this discussion tomorrow so we can start to make progress but whatever recovery
company you're referring to is not one I'm aware of. | am speaking to my superiors in the morning
to ask them about it, maybe they just did not tell me.

HIDE ? 22 hours ago

What is your decision? We could wait you forever.

We can't wait for you anymore, we are waiting for your 10M$ payment today, because we should
continue our work with other companies.
HIDE 3 hours ago

| am sorry you were given incorrect statistics about our organization, but that is not in my control.
You attacked a school district that only has money sent to us by the government. We make no
profits or anything like that. We have approval to offer $500,000, but the price ranges you started
with are too far off for a taxpayer funded school.

HIDE ? 1 hour ago



