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The latest edition of our 
Pulse Report series, the 2024 
ManuSec. 

Cybersecurity leaders, practitioners and marketing 

professionals require timely, actionable intelligence 

to combat emerging threats and leverage the latest 

innovations in operational technology (OT) security. 

This report, based on information provided by 61 

industry experts and thought leaders from the 2024 

#ManuSec USA Summit, delivers precisely that.

At ISMG, we are spearheading the use of advanced 

generative AI platforms and work˛ows to uncover 

detailed insights and bring them to you faster 

and in a concise and digestible format. This 

report eɫempli˚es our commitment to leveraging 

leading-edge technology in service of cybersecurity 

knowledge sharing.

Our innovative AI-driven process has transformed 

more than 17 hours of video content from the 2024 

#ManuSec USA Summit into this comprehensive 

report. This approach allows us to rapidly extract 

key insights from a vast amount of raw data, 

connecting cutting-edge research with practical 

application in record time. By harnessing the power 

Welcome & Overview
of AI, we are able to identify trends, highlight critical 

information and consolidate diverse expert opinions 

into a cohesive narrative - all while maintaining the 

nuanced perspectives that make these conferences 

so valuable.

Our AIعpowered work˛ow not only gets you the 

information faster, but it also enhances the quality 

and depth of our analysis, uncovering connections 

and patterns that traditional methods might miss.

The report covers critical areas shaping OT 
cybersecurity in manufacturing:

• IT-OT convergence and associated risks;

• Ransomware threats targeting manufacturing 
sectors;

• Shift from reactive to proactive security measures;

• Regulatory preparedness and compliance 
challenges;

• Strategies for communicating cybersecurity ROI to 
leadership;

• Vulnerability management in complex OT 
environments;

• Implementation of zero trust principles in OT;

• Data overload and alert fatigue management;

• Bridging the IT-OT divide through enhanced 
collaboration;

• Futureعproo˚ng OT systems with digital identity 
solutions
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Dan Verton
Vice President, Content Intelligence and AI Innovation
ISMG

I N T R O D U C T I O N

This report is essential reading for those at the 

forefront of OT cybersecurity. In our ˚eld, knowledge 

directly translates to improved security posture and 

preparedness. Whether you’re a CISO developing 

security strategies for manufacturing environments, 

a practitioner enhancing your skills in OT security, 

or a marketing professional seeking to understand 

your audience’s needs in the manufacturing sector, 

you’ll ˚nd invaluable and uniȮue perspectives here.

I encourage you to approach this report with an eye 

toward practical implementation. The ideas and 

innovations discussed are shaping OT security’s 

future in manufacturing. The ideas and innovations 

discussed are actively shaping our industry’s future. 

By leveraging this knowledge, we can collectively 

strengthen our defenses and build a more secure 

digital ecosystem. 

Sincerely,
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Introduction

As IT and OT systems began converging in the 

early 2000s, driven by the need for real-time 

monitoring, automation, and greater ef˚ciency, 

the complexity of securing these environments 

increased. Traditionally siloed, IT managed 

data and communication, while OT handled 

physical processes on equipment that often 

was not designed with security in mind. Now, 

the blending of these two domains has created 

new vulnerabilities and requires a workforce that 

can seamlessly navigate both. This convergence 

highlights the critical need for specialized training 

to equip professionals with the skills to manage and 

secure these interconnected systems.

Introduction

The skills required to navigate IT-OT convergence are 

far more nuanced than traditional cybersecurity roles. 

OT environments introduce unique vulnerabilities—

often tied to legacy systems. Meanwhile, IT 

professionals are increasingly tasked with securing 

systems they aren’t familiar with. Unfortunately, 

there’s no standardized curriculum to ˚ll this skills 

gap, and existing training often lacks the focus on the 

challenges inherent to IT-OT integration.

At CyberEd.io, we understand the educational gaps 

that exist in this space, and we’re committed to 

closing them. Our platform offers tailored learning 

solutions that equip professionals with the tools they 
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E X E C U T I V E  S U M M A R Y

need to stay ahead in securing IT-OT environments. 

Whether you’re a CISO, OT security engineer, or IT 

leader, continuous education is essential to thrive in 

this rapidly evolving landscape.

I invite you to explore this report with an eye toward 

your future. The cybersecurity challenges facing our 

industry are not static, and we cannot approach 

training as though static options are effective. The 

insights here are designed to inform, educate, 

and point you toward resources where you can 

apply what you’ve learned to safeguard critical 

infrastructure for years to come.

Stay safe, secure, and vigilant out there!

Dr. Brandy Harris
Director, CyberEd.io

I invite you to explore this report with an eye toward 

your future. The cybersecurity challenges facing our 

industry are not static, and we cannot approach 

training as though static options are effective. The 

insights here are designed to inform, educate, 

and point you toward resources where you can 

apply what you’ve learned to safeguard critical 

infrastructure for years to come.

Stay safe, secure, and vigilant out there!

Dr. Brandy Harris
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Methodology
Our innovative approach transformed more than 17 hours of video content 

from the 2024 ManuSec USA Summit into this comprehensive report. Here’s 

how we leveraged advanced AI technologies to distill key insights:

Content Processing
• Converted all video content from the summit sessions 

into accurate text transcripts.

• Cleaned and structured the raw transcripts to prepare 
them for analysis.

STEP

1
Thematic Organization
• Used AI-powered tools to automatically categorize content 

into key themes and subject areas relevant to OT security in 
manufacturing.

• §e˚ned these categories and crossعreferenced them to the 
key themes and topics of the ManuSec USA Summit Agenda.

STEP

2
STEP

3
Insight Extraction
• Employed advanced language processing to identify and 

extract critical insights, statistics, and expert opinions from 
the processed transcripts.

• Condensed lengthy discussions into concise, actionable 
takeaways.
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STEP

4
M E T H O D O L O G Y

Cross-Session Analysis
• Analyzed connections and patterns across different 

sessions and speakers to uncover overarching trends 
and common challenges.

• Identi˚ed areas of consensus and diverging 
viewpoints on key issues.

STEP

5
Report Composition
• Synthesized extracted insights into coherent, well-

structured report sections.

• §e˚ned language, ensured consistency, and 
optimized readability using AI-assisted editing tools.

STEP

6
Expert Review and Validation
• Our team of content marketing experts reviewed 

the AI-generated content, validating insights and 
providing additional context where necessary.

• Final human editing ensured the report’s accuracy, 
relevance, and strategic value to our readers.
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Securing OT and 
Manufacturing
Overview of Operational Technology in Modern Manufacturing
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Operational technology forms the backbone of 

modern manufacturing processes, encompassing 

the hardware and software systems that monitor 

and control physical devices, processes and events 

in industrial environments. As manufacturing 

becomes increasingly digitized and interconnected, 

the importance of OT in ensuring ef˚cient, reliable 

and safe operations has grown exponentially. This 

evolution has necessitated a dual approach to 

security, balancing preventative measures with 

reactive capabilities.

The evolution of manufacturing into digitally 

connected smart factories has introduced both 

opportunities and challenges particularly in the 

domain of cybersecurity. As operations adopt 

advanced technologies such as Industrial Internet 

of Things (IIoT), arti˚cial intelligence (AI) and cloudع

based systems, scaling security strategies becomes 

critical to ensuring both innovation and operational 

resilience.

“OT cybersecurity is very much on the critical 

path throughout the whole asset life cycle ... from 

advisory and strategic planning right through to 

design, procurement and commissioning,” said 

Chris Johnson, senior director, OT Cybersecurity and 

Digital Infrastructure at WSP.

Scaling security should incorporate a layered 

defense strategy, where multiple security controls 

are implemented at different levels of the 

manufacturing process. Real-time monitoring 

and behavioral anomaly detection should also be 

integrated to detect deviations in system behavior 

that may signal cyberthreats.

I N T E R V I E W  R E S U L T S

“Today ... there are two main types of controls: 

preventative controls and reactive controls,” said 

Yair Attar, CTO and co-founder of OTORIO. “As you 

go more left of boom, it’s more of a preventative 

control. On the right side, what we’re seeing are 

more reactive detection-based solutions: intrusion 

detection systems, incident response technologies 

and SIEM solutions.” This perspective highlights 

the dual nature of OT security, balancing proactive 

measures with reactive capabilities to protect critical 

manufacturing processes.

The integration of OT with information technology 

(IT) systems has led to signi˚cant advancements 

in manufacturing ef˚ciency and capabilities. 

However, this convergence has also introduced new 

vulnerabilities and expanded the attack surface for 

potential cyberthreats.
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The integration of legacy systems with modern, 

connected technologies presents a unique 

challenge in manufacturing environments. Many 

OT systems were not designed with cybersecurity in 

mind, as they were originally isolated from external 

networks. This legacy infrastructure, now exposed 

to new risks, requires careful handling to maintain 

operational integrity while enhancing security. The 

delicate balance between implementing necessary 

security measures and avoiding operational 

disruptions is a critical concern for industry leaders.

Innovation in manufacturing through smart 

technologies offers increased operational 

ef˚ciency, predictive maintenance and reduced 

downtime. However, it also introduces new security 

risks as systems become more interconnected. 

Manufacturers must prioritize cybersecurity at the 

design stage of their smart factory transformations, 

integrating it into both new technologies and 

existing legacy systems.

“Resilience is a journey. There’s no destination ... It’s 

a constant battle,” said Shane Williams, principal 

consultant - delivery, industrial cybersecurity at 

Black & Veatch.

Ensuring secure data exchange between cloud 

platforms, edge devices and factory control systems 

is vital.

“We need to make sure that we’re not messing 

with systems ... at the end of the day, this is what 

makes the money,” said Rick Kaun, vice president 

solutions at Verve, a Rockwell Automation 

Company. He emphasized this point with a 

striking example: a pipeline company suffered a 

$17 million loss due to a mere two-minute reboot. 

This stark illustration underscores the high stakes 

involved in implementing security measures in OT 

environments, where even brief disruptions can 

result in staggering ˚nancial losses. It highlights result in staggering ˚nancial losses. It highlights 

“As OT environments became more complex, they 

needed to talk to backend servers on the IT side,” 

said Debbie Lay, principal solutions engineer at 

TXOne Networks. “But what ended up happening 

was opening up a new threat vector. You were 

now taking a traditional air gap and making it 

vulnerable.”

The Evolution of Cybersecurity 
Challenges in Manufacturing

The cybersecurity landscape in manufacturing has 

undergone a dramatic transformation in recent 

years. The convergence of IT and OT, coupled 

with the introduction of smart manufacturing 

technologies and the internet of things (IoT), 

has signi˚cantly increased the risk pro˚le of 

manufacturing environments.

“More threat actors are targeting manufacturing 

because they know it’s a weaker link, and they’re 

willing to pay the ransom,” said Ebenezer Arumai, 

chief information security of˚cer at Oldcastle 

�uildingEnvelope. This trend re˛ects the 

growing sophistication of cyber attacks targeting 

operational technology (OT) systems, where even 

brief disruptions can cause millions in losses - 

making manufacturers particularly vulnerable to 

ransomware demands.
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I N T E R V I E W  R E S U L T S

the critical need for carefully calibrated security 

solutions that protect assets without compromising 

operational continuity.

The rise of ransomware attacks targeting 

manufacturing has become a pressing concern. 

These attacks can lead to prolonged operational 

disruptions and signi˚cant ˚nancial impacts. نÝe’ve 

seen ransomware impacting OT environments, 

even when not a targeted attack,” Lay said. Even 

after systems are restored, there are longer-term 

impacts on supply chains and business operations, 

she added, referring to the 2023 ransomware attack 

on Clorox.

The ransomware attack on Clorox disrupted its 

ordering and processing systems, leading to 

widespread product shortages and a substantial 

˚nancial impact. Even months after the systems 

were restored, Clorox faced challenges in meeting 

consumer demand and reported ongoing effects on 

its supply chain and manufacturing capabilities.

Manufacturing organizations are shifting from 

reactive to proactive security approaches to address 

these evolving challenges. The complexity of 

securing modern manufacturing environments 

requires a strategic approach that considers 

both technological solutions and organizational 

processes.

“We need to establish aggressive, clear and 

measurable targets ... What does ‘done’ look like? 

Ýhat is the de˚nition of an inventoryه؟ gaun said. 

This approach ensures that security efforts are 

focused and can demonstrate tangible progress to 

leadership.

The evolution of cybersecurity challenges in 

manufacturing re˛ects the industry’s broader digital 

transformation. As OT and IT systems become 

increasingly interconnected, manufacturers 

must adopt comprehensive, proactive security 

strategies that address their environments’ unique 

vulnerabilities while ensuring operational continuity.

Ýhile offering signi˚cant bene˚ts, the integration of 

new technologies such as AI and IoT also introduces 

new risks that must be carefully managed. Moving 

forward, the manufacturing sector must balance 

the need for innovation and ef˚ciency with 

robust cybersecurity measures to protect critical 

infrastructure and maintain operational resilience in 

the face of evolving threats.

Ransomware in manufacturing
Attacks on Manufactoring and Production Organizations (2020-2024)

CHART 1. SOURCE: SOPHOS: THE STATE OF RANSOMWARE IN MANUFACTURING AND PRODUCTION
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Strategic Security 
Approaches
From Reactive to Proactive OT Security
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I N T E R V I E W  R E S U L T S

The cybersecurity landscape for OT is undergoing 

a radical transformation, marked by a decisive shift 

from reactive defense mechanisms to proactive, 

risk-based strategies. This paradigm shift is not 

merely a trend but a necessity for manufacturers 

aiming to safeguard their critical infrastructure 

against an increasingly sophisticated threat 

landscape.

A cornerstone of proactive OT security is 

comprehensive asset visibility and strategic 

vulnerability management. This approach goes 

beyond merely identifying assets; it emphasizes 

understanding the context and criticality of 

each component within the larger operational 

ecosystem.

Scaling security strategies to match the pace of 

digital transformation is a fundamental challenge. 

Manufacturing environments often include a mix of 

legacy systems alongside modern interconnected 

devices, making it essential to apply comprehensive 

security solutions that span both OT and IT. This 

should incorporate real-time monitoring and 

anomaly detection to provide continuous visibility.

“Context matters,” said Attar. “These assets 

belong to an oven within the assembly shop in an 

automotive manufacturing plant,” he said, as an 

example. “You need to have better visibility and 

understand the network con˚gurations.ه

This contextual understanding enables 

organizations to prioritize their security efforts more 

effectively, focusing resources on the most critical 

assets and potential points of failure. By gaining 

deeper insights into network con˚gurations and 

the interdependencies of various systems, security 

teams can develop more targeted and ef˚cient 

protection strategies, ultimately enhancing the 

overall resilience of their OT infrastructure.

“ “Context matters ... You need 
to have better visibility and 
understand the network 
con˚gurations. 
Paul Gerste
Vulnerability Researcher at Sonar

teams can develop more targeted and ef˚cient 

protection strategies, ultimately enhancing the 

overall resilience of their OT infrastructure.

Total Cost of Ownership and 
Cybersecurity Investments

When considering cybersecurity solutions, 

manufacturers must look beyond initial costs to 

understand the total cost of ownership (TCO). This 

includes factors such as scalability, deployment 

complexity and long-term maintenance. The 

true value of a security solution lies not just in its 

immediate capabilities but also in its ability to grow 

and adapt to the organization’s needs over time.

Attar cautioned against focusing solely on upfront 

expenses. He noted that while sensor-based 

approaches might seem attractive initially, they 

often fail to provide comprehensive coverage in 

large, multi-site environments.

Attar also stressed the importance of solutions that 

offer complete visibility and understanding across 
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I N T E R V I E W  R E S U L T S

complex manufacturing landscapes, even if they 

require higher initial investment. This perspective 

underscores the critical need for manufacturers 

to evaluate cybersecurity solutions holistically, 

considering long-term scalability and effectiveness 

alongside immediate costs. In the complex world 

of OT security, short-term savings can often lead 

to signi˚cant gaps in protection and higher costs 

down the line.

Regulatory Preparedness and 
Compliance

As regulatory scrutiny intensi˚es, manufacturers 

must prepare for compliance with various 

frameworks and standards. This proactive approach 

not only ensures legal compliance but also 

strengthens overall security posture.

“Manufacturing has traditionally been regulation 

light. But we’re anticipating changes,” said Scott 

Clayton, senior manager of manufacturing OT 

security and compliance at Lucid Motors. This 

shift signals a new era where manufacturers must 

balance operational ef˚ciency with emerging 

compliance requirements, particularly as 

governments worldwide strengthen cybersecurity 

mandates for critical infrastructure and supply 

chain protection.

In response to this evolving regulatory landscape, 

different organizations are adopting various 

frameworks to build their compliance foundation. 

The choice of framework often depends on each 

organization’s speci˚c needs and regulatory 

environment. 

“We decided on the CIS framework mostly because 

it was very prescriptive,” said Joe Mariscal, director 

of cybersecurity and compliance at Ryerson. “As 

we’ve moved on ... NIST comes into play, and we’ve 

used that to move into the DoD type space.” This 

evolution demonstrates how manufacturers are 

strategically layering security frameworks to expand 

market opportunities while strengthening their 

security posture - particularly when pursuing 

defense contracts and government partnerships.

Paul Wagner, director of IT-OT security at 

McCormick & Company, offered a different 

approach: “We beg, borrow and steal from the 

frameworks to come up with a model we can 

work with,” he said. “Adopting a framework in the 

absence of regulations, you can borrow the things 

that work for you.ه This ˛eɫible approach allows 

companies to tailor their compliance strategies to 

speci˚c needs and operational conteɫts.
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I N T E R V I E W  R E S U L T S

Communicating OT Security ROI 
to Leadership

Effectively communicating the importance of OT 

security investments to C-suite executives is crucial 

for securing necessary resources and support. This 

often requires translating technical needs into 

business language that resonates with leadership.

Building a compelling business case for OT security 

investments involves highlighting the return 

on investment (ROI) in terms of avoiding costly 

downtime, regulatory penalties or the impact of a 

successful cyberattack.

For example, case studies of major manufacturing 

companies that suffered cyberattacks, such as 

the Triton malware attack, can be powerful in 

conveying the need for proactive measures. In the 

summer of 2017, Triton malware — also known as 

TRISIS and HatMan — was deployed against the 

safety controllers of a petrochemical facility in the 

Middle East. This marked a signi˚cant escalation 

in cyberthreats, as the attack speci˚cally targeted 
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I N T E R V I E W  R E S U L T S

critical safety systems designed to prevent 

catastrophic failures. The malware’s ability to 

manipulate these safety controllers underscored 

the growing risks to industrial facilities, where the 

consequences of a successful attack could result in 

extensive physical damage, system downtime and 

even the potential for loss of life.

“Once we were able to identify those types of 

catastrophic events ... we didn’t have to just talk 

toward the fear anymore. We had a real-life example 

of why we’re trying to secure this environment, 

what the sevenع˚gure investment was going to be 

necessary for,” said Korey Wallace, manufacturing 

security lead at DuPont. This approach of using 

concrete examples helps bridge the gap between 

technical requirements and business impact.

However, calculating a direct ROI for OT security can 

be challenging, as the bene˚ts are often in the form 

of risk avoidance rather than direct ˚nancial gain.

“We should stop talking about ROI when it comes 

to security,” said Prasanna Ramakrishnan, CISO at 

Clarios. “The word we used at Clarios is, we said, 

it’s the right thing to do, it’s the responsible thing 

to do to secure our manufacturing facilities.” This 

perspective shifts the conversation from ROI to risk 

mitigation and corporate responsibility.

Strategic security approaches in OT environments 

demand a proactive shift beyond reactive 

measures. Key to success are considerations such 

as total cost of ownership, adherence to regulatory 

compliance and effective communication of 

security priorities to leadership. By embracing 

these strategies, manufacturers can cultivate 

more resilient and secure OT infrastructures better 

equipped to confront the continuously evolving 

threat landscape.

“ “We should stop talking 
about ROI when it comes to 
security ... it’s the right thing 
to do, it’s the responsible 
thing to do to secure our 
manufacturing facilities.
Prasanna Ramakrishnan
CISO, Clarios
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Developing Vulnerability and Patch Management Processes

Operationalizing 
OT Security
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I N T E R V I E W  R E S U L T S

Christian Harter, Director of OT Security and Engineering, 
UPS.

Effective vulnerability and patch management is a 

cornerstone of OT security. However, with their mix 

of modern and legacy systems, the complexity of 

OT environments requires a thoughtful and often 

automated approach.

“We were ashamed of the vulnerabilities we had 

... and we thought patching was the only thing 

we could do,” said Christian Harter, director of 

OT security and engineering at UPS. “We started 

understanding the reality that all software can 

be hacked, and operating systems can go end-

of-life.” This realization led UPS to develop a 

more comprehensive approach to vulnerability 

management.

 worth of ˚ber ־־־,־־׃ٳ Ýe needed to do aboutن

runs to try and actually do passive snif˚ng ... so we 

needed to ˚nd a different style of solution,ه Oarter 

“ “We were ashamed of the 
vulnerabilities we had... and 
we thought patching was 
the only thing we could do.
Christian Harter
Director of OT Security and Engineering, UPS.

Effective vulnerability and patch management is a 

cornerstone of OT security. However, with their mix 

of modern and legacy systems, the complexity of 

OT environments requires a thoughtful and often 

automated approach.

“We were ashamed of the vulnerabilities we had 

... and we thought patching was the only thing 

we could do,” said Christian Harter, director of 

OT security and engineering at UPS. “We started 

said. “We ended up using CrowdStrike built on the 

Claroty platform.” Claroty provides visibility into 

operational technology (OT) networks by identifying 

assets, monitoring traf˚c, and detecting threats 

speci˚c to industrial environments. Its platform 

allows organizations to secure OT and IoT systems 

by bridging the gap between cybersecurity and 

physical processes. By integrating with CrowdStrike, 

�laroty enables more ef˚cient monitoring and 

protection of critical infrastructure without relying 

on eɫtensive physical network modi˚cations. 

This demonstrates the value of solutions that 

can scale and automate security in complex OT 

environments.

Prioritizing critical vulnerabilities is essential, 

especially when dealing with legacy systems that 

can’t be easily patched. “We had some systems 

that were too old to patch,” Harter said, pointing 

to an example of a Windows 95 HVAC system 

connected to the network. “That popped up during 

a virus incident and required immediate action,” 

Harter said. This incident underscores a critical 

reality facing manufacturers: modernizing legacy 

OT infrastructure requires careful balance between 

security imperatives and operational continuity, 

often demanding innovative solutions beyond 

traditional patching.

Many legacy OT systems cannot afford downtime 

for security updates. Manufacturers can mitigate 

risks by adopting network segmentation 

techniques, where compromised systems can be 
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I N T E R V I E W  R E S U L T S

isolated without disrupting other critical operations. 

Real-time monitoring and automated scanning 

tools can also provide continuous visibility into 

the status of legacy systems, allowing for rapid 

identi˚cation and remediation of vulnerabilities.

UPS implemented a reporting system to track 

progress and maintain visibility. “We moved to 

Power BI for our reporting. We actually show how 

many vulnerabilities they have corrected, which 

made a big difference in how the team approached 

the problem,” Harter said. This approach not only 

helps manage vulnerabilities but also helps the 

security team to demonstrate progress to business 

leadership.

The Role of Governance in OT 
Cybersecurity

Effective governance in OT cybersecurity requires 

balancing centralized security standards with the 

˛eɫibility to accommodate diverse operational 

environments. This is particularly important 

for organizations with multiple sites or global 

operations.

Experts acknowledged a clear need for a 

governance approach that includes standardized 

processes and tools. However, it must also be 

˛eɫible enough to adapt to speci˚c sites and 

regions. Each environment differs not only in 

architecture but also in people and processes.

Implementing a governance framework often 

involves collaboration between different teams 

within the organization. “We had to partner with 

our InfoSec folks,” Harter said. “They brought in a 

team that helped us - even though it didn’t feel 

helpful at the time, such as when they required an 

outside security assessment on our maturity.” This 

collaboration between OT and IT security teams is 

crucial for developing comprehensive governance 

strategies.

The governance approach should also consider the 

unique challenges of OT environments, such as 

the presence of legacy systems and the potential 

impact of security measures on operations. These 

challenges are often ampli˚ed by increasing 

regulatory demands, especially for organizations 

operating in or adjacent to critical sectors. Joe 

Mariscal’s experience at Ryerson illustrates this 

complex landscape.

“We’re critical-adjacent to the actual critical 

supply chain,” Mariscal said. “So, we have had 

companies that have sent us 300-question surveys. 

We might send them documentation or proof, 

but in general, the big controls are coming with 

CMMC,” he said, referring to the Cybersecurity 

Maturity Model �erti˚cation. This trend re˛ects how 

supply chain security requirements are cascading 

beyond primary contractors, forcing adjacent 

manufacturers to upgrade their security posture 

or risk losing valuable partnerships in the defense 

industrial base.

Operationalizing OT security requires a multi-

faceted approach, including implementing 

structured security frameworks, developing 

robust vulnerability and patch management 

processes, and establishing effective governance 

strategies. By addressing these key areas, 

manufacturers can build more resilient and secure 

OT environments that are better equipped to face 

evolving cybersecurity challenges and regulatory 

requirements.
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IT-OT Convergence and Associated Risks

Detailed Concepts 
in OT Security
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The Purdue Model, traditionally used in industrial 

control system (ICS) environments, is a hierarchical 

framework that segments operations into distinct 

layers, from physical processes to enterprise-level 

IT. Each layer communicates only with adjacent 

layers, creating a clear separation between OT and IT 

systems.

However, with the rise of IoT and cloud computing, 

these boundaries are increasingly blurred. Devices 

I N T E R V I E W  R E S U L T S

in the lowest level of the Purdue Model, such as 

sensors and actuators (Layer 0), are now capable 

of communicating directly with cloud services, 

bypassing intermediate layers of control and 

security. This direct connection undermines the 

traditional segmentation and security zones the 

model relies on, as it introduces vulnerabilities and 

risks that can be exploited remotely.

Understanding OT/IT 
Convergence
The rise of IoT and cloud 
computing has eliminated the 
intermediate layers of control 
and security that traditionally 
separated OT from IT.
CHART: THE PURDUE MODEL FOR IT/OT 
SEPARATION, ALSO KNOWN AS THE PURDUE 
ENTERPRISE REFERENCE ARCHITECTURE (PERA), 
WAS ORIGINALLY DEVELOPED BY THEODORE J. 
WILLIAMS AT PURDUE UNIVERSITY.
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I N T E R V I E W  R E S U L T S

As Ismail Guneydas, professor and chairman of the 

Cyber Security Program at Texas A&M University-

Commerce, explains, this shift represents a major 

challenge for securing industrial systems. “With IoT 

and cloud computing, the clear-cut layers of the 

Purdue Model become blurry ... you have devices 

in Layer 0 talking directly to the cloud, bypassing 

traditional segmentation,” he said.

Supply chain vulnerabilities have increasingly 

emerged as a critical threat in the cybersecurity 

landscape, particularly within OT environments 

such as manufacturing. As supply chains become 

more digitized, the complexity of managing third-

party access to OT systems grows exponentially.

“Even unintentional updates from trusted vendors 

can cause disruptions,” Lay said.

This highlights the need for robust supply chain 

security measures and careful management of 

third-party access to OT systems. Implementing 

a defense-in-depth strategy, which includes 

continuous monitoring, rigorous access controls 

and stringent supplier authentication mechanisms, 

is essential. Equally crucial is ensuring that third 

parties adhere to security best practices, such as 

providing secure patches and updates.

Zero Trust in OT Security

As traditional security perimeters blur in converged 

IT-OT environments, the concept of zero trust is 

gaining traction in OT security strategies. Zero trust 

principles, such as continuous veri˚cation and 

micro-segmentation, are being adapted to meet 

the unique needs of OT environments.

Mike �ernard, manufacturing work˛ow specialist 

at Imprivata, explained the importance of zero trust 

in OT. “Zero trust [is about giving] access only when 

needed and as granular as possible,” he said. “Use 

agentless solutions to avoid impacting OT devices.”

Bernard also elaborated on zero trust’s 

implementation in vendor access scenarios. 

“No longer do you have to broker them in their 

own Active Directory accounts. You don’t have 

to provision them VPN access where there’s 

an opportunity for lateral spreading on your 

network,” he said. “The concept is you can deliver 

through a temporary gateway directly into a 

particular asset — this could be a single smart 

thermostat, it could be into your PLC machines — 

it does not matter. The concept is that we want to 

challenge and enforce that their digital identity is 

delivered in a secure way to just those endpoints 

or just those assets and nothing else.”

This granular approach to access control is crucial 

in mitigating risks associated with third-party 

access in OT environments.

“ “No longer do you have to 
broker [vendors] in their own 
Active Directory accounts. 
You don’t have to provision 
them VPN access where 
there’s an opportunity for 
lateral spreading on your 
network.
Mike Bernard
Manufacturing Ýork˛ow Specialist, Imprivata
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“ “When we’re bringing in 
vendors, we need dynamic 
segmentation to protect our 
environment.
Ebenezer Arumai
CISO, Oldcastle BuildingEnvelope

Asset Visibility and Access 
Control

Comprehensive asset visibility and effective 

access control are foundational to OT security. 

These elements are crucial for understanding the 

OT environment, managing vulnerabilities and 

implementing targeted security measures.

Ben C. Garber, lead solutions engineer at 

SCADAfence, emphasized the importance of 

asset visibility. “We have to know what’s out 

there, and we have to know its state in order 

to formulate a plan to effectively manage risk 

for those devices,” Garber said. This visibility 

challenge lies at the heart of OT security - where 

unidenti˚ed assets and unknown vulnerabilities 

can create critical business risks, particularly as 

manufacturing environments become more 

connected and digitally transformed.

Ralph Langner, founder and CEO of OTbase, 

highlighted the need for automated, real-

time asset management. “If you’re still trying 

to do manual asset inventories, you’ve missed 

the train,” Langner said. “Today, your OT 

asset management system should tell you 

immediately which systems are affected by new 

vulnerabilities.” This real-time visibility is crucial 

for rapid response to emerging threats.

Langner also stressed the importance of 

contextual information in asset management. 

“You must have the capability to enrich basic 

information with context,” he said. “Geolocation, 

network association and physical process 

functions all need to be added by SMEs to 

make the data actionable.” This contextual 

understanding allows for more precise security 

management and decision-making.

Dynamic segmentation has become a crucial 

strategy for enhancing access control in modern 

cybersecurity frameworks. This method enables 

organizations to implement ˛eɫible, conteɫtع

aware access controls that adapt to evolving 

operational requirements in real time. “When 

we’re bringing in vendors, we need dynamic 

segmentation to protect our environment,” said 

Ebenezer Arumai, chief information security 

of˚cer at Oldcastle �uildingEnvelope.
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“ “We have to know what’s out 
there, and we have to know 
its state in order to formulate 
a plan to effectively manage 
risk for those devices. 
Ben C. Garber
Lead Solutions Engineer, SCADAfence

Addressing the challenges of IT-OT convergence, 

implementing zero trust principles, and ensuring 

comprehensive asset visibility and access 

control are critical components of a robust OT 

security strategy. By focusing on these key areas, 

organizations can strengthen their protection 

against evolving cyberthreats while preserving 

operational ef˚ciency. ¤rioritizing these detailed 

security measures will help safeguard OT 

environments in an increasingly connected and 

vulnerable landscape.
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Data, Automation and 
Threat Prioritization
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As OT environments become more complex 

and interconnected, security teams face an 

overwhelming amount of data and alerts. This 

deluge of information can lead to alert fatigue, 

potentially causing critical threats to be overlooked.

“Sixty percent say that they’re under alert fatigue. 

We have all of this data coming to a central 

location, and it’s fatiguing,” said Ben C. Garber, lead 

solutions engineer at SCADAfence. “There’s a lot 

of data to comb through, and how can we make 

sense of that?” This widespread challenge points 

to a critical need for intelligent automation and 

advanced analytics in OT security operations, where 

distinguishing genuine threats from noise directly 

impacts both security effectiveness and team 

productivity.

Organizations are turning to advanced tools 

and strategies that can ˚lter and prioritize 

critical information to address this issue. Garber 

emphasized the importance of contextualizing data. 

“We prioritize exploitable vulnerabilities,” he said. 

“Start with the ones that have known active exploits. 

We need to be making these contextualized risk 

decisions.” This approach allows security teams to 

focus on the most pressing threats, reducing noise 

and improving response times.

I N T E R V I E W  R E S U L T S

Automating Security 
Governance and Remediation

Automation is becoming increasingly crucial in 

managing the complexity of OT security. Automated 

tools can help organizations maintain consistent 

security postures across diverse environments and 

quickly identify and remediate vulnerabilities.

Dubie Dubendorfer, strategic evangelist at Varonis, 

emphasized the limitations of automation in 

security governance, noting that many data security 

posture management (DSPM) tools only handle 

surface-level tasks. “DSPM can discover and classify, 

but they don’t do the dif˚cult stuff,ه he said. نÝe 

need deeper analysis, monitoring, remediation 

and threat detection.” Dubendorfer’s insight 

underscores the need for more comprehensive 

automated solutions beyond basic discovery 

and classi˚cation. To effectively safeguard OT 

environments, organizations must adopt tools 

that can provide in-depth analysis, continuous 

monitoring and proactive threat detection, ensuring 

they address the more complex challenges of 

cybersecurity.

Automated remediation offers a powerful way 

to reduce the workload on security teams while 

improving response times. Dubendorfer explained 

that the goal is to both measure and maintain 
“ “DSPM can discover and 

classify, but they don’t do   
the dif˚cult stuff.   
Dubie Dubendorfer
Strategic Evangelist, Varonis 
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security continuously. “If we had a beautiful image 

of all of our systems, we could track critical risks and 

dynamically adjust based on asset importance,” he 

said. This method allows organizations to maintain a 

proactive security posture, automatically addressing 

emerging vulnerabilities and ensuring critical assets 

receive the attention they need in real time.

Prioritizing Threats Based on 
Vulnerability and Exploitability

Not all vulnerabilities pose the same level of risk to 

an organization. Prioritizing threats based on their 

potential impact and exploitability is crucial for 

effective OT security management.

However, Langner cautioned against an overly 

reactive approach to threat management. “With the 

obsession about threats, most people working in OT 

security are just playing this Whack-a-Mole game, 

always chasing the latest threat or vulnerability, 

and that does not get you in a position to achieve 

improvement,” he said. Instead, Langner advocates 

for a more strategic, proactive approach to threat 

prioritization.

Managing data overload, utilizing automation 

for security governance and remediation, and 

prioritizing threats based on vulnerability and 

exploitability are essential components of 

modern OT security strategies. By adopting these 

approaches, organizations can better navigate 

the complex threat landscape of converged IT-OT 

environments, ensuring that resources are directed 

toward the most critical risks while maintaining 

operational ef˚ciency. This proactive focus enables a 

more resilient and responsive security posture in an 

increasingly connected world.

“ “With the obsession about 
threats, most people working 
in OT security are just playing 
this Whack-a-Mole game, 
always chasing the latest 
threat or vulnerability.
Ralph Langner
Founder and CEO, OTbase
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The convergence of IT and OT has created a 

pressing need for enhanced collaboration between 

traditionally separate teams. This collaboration 

is crucial for developing comprehensive security 

strategies that address the unique challenges of 

both IT and OT environments.

“It’s challenging ... but plant walkthroughs with 

both IT and OT teams can bridge that gap, 

helping both sides understand what needs to 

be secured and how,” said Debbie Lay, principal 

solutions engineer at TXOne Networks. These joint 

walkthroughs offer a valuable opportunity for both 

teams to share knowledge, fostering a deeper 

understanding of each other’s responsibilities and 

security needs.

Lay recommended focusing on the right tools for 

the job to improve communication between IT 

and OT teams. “Make sure the security tools you 

choose are purpose-built for OT,” she said. “They 

must handle legacy assets and ensure fail-safe 

operation, even during upgrades or downtimes.” 

This advice highlights the need to select tools that 

meet the speci˚c needs of OT environments and 

support smoother collaboration between IT and 

OT teams, helping bridge the gap in their differing 

requirements and approaches.

Building on this, Eduardo Giancristofaro, 

channel development director - OT at SSH 

Communications Security, highlighted the 

importance of implementing a zero trust model in 

OT environments. “Give access only when needed 

and as granular as possible”. he said. Together, 

these recommendations point to the necessity of 

security tools that not only bridge the IT-OT gap but 

also safeguard critical systems without disrupting 

operations.

Bridging the IT-OT divide requires a focused effort Bridging the IT-OT divide requires a focused effort 

to foster team collaboration, leveraging joint 

activities such as plant walkthroughs and adopting 

shared, OTعspeci˚c tools. These initiatives allow IT 

and OT teams to better understand each other’s 

operational challenges and security needs, creating 

a foundation for stronger partnerships.

Additionally, managing third-party vendor access 

in OT environments is critical, as it introduces 

potential vulnerabilities. To mitigate this risk, 

organizations must implement stringent security 

measures such as granular access control, 

continuous veri˚cation and strict monitoring of 

third-party activities.

By addressing these challenges, organizations 

can build more resilient OT environments that 

integrate IT security best practices while meeting 

the distinct operational demands of OT systems. 

This balanced approach strengthens security and 

ensures operational continuity in increasingly 

interconnected infrastructures.

“ “Plant walkthroughs with 
both IT and OT teams can 
bridge that gap, helping 
both sides understand 
what needs to be secured 
and how.
Debbie Lay
Principal Solutions Engineer TXOne Networks 
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As OT environments grow more complex and 

interconnected, digital identity has become vital 

for securing access across various systems and 

applications. This strategy enables a uni˚ed control 

plane to manage access in OT and IT settings.

Mike Bernard of Imprivata emphasized the 

importance of this approach. “Imprivata uses digital 

identity as kind of the core piece to making all of 

those things come whole,” he said. “Digital identity 

is like that broker to access. It’s what you touch in 

a digital world — all the data, all the applications, 

all the things that you guys deploy from an 

infrastructure perspective are what we want to be 

that gate to broker that access. So it doesn’t matter 

what type of applications you’re using; it doesn’t 

matter what type of hardware and endpoints 

we’re talking about here. Digital identity should 

be one control plane to access anything in your 

organization, both OT environments and on the 

production ˛oor.ه This holistic approach to digital 

identity management establishes a scalable and 

secure foundation for managing access in rapidly 

evolving OT landscapes.

Bernard further emphasized the need to balance 

security with user experience, stressing that 

organizations should not have to choose between 

the two. “No longer should you have to make that 

decision between security and endعuser ef˚ciency 

or productivity. Our mission is to deliver that, to give 

you that ability to not decide,” he said. “We want 

to be able to do that regardless of whether you’re 

a privileged user or a general frontline worker. 

The idea and the concept is that access should 

be controlled regardless of who you are and what 

you’re capable of accessing,” he said. This zero-trust 

approach marks a fundamental shift in OT security 

strategy, where granular access control becomes a 

business enabler - protecting critical systems while 

ensuring frontline workers maintain the access they 

need for operational ef˚ciency.
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Adopting Performance-Based 
Security

As OT security matures, there’s a growing emphasis 

on performance-based approaches that focus 

on continuous improvement and measurable 

outcomes. This shift allows organizations to 

move beyond reactive security measures and 

demonstrate the ongoing value of their security 

investments.

Shane Williams, principal consultant - delivery, 

industrial cybersecurity at Black & Veatch, echoed 

the importance of this shift, emphasizing the role 

of communication in driving successful security 

changes. “If they understand the ‘why,’ they’ll be 

much more amicable to accept the changes,” 

Williams noted. “Without that, it’s a failure.” His 

insight supports the idea that aligning security 

improvements with clear, understandable goals is 

crucial for fostering buy-in and ensuring long-term 

success in OT environments.

Langner strongly supported the shift toward a 

performance-based approach to OT security. “You 

want to be in the promised land of performance-

based OT security where you can measure and 

demonstrate your performance instead of always 

focusing on the latest threat or vulnerability,” 

he said. This approach underscores the need to 

develop metrics that track security improvements 

over time, moving away from the constant cycle of 

reacting to emerging threats.

The future of OT security lies in leveraging digital 

identity as a core security component, preparing 

for emerging threats through clear, measurable 

objectives, and adopting performance-based 

security approaches. By embracing these forward-

looking strategies, organizations can build more 

resilient, adaptable OT security programs capable of 

meeting the challenges of an increasingly complex 

and interconnected industrial landscape.
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