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19.02 update

On 19th February hacker transferred
2,080.66 ETH to 14 new addresses,
while leaving 4,027 ETH remain
sitting on the wallet (see Img. 3).

Img 3. Visualization of the ETH
movement on 19.02
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19.02 update

Hacker Wallet 1 received a total of 601.34 ETH, which were instantly directed towards
Across Protocol (see Img. 4).
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Img 4. Visualization of the ETH
movement from Hacker

© Global Ledger 2025 Wallet 1to Across Protocol

Email: support@aglprotocol.com_|] Website: globalledger.io

Information in this document is for internal use only and can be disclosed only under Global Ledger written permission


mailto:support@glprotocol.com
https://etherscan.io/address/0x93818d1d9ba12e0468c5fcce08b2248a35f69552
https://across.to/
https://drive.google.com/open?id=1aQ4a6psvkKb0v6O3yAbIwrQcElFSUu3U&usp=drive_copy

19.02 update

Hacker used this cross-chain bridge in order to transfer all wrapped ETH onto his address
on Arbitrum Network, then exchanged them on Wintermute to USDT and sent to Bitget
Wallet (see Img. 5).
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Img 5. Visualization of the WETH
movement from Across Protocol to
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19.02 update
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Hacker Wallet 2 received a total
of 167.84 ETH, which in turn
were transferred to 6 other
addresses.
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d125c66ffee99dal were
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service (see Img. 6).
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Img 6. Visualization of the ETH
movement from Hacker Wallet 2 to eXch
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19.02 update

Hacker Wallet 3 received 161.62
ETH and same way directed
them to 6 intermediary wallets
and then to eXch, this time in

full (see Img. 7).
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Img 7. Visualization of the ETH
movement from Hacker Wallet 3 to eXch
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19.02 update

Hacker Wallet 4 received 167.73

ETH, and this time using only 5
intermediary wallets, used the
same eXch platform for money
laundering (see Img. 8).
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Img 8. Visualization of the ETH

movement from Hacker Wallet 4 to eXch
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19.02 update

Hacker Wallet 5 received a total

of 196.79 ETH, joined them with
other funds on another address,
swapped all to 629,591 USDC on
OKX Web3 platform and sent to
DLN Trade protocol for further

laundering (see Img. 9).

These funds were bridged to
hacker’s Solana address and
eventually via a series of
intermediate addresses to
deBridge Finance.
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Img 9. Visualization of the ETH
movement from Hacker Wallet 5 to eXch
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19.02 update

Hacker Wallet 6 received a total

of 195.08 ETH and quickly sent all

to Tornado Cash privacy protocol e
via two intermediate wallets (see

Img. 10).

A small portion of ETH was
aggregated on another wallet,
where they remain unspent.

Imqg 10. Visualization of the ETH
movement from Hacker Wallet 6 to
Tornado Cash
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19.02 update

Hacker Wallet 7 received 166.54 ETH and via 6 intermediate wallets sent all funds to eXch.

(see Img. ).
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Img 11. Visualization of
the ETH movement
from Hacker Wallet 7
to eXch
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19.02 update

Hacker Wallet 8 received 89.36 ETH

and Hacker Wallet 9 received 151.73 - — S
ETH, 73.82 ETH of which they funneled g NS
via shared address to eXch, while P
102.77 ETH remain unspent on three e,

AbI00SA7455472

other wallets. @

A small portion of funds went to P
ChangeNOW wallet. (see Img. 12).

Img 12. Visualization of the ETH movement
from Hacker Wallet 8 and 9
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19.02 update

Hacker Wallet 10 received 214.26 ETH, which
were all swapped to 60,716,757.51 SPX6900
tokens and currently remain unspent on the
same wallet (see Img. 13).

Img 13. Visualization of the ETH
movement from Hacker Wallet 7
to eXch
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19.02 update

Hacker Wallet 11 received 108.5 ETH with the majority directed towards OKX Bridge and

Mayan Finance, and were bridged to Solana address and same way as with Hacker Wallet
5 via a series of intermediate addresses to deBridge Finance. The small portion was sent to
CoinEx deposit (see Img. 14).
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Img 14. Visualization of the ETH movement from Hacker Wallet 11 to OKX Bridge and CoinEx
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19.02 update

Hacker Wallet 12 received 53.77 ETH.

c350268a1723113677

32.41 ETH went to eXch, while 21.36 ETH went
to THORchain (see Img. 15).

Bridged to Bitcoin, 0.6043 BTC were then sent ©
to OKX deposit address. ®
Img 15. Visualization of the ETH movement . .
from Hacker Wallet 12 to THORchain and
eXch
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19.02 update

Hacker Wallet 13 received 26.8 ETH, which all went to eXch via one intermediate address
(see Img. 16).
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Img 16. Visualization of the ETH movement from Hacker Wallet 13 to eXch
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19.02 update

Hacker Wallet 14 received 445.43
ETH, of which ~200 ETH went to

eXch via 4 intermediate address,
while the rest three wallets keep

funds unspent (see Img. 16).
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Img 16. Visualization of the ETH movement from Hacker
Wallet 14 to eXch
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Tornado Cash counterparty report results for 2025
Since the beginning of 2025, Tornado Cash has received 34,020.8600 ETH or around $91,5M

Around 40% of those funds (13 608 ETH or around $36,6M)have come from hacks between
Jan1and Feb 18 2025.

Risk Rating  Risk Labels Entity Full Exposure Source of Funds Use of Funds Highestamount

Source of Funds
34,020.8600 ETH

Reported Hack (I 39.44% m
13,678.2871 ETH ’

DEX MEDIUM

5,978.9929 ETH

17.57%

Cross-Chain Protocol MEDIUM
4,887.1861 ETH

2,212.3329 ETH ‘

14.36%

Small Transactions MEDIUM

4.32%
1,471.5359 ETH
Online Wallet Mebium
314%
1,068.7067 ETH
Unknown Smart Contract MEDIUM
310%

1,055.4722 ETH

Wrapped Token (&) S
834.16565156 ETH

Exchange Mebium
543.90786087 ETH

High-Risk Exchange () 1.45%
49514418594 ETH

1.59%



