
Note by Damian Collins MP, Chair of the DCMS Committee 
 

Summary of key issues from the Six4Three files 
 

 

1. White Lists 
 
Facebook have clearly entered into whitelisting agreements with certain companies, which 
meant that after the platform changes in 2014/15 they maintained full access to friends 
data. It is not clear that there was any user consent for this, nor how Facebook decided 
which companies should be whitelisted or not. 
 

2. Value of friends data 
 
It is clear that increasing revenues from major app developers was one of the key drivers 
behind the Platform 3.0 changes at Facebook. The idea of linking access to friends data to 
the financial value of the developers relationship with Facebook is a recurring feature of 
the documents. 
 

3. Reciprocity 
 
Data reciprocity between Facebook and app developers was a central feature in the 
discussions about the launch of Platform 3.0. 
 

4. Android 
 
Facebook knew that the changes to its policies on the Android mobile phone system, 
which enabled the Facebook app to collect a record of calls and texts sent by the user 
would be controversial. To mitigate any bad PR, Facebook planned to make it as hard of 
possible for users to know that this was one of the underlying features of the upgrade of 
their app.  
 

5. Onavo 
 
Facebook used Onavo to conduct global surveys of the usage of mobile apps by customers, 
and apparently without their knowledge. They used this data to assess not just how many 
people had downloaded apps, but how often they used them. This knowledge helped 
them to decide which companies to acquire, and which to treat as a threat. 
 

6. Targeting competitor Apps 
 
The files show evidence of Facebook taking aggressive positions against apps, with the 
consequence that denying them access to data led to the failure of that business 
 

  



1. White Lists 
 
In the Six4Three documents, exhibits 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 94 and 95 include 
discussions on whitelisting businesses. The following are of note: 
 
Exhibit 84 – whitelisting of Badoo [dating app] 
 
Email from Badoo to Konstantinos Papamiltidas, Director of Platform Partnerships at 
Facebook, 16 September 2014: 
 
‘We have been compelled to write to you to explain the hugely detrimental effect that 
removing friend permissions will cause to our hugely popular (and profitable) applications 
Badoo and Hot or Not. 
 
‘The friends data we receive from users is integral to our product (and indeed a key reason 
for building Facebook verification into our apps).’  
 
 
Email from Konstantinos Papamiltidas to Badoo, 23 January 2015  
 
‘We have now approval from our internal stakeholders to move ahead with a new API – 
working name Hashed Anon All Friends API. The new API as well as the relevant docs will be 
ready next week. 
 
‘How would this API work…For each of the FB logged in users, the API will return:  
FBIDs: App friends that logged in before your migration to V2: 
App Scoped IDs: App friends that logged in after your migration to V2: 
Annonymous one-way hashed IDs: Non-app friends 
 
The API will hopefully let you understand some of the structure of the graph in order to 
determine which non-app friends to recommend to a given user.’ 
 
Email 5 February 2015 
 
Konstantinos Papamiltidas – ‘We have whitelisted Badoo App, HotorNot and Bumble for the 
Hashed Friends API that was shipped late last night.’ 
 
Email – 6 February 2015 
 
Konstantinos Papamiltidas to Badoo  
 
‘Badoo APP ID has definitely been whitelisted…According to out logs you have already made 
100 calls against this API.’ 
 
 
Exhibit 87 – whitelisting of Lyft [taxi app] 
 



Email from Konstantinos Papamiltidas to Lyft, 30 March 2015 
 
‘As far as I can tell, the App ID below has been whitelisted for All Mutual Friends access.’ 
 
 
Exhibit 91 – whitelisting of AirBnB 
 
Email Konstantinos Papamiltidas to AirBnB, 18 March 2015 
 
‘As promised, please find attached the docs for Hashed Friends API that can be used for 
social ranking. Let us know if this would be of interest to you, as we will need to sign an 
agreement that would allow you access to this API.’ 
 
 
Exhibit 92 – whitelisting of Netflix 
 
Email 17 February 2015 between Netflix and Chris Barbour and Konstantinos Papamiltidas 
at Facebook 
 
Netflix wrote on 13 February 
 
‘We will be whitelisted for getting all friends, not just connected friends’ 
 

 

Exhibit 80 – discussion about the whitelisting process 
 
Email from Simon Cross [FB – Product Partnerships] to Konstantinos Papamiltidas [FB], Ime 
Archibong [FB] and Jackie Chang [FB] 
 
5 September 2013 12.33pm 
 
‘I’d say for now just list out the capabilities/Gks/Sitevars we want to audit…We need to 
build collective experience on how to review the access that’s been granted, and how to 
make decisions about keep/kill/contract. 
 
‘This review cycle should include whats currently in Capabilities, as well as whitelists 
administered via Gks and Sitevars. I don’t want to have to go through this exercise ever 
again. For example, we should appraise what Netflix (for example) has across all these three 
whitelisting mechanisms in one go.’ 
 

 
2. Value of friends data 

 
 
Exhibit 83 – discussion of Royal Bank of Canada neko spend alongside whether they should 
be whitelisted 
 



Email from Sachin Monga at Facebook to Jackie Chang at Facebook, 10.38am on 20 August 
2013 regarding the impact of the platform changes on Royal Bank of Canada 
 
‘Without the ability to access non-app friends, the Messages API becomes drastically less 
useful. It will also be impossible to build P2P payments within the RBC app, which would 
have dire consequences for our partnership with them.’ 
 
 
Response email from Jackie Chang to Sachin Monga, 10.46am 20 August 2013, regarding 
Royal Bank of Canada 
 
‘What would be really helpful for us is if you can provide the below details first: 
 
2/ did they sign an extended api agreement when you whitelisted them for this api? 
3/ who internally gave you approval to extend them whitelist access? Can you send me 
email or permalink from the Platform Whitelist Approval Group. 
4/ Is there budget tied specifically to this integration? How much? 
 
We need the above info foremost and we understand the context below.’ 
 
 
Email from Sachin Monga to Jackie Chang, 10.58am, 20 August 2013 
 
‘Thanks for the quick response. Answers below: 
 
2/ They did not sign an extended API agreement. Should they have? I didn’t know about 
this… 
 
3/ Doug gave the approval… 
 
4/ There is budget tied specifically to this app update (all mobile app install ads to existing 
RBC customers, via custom audiences). I believe it will be one of the biggest neko campaigns 
ever run in Canada…’ 
 
 
Email from Jackie Chang to Sachin Monga, 22 August 2013, regarding Royal Bank of Canada 
 
‘Let’s pause any action for now until we have internal discussions about this 
tomorrow…we’ll do the right thing to take care of this. Thanks!’ 
 
Email Simon Cross to Jackie Chang, Sachin Monga, Bryan Hurren (Facebook), 25 October 
2013 
 
‘+ bryan who recently whitelisted Netflix for the messages API – he will have a better idea of 
what agreements we need to give them to access to this API.’ 
 
 



Email from Bryan Hurren to Sachin Monga, Jackie Chang and Simon Cross, 25 October 2013 
 
‘From a PR perspective, the story is about the app, not the API, so the fact that is uses Titan 
isn’t a big deal. From a legal perspective, they need an “Extended API agreement” (we used 
with Netflix) which governs use going forward and should provide us with the freedom to 
make the changes that Simon mentions below (without being too explicit).’ 
 
 
Email from Jackie Chang to FB group, 28 October 2013 
 
‘Bryan – can you take the lead on getting this agreement written up?’ 
 
 
Exhibit 79 – linking data access spending on advertising at Facebook 
 
Email from Konstantinos Papamiltidas [FB] to Ime Archibong [FB] 
 
18 September 2013 – 10.06am 
 
From email about slides prepared for talk to DevOps at 11am on 19 September 2013 
 
‘Key points: 1/ Find out what other apps like Refresh are out that we don’t want to share 
data with and figure out if they spend on NEKO. Communicate in one-go to all apps that 
don’t spend that those permission will be revoked. Communicate to the rest that they need 
to spend on NEKO $250k a year to maintain access to the data.’ 
 
 
Exhibit 80 - linking data access spending on advertising at Facebook 
 
Email from Konstantinos Papamiltidas [FB] to Simon Cross [FB], Ime Archibong [FB] and 
Jackie Chang [FB] 
 
Discussion about presentation Simon Cross is to give re P3.0 Rollout Planning 
 
4 September 2013 4.28am 
 
‘Slide 5 – I am not sure about the revenue saved. Is this really a cost cutting exercise? 
Removing access to all friends lists seems more like an indirect way to drive NEKO adoption.’ 
 
 
 
Exhibit 97 – discussion about giving Tinder full friends data access in return for use of the 
term ‘Moments’ by Facebook 
 
Emails discussion between Konstantinos Papamiltiadis [FB] and Tinder regarding allowing 
Facebook to use ‘Moments’, a term that had already been protected by Tinder 
 



 
Email from Konstantinos Papamiltidas to Tinder 11 March 2015 5.34pm 
 
‘I was not sure there was not a question about compensation, apologies; in my mind we 
have been working collaboratively with xx and the team in good faith for the past 16 or so 
months. He’s a member of a trusted group of advisers for our platform (Developer Advisory 
Board) and based on our commitment to provide a great and safe experience for the Tinder 
users, we have developed two new APIs that effectively allow Tinder to maintain parity of 
the product in the new API world.’  
 
Email from Konstantinos Papamiltidas to Tinder 12 March 2015 1.10pm 
 
‘We have been working with xx and his team in true partnership spirit all this time, 
delivering value that we think is far greater than this trademark.’ 
 
 
Exhibit 170 – Mark Zuckerberg discussing linking data to revenue 
 
Mark Zuckerberg email – dated 7 October 2012 
 
‘I’ve been thinking about platform business model a lot this weekend…if we make it so devs 
can generate revenue for us in different ways, then it makes it more acceptable for us to 
charge them quite a bit more for using platform. The basic idea is that any other revenue 
you generate for us earns you a credit towards whatever fees you own us for using plaform. 
For most developers this would probably cover cost completely. So instead of every paying 
us directly, they’d just use our payments or ads products. A basic model could be:  
 
Login with Facebook is always free 
Pushing content to Facebook is always free 
Reading anything, including friends, costs a lot of money. Perhaps on the order of 
$0.10/user each year. 
 
For the money that you owe, you can cover it in any of the following ways: 
 
Buys ads from us in neko or another system 
Run our ads in your app or website (canvas apps already do this) 
Use our payments 
Sell your items in our Karma store. 
 
Or if the revenue we get from those doesn’t add up to more that the fees you owe us, then 
you just pay us the fee directly.’ 
 
 
Exhibit 38 – Mark Zuckerberg discussing linking data to revenue 
 
 
MZ email 27 October 2012 to Sam Lessin at Facebook 



 
‘There’s a big question on where we get the revenue from. Do we make it easy for devs to 
use our payments/ad network but not require them? Do we require them? Do we just 
charge a rev share directly and let devs who use them get a credit against what they owe 
us? It’s not at all clear to me here that we have a model that will actually make us the 
revenue we want at scale.’ 
 
‘I’m getting more on board with locking down some parts of platform, including friends data 
and potentially email addresses for mobile apps.’ 
 
‘I’m generally sceptical that there is as much data leak strategic risk as you think. I agree 
there is clear risk on the advertiser side, but I haven’t figured out how that connects to the 
rest of the platform. I think we leak info to developers, but I just can’t think if any instances 
where that data has leaked from developer to developer and caused a real issue for us. Do 
you have examples of this?...... 
 
‘Without limiting distribution or access to friends who use this app, I don’t think we have 
any way to get developers to pay us at all besides offering payments and ad networks.’ 
 
 
 
Exhibit 78 – selected slides showing how Neko spend and relationship to Mark Zuckerberg 
and Sheryl Sandberg influenced outreach to developers ahead of Platform 3.0 launch 



 

 
 



3. Reciprocity 
 
 
Exhibit 45 – discussion on making reciprocity a key feature of Platform 3.0 
 
 
Email from Mike Vernal FB, 30 October 2012 
 
 
Mike Vernal  
 
‘On Data Reciprocity – in practice I think this will be one of those rights that we reserve.. 
We’ll publish a spec for an API that you have to implement to integrate with us, we’ll have 
POPS review, but we’ll pay closest attention to strategic partners where we want to make 
sure the value exchange is reciprocal.’ 
 
Greg Schechter 
 
‘Seems like Data Reciprocity is going to require a new level of subjective evaluation of apps 
that our platform ops folks will need to step up to – evaluating whether the reciprocity 
UI/action importers are sufficiently reciprocal.’ 
 
Mike Vernal 
 
‘As many of you know, we’ve been having a series of conversations w/Mark for months 
about the Platform Business Model… 
 
‘We are going to require that all platform partners agree to data reciprocity. If you access a 
certain type of data (e.g. music listens), you must allow the user to publish back that same 
kind of data. Users must be able to easily turn this on both within your own app as well as 
from Facebook (via action importers) 
 
 
Exhibit 48 – Mark Zuckerberg email on reciprocity and data value 
 
 
MZ email 19 November 2012 
 
‘After thinking about platform business for a long time, I wanted to send out a note 
explaining where I’m leaning on this. This isn’t final and we’ll have a chance to discuss this in 
person before we decide this for sure, but since this is complex, I wanted to write out my 
thoughts. This is long, but hopefully helpful. 
 
‘The quick summary is that I think we should go with full reciprocity and access to app 
friends for no charge. Full reciprocity means that apps are required to give any user who 
connects to FB a prominent option to share all of their social content within that service 
back (ie all content that is visible to more than a few people, but excluding 1:1 or small 



group messages) back to Facebook. In addition to this, in the future, I also think we should 
develop a premium service for things like instant personalization and coefficient, but that 
can be separate from this next release of platform… 
 
‘We’re trying to enable people to share everything they want, and to do it on Facebook. 
Sometimes the best way to enable people to share something is to have a developer build a 
special purpose app or network for that type of content and to make that app social by 
having Facebook plug into it. However, that may be good for the world but it’s not good for 
us unless people also share back to Facebook and that content increases the value of our 
network. So ultimately, I think the purpose of platform – even the read side – is to increase 
sharing back into Facebook.’  
 
…’It seems like we need some way to fast app switch to the FB app to show a dialog on our 
side that lets you select which of your friends you want to invite to an app. We need to 
make sure this experience actually is possible to build and make as good as we want, 
especially on iOS where we’re more constrained. We also need to figure out how we’re 
going to charge for it. I want to make sure this is explicitly tied to pulling non-app friends out 
of friends.get.’ (friends information) 
 
…’What I’m assuming we’ll do here is have a few basic thresholds of API usage and once you 
pass a threshold you either need to pay us some fixed amount to get to the next threshold 
or you get rate limited at the lower threshold.’ 
 
 
Response to this email from Sheryl Sandberg 
 
Email from SS – 19 November 2012 
 
SS ‘I like full reciprocity and this is the heart of why.’ 
 
 
Exhibit 43 - memo setting out the policies for Platform 3.0 
 
This document also stresses the importance of reciprocity to Platform 3.0 
 
‘The fundamental principle that governs Platform usage is a simple concept: reciprocity. 
Reciprocity involves an equable value exchange between a 3rd party developer and 
Facebook. This value exchange involves one of the following from developers: high quality 
experiences that FB users can use to tell great stories to their friends and family on FB 
and/or monetary value in the form of revenue sharing or direct payment. In return, 
Facebook offers a developers access to our Platform. 
 
‘When considering the implications of reciprocity it is important to note that a second order 
principle quickly emerges: competitive access. There are a small number of developers 
whom no amount of sharing to FB or monetary value can justify giving them access to 
Platform. These developers do not want to participate in the ecosystem we have created, 



but rather build their own ecosystem at the expense of our users, other developers and, or 
course, us. That is something that we will not allow.’ 
 
 
 

4. Android 
 
 
Exhibit 172 – discussion of changing ‘read call log’ permissions on Android 
 
From email dated 4 February 2015 
 
Michael LeBeau – ‘He guys, as you know all the growth team is planning on shipping a 
permissions update on Android at the end of this month. They are going to include the ‘read 
call log’ permission, which will trigger the Android permissions dialog on update, requiring 
users to accept the update. They will then provide an in-app opt in NUX for a feature that 
lets you continuously upload your SMS and call log history to Facebook to be used for 
improving things like PYMK, coefficient calculation, feed ranking etc. This is a pretty high-
risk thing to do from a PR perspective but it appears that the growth team will charge ahead 
and do it.’  
 
Yul Kwon – ‘The Growth team is now exploring a path where we only request Read Call Log 
permission, and hold off on requesting any other permissions for now.  
 
‘Based on their initial testing, it seems this would allow us to upgrade users without 
subjecting them to an Android permissions dialog at all. 
 
‘It would still be a breaking change, so users would have to click to upgrade, but no 
permissions dialog screen.’ 
 
 
 
 
Exhibit 180 – further discussion of read call log and SMS on Android 
 
Email from Matt Scutari, Manager Privacy and Public Policy, Facebook 
 
15 November 2013 
 
‘Matt has been working with the privacy PM, PMM and Legal to understand privacy risks 
associated with several Android permissions that will go out in the next release, including 
permissions associated with reading call logs and SMS’ 
 
‘Matt is providing policy feedback on a Mark Z request that Product explore the possibility 
of making the Only Me audience setting unsticky. The goal of this change would be to help 
users avoid inadvertently posting to the Only Me audience. We are encouraging Product to 



explore other alternatives, such as more aggressive user education or removing stickiness 
for all audience settings.’ 
 
 
Exhibit 158 
 
Facebook email discussing rapid growth of revenues from Neko advertising 
 
 
 

5. Onavo 
 
 
Exhibit 69 – slides from presentation showing market analysis driven by Onavo data 
 
Facebook ‘Industry update’ presentation based on Onavo data, 26 April 2013 
 
 
 

 
 



 
 

 
 
 



 
 
 
 
Exhibit 70 - Facebook ‘Industry update’ presentation based on Onavo data, 15 March 2013  
 

 
 



 
 

 

 
6. Targeting competitor Apps 

 
 
Exhibit 44 – Shutting down Vine’s friends data access 
 
Facebook email 24 January 2013 
 
Justin Osofsky – ‘Twitter launched Vine today which lets you shoot multiple short video 
segments to make one single, 6-second video. As part of their NUX, you can find friends via 
FB. Unless anyone raises objections, we will shut down their friends API access today. We’ve 
prepared reactive PR, and I will let Jana know our decision. 
 
MZ – ‘Yup, go for it.’ 
 
 
 
 



EXHIBIT 38 

UNREDACTED VERSION OF DOCUMENT SOUGHT TO BE LODGED UNDER SEAL

Selected documents ordered from 
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UNREDACTED VERSION OF DOCUMENT SOUGHT TO BE LODGED UNDER SEAL
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UNREDACTED VERSION OF DOCUMENT SOUGHT TO BE LODGED UNDER SEAL





EXHIBIT 45 

UNREDACTED VERSION OF DOCUMENT SOUGHT TO BE LODGED UNDER SEAL
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UNREDACTED VERSION OF DOCUMENT SOUGHT TO BE LODGED UNDER SEAL
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UNREDACTED VERSION OF DOCUMENT SOUGHT TO BE LODGED UNDER SEAL
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UNREDACTED VERSION OF DOCUMENT SOUGHT TO BE LODGED UNDER SEAL
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UNREDACTED VERSION OF DOCUMENT SOUGHT TO BE LODGED UNDER SEAL
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