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Executive Summary

A direct military engagement between the United
States and a near-peer adversary would require

the swift mobilization and deployment of a sizable
U.S. military force. Moving troops and equipment
efficiently over land, sea, and air is essential

to America’s ability to project power, support
partners and allies, and sustain forces to fight

and win wars. Alongside the U.S. military’s own
assets, commercially owned and operated critical
infrastructure enables this military mobility. While
U.S. Transportation Command (TRANSCOM)
conducts logistical operations to facilitate the
mobility of U.S. forces, civilian-owned rail networks,
commercial ports, and airport authorities will handle
transportation of the majority of servicemembers
and materiel during a significant, rapid mobilization.

U.S. adversaries know that compromising this critical . . . . .
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would impede America’s ability to deploy, supply, picture alliance via Getty Images), a narrow body aircraft (Thiago B Trevisan via
and sustain large forces. As the U.S. intelligence Shutterstock), a shipping port (Travel mania via Shutterstock), and passenger
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China would “consider aggressive cyber operations

against U.S. critical infrastructure and military assets” in the event of an imminent conflict with the United States. Beijing
would seek to use these operations not only as a deterrent against further U.S. military action but also specifically to “interfere
with the deployment of U.S. forces.”

Over the past year, the intelligence community has revealed how deeply Chinese hackers known as Volt Typhoon penetrated
U.S. transportation, energy, and water systems.? Volt Typhoon demonstrated China’s capability to gain and maintain persistent
access to closed systems and pre-position malicious payloads to cause disruption and destruction.* Meanwhile, other Chinese
Communist Party (CCP) malicious cyber operations, including Flax Typhoon, hijacked cameras and routers, and Salt Typhoon
burrowed deep into U.S. telecommunications networks.* In addition to enabling potential disruption, compromising critical
infrastructure allows Beijing to amass information about the movement of goods, surreptitiously watching as the United States
moves its military equipment across the country. Given these threats, the U.S. military has a vested interest in the security of
the nation’s critical transportation infrastructure.

The cybersecurity of the critical air, rail, and maritime infrastructure that underpins U.S. military mobility is insufficient.® To
improve resilience, the United States needs significant investment by the government and private sector as well as improved
public-private collaboration. The nation can no longer afford to waste time debating the immediacy of the threat. Washington
must identify and resource solutions now.
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Organization of Gritical Infrastructure and Defense Critical Infrastructure

Under current U.S. policy, Washington has two distinct designations for national “critical infrastructure” and “defense critical
infrastructure.” The U.S. government recognizes 16 critical infrastructure sectors and assigns each a federal agency partner,
known as a sector risk management agency (SRMA). A 2013 presidential policy directive established this classification, and an
April 2024 national security memorandum reaffirmed it.” While some federal agencies that serve as SRMAs are also regulators,
the responsibilities are separate and unique.

The Department of Defense (DoD), meanwhile, recognizes 10 defense infrastructure sectors. DoD first defined them in 2005 and
designated a Defense Infrastructure Sector Lead Agent (DISLA) to interact with each.® While the lead-agent designation has since
been retired with the incorporation of defense critical infrastructure protection into DoD’s Mission Assurance Strategy,” the term
DISLA is still useful for describing agencies’ roles, responsibilities, and authorities related to different types of critical infrastructure.

TRANSCOM was the DISLA responsible for identifying and safeguarding defense critical infrastructure within the transporta-
tion sector. Within TRANSCOM, Air Mobility Command is the Air Force component responsible for conducting aerial trans-
portation and airlift. Military Surface Deployment and Distribution Command is the Army component charged with managing
the intermodal connections to the nation’s strategic seaports and facilitating surface transportation via road and rail. Military
Sealift Command is the Navy component that conducts sealift, the transportation of materiel in the maritime domain.

Across all defense critical infrastructure sectors, the DISLAs work directly with military commands and mission owners to
identify the task-critical assets required to maintain mission-essential functions,” the most important of which are designated
as defense critical assets. The destruction or disruption of a defense critical asset would seriously impact DoD missions. DoD’s
Defense Critical Infrastructure Program has therefore sought to identify, label, and mitigate risks to such infrastructure.

This work, however, has been siloed from efforts by other federal agencies to identify and manage risk and secure critical
infrastructure in their roles as SRMAs. The National Infrastructure Protection Plan, which outlines whole-of-government
and public-private efforts to manage natural and man-made risks to critical infrastructure, does not acknowledge the
intersection of national critical infrastructure and defense critical infrastructure. Similarly, as codified in the Fiscal Year
2021 National Defense Authorization Act, SRMAs are responsible for facilitating information sharing between their sector
and other federal agencies, including the Department of Homeland Security — but not DoD.™

The April 2024 national security memorandum on Figure 1: Defense Infrastructure Sectors vs. National
critical infrastructure security (known as NSM- Critical Infrastructure™
22) expressly acknowledged this gap and took a e ~
long-overdue first step to address it. In addition to
reaffirming the role of SRMAs, NSM-22 tasked SRMAs Defense Critical
Infrastructure Sectors Infrastructure Sectors

with incorporating defense critical infrastructure
(and other national priorities) into their existing
sector risk management responsibilities.’” The
memorandum also instructed DoD to work with the
SRMAs and the Department of Homeland Security’s
Cybersecurity and Infrastructure Security Agency
(CISA) to evaluate sector-specific risks and provide
advice on prioritized mitigations to SRMAs in order
to strengthen the security and resilience of defense
critical infrastructure. Still, challenges persist across
multiple critical infrastructure sectors, most urgently
(for military mobility) in the maritime, aviation, and
rail subsectors.
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Maritime Mobilization Infrastructure

Each year, about 1.5 billion tons of goods, valued at over $2 trillion, transit U.S. seaports.™ The U.S. ports, vessels, and other
assets that comprise the maritime transportation system subsector are vital not only to commercial trade but also to the U.S.
military’s ability to deploy forces overseas.’ “More than 90 percent of the equipment and supplies used by U.S. warfighters
travels by sea,” according to Military Sealift Command.'® Any large deployment of U.S. troops would certainly be accompanied
by a major sealift effort.

There are two categories of sealift — surge and sustainment. The former supports initial movements of troops, equipment,
and supplies to satisfy time-critical war fighting requirements, while the latter provides continuous support to previously
deployed forces over an extended period.”” Surge sealift capacity is largely maintained by the U.S. Maritime Administration
(MARAD) within the Department of Transportation (DOT).'® Despite its separation from DoD, MARAD works closely

with Military Sealift Command to maintain sealift readiness and protect the strategic seaports that would be used during
mobilization and sustainment operations.

Scholars and policymakers have raised concerns, however, that neither Military Sealift Command nor MARAD maintains

a sufficient fleet to meet surge capacity needs in the event of a conflict with China. While Military Sealift Command is
responsible for resupplying naval ships and strategically pre-positioning and moving military cargo, its surge sealift fleet has
only about 15 ships. MARAD also has about 50 ships for this purpose.? In a February 2024 letter to the heads of TRANSCOM
and MARAD, Rep. Mike Gallagher (R-WI), then chairman of the House Select Committee on the Chinese Communist Party,
called the U.S. government’s sealift fleet “woefully inadequate.”’ MARAD contracts with commercial shipping companies,*
but Gallagher warned that the U.S. merchant fleet available for this purpose is also too small. While an assessment of U.S.
sealift capacity requirements is beyond the scope of this paper, the nation’s lack of excess sealift capacity means that the U.S.
military’s ability to mobilize forces could be severely degraded by any cyber or physical incident impacting the availability of
government-owned or commercial vessels.

Civilian-owned maritime infrastructure plays an even more crucial role in sealift than the government-owned and chartered
commercial vessels that will conduct it. In addition to six military ports, TRANSCOM designates 18 commercially owned ports
as strategic seaports, including major hubs such as the ports of Long Beach, Corpus Christi, Savannah, and Guam. These

are “vital nodes of the nation’s transportation infrastructure that play a critical role in DoD’s ability to deploy forces and
equipment worldwide,” RADM Derek Trinque, director for strategic plans, policy, and logistics for TRANSCOM, explained at a
House Homeland Security subcommittee hearing in February 2024.%

As Trinque explained, all the commercial strategic seaports have readiness plans so that the facilities — including the docks,
staging areas, and rail yards — can be turned over to DoD within 48 hours if necessary. Participation in the strategic seaport
program is voluntary. Nine federal agencies, including MARAD, the U.S. Coast Guard, and Military Sealift Command, come
together to ensure the readiness of these strategic seaports and 14 additional alternative ports (13 commercial and one
military port).** These 31 commercial ports and all other ports around the country have a U.S. Coast Guard captain of the port
responsible for their safe and secure operation.”

At that same hearing, RADM John Vann, commander of Coast Guard Cyber Command, warned about cyber threats to the
maritime transportation system. The system’s “size, interdependence, complexity, and criticality” make “it a prime target
for criminals, activists, terrorists, state-sponsored actors, and adversarial nation states,” Vann said. He added, “A successful
cyberattack could impose unrecoverable losses to port operations and electronically stored information, hampering national
economic activity, and disrupting global supply chains.”*

Prior disruptions caused by non-cyber incidents provide a glimpse of the potential impact of a cyberattack. Significant
interruptions of normal port operations lead the cost of goods to rise, hurting the economy.?” Such “knock-on effects” were
acutely felt during the COVID-19 pandemic, with container imports across U.S. ports declining by 7 percent in the first half of
2020.% Past closures of major U.S. ports as a result of labor disputes have caused “billions of dollars in losses” and contributed
to supply-chain disruptions, according to an April 2023 Business Journal report.?

Recognizing this threat, the Biden administration took a series of steps in February 2024 to bolster the maritime transportation
system’s cyber defenses.® First, the administration issued an executive order clarifying that the security authorities and
responsibilities of Coast Guard captains of the port extend to the realm of cyberspace. The administration further clarified
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that owners, agents, or operators of vessels and ports must report cybersecurity incidents to the FBI, CISA, and captains of
the port.*’ The administration also announced that the Coast Guard would develop minimum cybersecurity requirements
for the maritime transportation system as well as cyber risk management actions to mitigate risks from “foreign adversarial
technological, physical, and cyber influence.”* While these requirements are deemed to be sensitive and will not be released
publicly, captains of the port are using them to work directly with critical infrastructure owners and operators to implement
the directives.®

Ayear later, in January 2025, the Coast Guard issued a final rule establishing minimum cybersecurity requirements for
U.S.-flagged vessels and ports.** The rule will go into effect in July 2025, requiring regulated entities to implement basic
cybersecurity controls, develop incident response plans, conduct annual audits, and report cyber incidents to the

U.S. government.

A specific concern is the prevalence of Chinese-made automated equipment at numerous U.S. ports, potentially providing
CCP hackers with opportunities for cyber-espionage or disruptive attacks.* In February 2024, MARAD released a U.S.
Maritime Advisory calling out the threat posed by port equipment and technologies sourced from adversarial foreign

nations. The advisory specifically mentioned security inspection equipment from Chinese company Nuctech; the LOGINK
logistics management platform, developed and promoted by China’s Ministry of Transportation; and ship-to-shore cranes
manufactured by Shanghai Zhenhua Heavy Industries Company Limited (ZPMC). MARAD warned that Nuctech’s poor-quality
equipment “impairs U.S. efforts to counter illicit international trafficking in nuclear and other radioactive materials” and that
LOGINK “very likely provides” Beijing with “access to and/or collection of sensitive logistics data.” The advisory further warned
malign actors could remotely operate ZPMC cranes.*®

In a subsequent study on ZPMC, MARAD reported that Coast Guard cyber teams assessed the security of 92 ZPMC cranes and
did not find malicious or suspicious code indicative of CCP malfeasance. They did, however, find several known cybersecurity
vulnerabilities.*” Such vulnerabilities are not unusual, but malicious actors could exploit them to compromise the safety and
security of these cranes or disrupt their efficient operation, but the Coast Guard found no evidence that Beijing pre-positioned
vulnerabilities in the cranes.

On the specific issue of ZPMC and military mobility, Trinque noted that while strategic seaports do have ZPMC cranes on-
premises, the military can use other equipment when it deploys from those ports. “Our current assessment is none of our
strategic seaports right now are wholly dependent on those cranes,” he testified to Congress.*® Trinque’s remarks, however,
may undersell the national and economic security threat posed by an adversary-owned company that controls 80 percent of all
cranes in use at U.S. ports across the country.*

Indeed, a September 2024 joint report by the House Select Committee on the Chinese Communist Party and the House
Homeland Security Committee warned that the subsector is “dangerously reliant on equipment and technology that has been
produced, manufactured, assembled, or installed” in China.*® While commercial port operators dismissed some concerns
about ZPMC cranes, noting that critical component parts come from Western firms, the report details that these Western
companies ship the parts to China, where they are stored for up to 18 months near a Chinese naval base. ZPMC engineers
install the parts on the cranes “without oversight from the original manufacturer.” The report noted that in the specific case of
Swiss company ABB, the company provides ZPMC “with design schematics, which would allow ZPMC to create a backdoor in
the hardware.”"’

The joint report further detailed instances in which ZPMC cranes contained unauthorized cellular modems that collect data

on equipment usage. The port operators did not request the inclusion of this equipment as part of their purchase agreements
and, in some cases, had expressly declined this feature. But ZPMC installed the modems anyway, creating — in the committees’
words — “an obscure method to collect information, and bypass firewalls in a manner that could potentially disrupt port
operations.”* Furthermore, China’s ability to demand access to ZPMC’s software means that Beijing could manipulate the
systems or use them to amass information for espionage purposes.*

Two months later, in November 2024, the U.S. Coast Guard issued an updated directive regarding the cyber risks posed by
Chinese-made ship-to-shore cranes.* “By design, these cranes may be controlled, serviced, and programmed from remote
locations,” the Coast Guard warned, “and those features potentially leave STS cranes manufactured by PRC companies vulnerable
to exploitation, threatening the maritime elements of the national transportation system.”* The directive is not available publicly,
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but the Coast Guard required all owners and operators of Chinese ship-to-shore cranes to get a copy from their captain of the
port or district commander.

Despite the Biden administration’s rhetorical focus on maritime cybersecurity, the Coast Guard’s FY 2025 budget requested no
additional funding from Congress to support SRMA activities. In fact, the Coast Guard has no funding specifically designated for
work with the private sector to improve the cyber resiliency of America’s port infrastructure.* The Trump administration has not
yet released its FY 2026 budget, so it remains to be seen whether it will address its predecessor’s shortcomings in this area.

Aviation Industry’s Role in Mobilization

The U.S. aviation subsector is a vital transportation artery that moves millions of tons of freight and over 1 billion passengers
annually.*” The smooth operation of the thousands of aircraft and hundreds of major airports that make up this industry relies
on a diverse set of digital and cyber-physical systems, including security scanning equipment, customer-facing reservation
systems, networked avionics and navigation equipment, and air traffic control systems. The subsector includes commercial
airlines, general aviation activities, air cargo shipments, and airports. These primary components are further supported by

a diverse set of vendors providing aviation support functions such as maintenance, flight planning, and other services. This
complex network presents a wide attack surface for cyber-threat actors hoping to disrupt U.S. aviation infrastructure and
transportation networks. As the DOT’s assistant inspector general for aviation audits warned in 2017, “Cyber-based threats—
from both internal and external sources—are rapidly evolving and could threaten the connectivity of an increasingly complex
aviation infrastructure.”*®

For example, in November 2022, a cyberattack against flight-planning software company Jeppesen, a Boeing subsidiary,
temporarily disrupted the receipt and processing of Notice to Air Missions (NOTAM) alerts through its platform.* NOTAM
provides advanced information to pilots about potential hazards along their routes. Three months later, a misconfigured file
knocked the NOTAM system offline. The Federal Aviation Administration (FAA) halted departures for over an hour while
addressing the outage. Over 1,300 flights were canceled, and another 9,000 were delayed.*® In July 2024, a broken software
update from cybersecurity firm CrowdStrike caused chaos and thousands of canceled flights across the globe.>' Although

a computer glitch and a faulty update (not cyberattacks) caused the latter two massive disruptions, they reveal inherent
vulnerabilities in the highly interconnected network of information systems that facilitate air travel.*

The FAA is charged with managing the critical air traffic control systems that allow this transportation network to function.
This collection of systems is known as the U.S. National Airspace System (NAS). “Cybersecurity breaches” in this system “can
have significant physical and consequential impacts,”

warned a 2021 report by the DOT’s Office of the ~ ~\
Inspector General.>®

Because many elements of the NAS have shared
military functions — with the FAA also managing DoD
flights over U.S. airspace® — a cyberattack on the
NAS could impact a U.S. military mobilization effort.*
Compromising critical components of the NAS could
disrupt the coordination of military flights, delay
critical deployments, or even lead to the exposure

of sensitive military operational plans. The reliance
on legacy systems within the NAS exacerbates these
risks, as older technologies are not equipped to repel
the sophisticated cyberattacks that adversaries can

deploy today.
Indeed, a September 2024 Government \. J
Accountability Office (GAO) report warned that Cybersecurity breaches of the National Airspace System can have significant

physical impacts, but an overwhelming majority of air traffic control systems are

an overwhelming majority of air traffic control
dangerously out-of-date, warned the GAO.

systems are dangerously out-of-date.*® While the
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FAA has ongoing modernization plans, the implementation has often been slow, has not prioritized the most critical systems,
has faced budget shortfalls, and has lacked oversight, the GAO warned. Kevin Walsh, director of information technology and
cybersecurity at the GAO, reiterated these concerns in testimony before the Senate Committee on Commerce, Science, and
Transportation in December, noting that the FAA’s modernization efforts have had mixed results at best, with the FAA acting
far too slowly “to modernize the most critical and at-risk systems.”*”

The lack of prioritization of critical systems reflects the FAA’s broader failure to properly categorize safety-critical information
systems. Until recently, according to the 2021 inspector general report, the FAA consistently miscategorized systems as low
or moderate rather than high impact, failing to recognize how severe a system failure would be. The report succinctly noted
that even once the FAA had begun properly categorizing systems, it was using an outdated metric to identify these systems
and lacked formal processes for implementing security controls. In short, the FAA had “not yet mitigated the risk that the NAS
could be vulnerable to threats.”*

At the same time, the FAA’s own inspector general further cautioned that the FAA’s efforts to modernize the NAS through
implementing the Next Generation Air Transportation System (NextGen) may actually increase cybersecurity risk. NextGen
is reliant on integrated information systems and satellite-based technologies.*® If the FAA does not simultaneously improve its
ability to recognize safety-critical information and systems, modernization will not result in increased cybersecurity.

Beyond the air traffic control systems, DoD also leverages civilian airports to rapidly and efficiently mobilize and deploy troops
and materiel. As of 2022, DoD had agreements with 69 civilian airports to use their facilities.®® The FAA works with DoD to
ensure funding for the infrastructure at these airports that the military deems necessary. This funding, however, does not
account for cybersecurity needs. The private or public airport operating authorities too often fail to view critical infrastructure
cyber resilience as a requirement, leaving these airports vulnerable to cyberattack. In August 2024, for example, the Seattle-
Tacoma Airport suffered a ransomware attack that disrupted internet and phone systems. Over the Labor Day travel weekend,
gate agents had to handwrite boarding passes, and the luggage sorting system had to be operated manually. The criminal
hackers claim to have stolen data from the Port of Seattle, the airport’s operator.®'

Air cargo service providers and commercial airlines themselves are also essential for supporting the U.S. military’s capacity

to conduct airlift for global force projection. As necessary, DoD will utilize commercial assets to supplement its own aircraft.
TRANSCOM is authorized to activate elements of the Civil Reserve Air Fleet (CRAF), a voluntary group of nearly 30 U.S. air
carriers, to provide airlift support for minor regional crises, humanitarian assistance, disaster relief efforts, major theater war,
and periods of national mobilization.®

Historically, CRAF has been activated three times — first in support of operations Desert Shield and Desert Storm from 1990
to 1991, then in support of Operation Iraqi Freedom from 2002 to 2003, and finally in support of the U.S. evacuation from
Afghanistan in 2021.%® Support for a national mobilization effort represents the highest level at which CRAF can be activated. A
tier 3 activation of CRAF would utilize significant numbers of commercial aircraft to provide surge airlift support in the event
of a “national-defense related emergency or war.”*

There is limited public discussion and evaluation of the potential disruptive impact of cyberattacks against CRAF carriers.
There have also been few examples of deliberate cyberattacks against active commercial flights. Modern aircraft, however, are
highly networked entities that the FAA refers to as “e-enabled aircraft.”®* Networked functions on e-enabled aircraft include
avionics instruments, weather and navigation systems, air traffic control functions, and passenger safety systems. These, in
turn, provide attack vectors for adversaries looking to disrupt the safe operation of U.S. aircraft.*

To begin addressing the range of vulnerabilities affecting the subsector, the FAA in August 2024 announced proposed
rulemaking on “airworthiness standards” covering airplanes, propellers, and aircraft engines. The proposed rule aims to
prevent “intentional unauthorized electronic interactions” — that is, cyberattacks that could impact safety.®” Recognizing
that “[a]ircraft, engines, and propellers increasingly incorporate networked bus architectures susceptible to cybersecurity
threats,” the rule will cover a wide range of systems that provide control functions for aircraft. These include “propulsion
controls, monitoring functions that track the health of the engine’s systems, communication functions such as data buses and
networks, and auxiliary equipment such as fuel, lube, or pneumatic subsystems with embedded electronics.”®®

The Transportation Security Administration (TSA), meanwhile, is responsible for securing the nation’s transportation systems.
In aviation, that includes security oversight of commercial air transport and airport security. As part of this mission, TSA
has issued a series of cybersecurity-related emergency amendments (EAs) for the aviation subsector. The most recent EA,
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issued in March 2023, requires airports and aircraft operators to segregate operational technology systems from information
technology systems; implement access controls to prevent unauthorized access to critical systems; implement continuous
monitoring and detection policies and procedures for cyberattacks or other anomalous activities; and update software

with security patches in a timely manner using a risk-based methodology. TSA also requires regulated entities to report
cybersecurity incidents to CISA, establish a cybersecurity point of contact to interface with TSA, create a cybersecurity
incident response plan, and conduct cybersecurity vulnerability assessments.®

During a hearing before the Senate Commerce, Science, and Transportation Committee, Airlines for America’s cybersecurity
managing director, retired Brig. Gen. USAF Marty Reynolds, noted that there are ongoing challenges aligning cybersecurity
regulatory requirements across the industry. In a hopeful note, he acknowledged that the FAA is using TSA’s incident reporting
process as part of its efforts. Reynolds also noted that his organization has been working with TSA to help the agency
understand threat-based, risk-informed programs in the subsector.”

Despite the FAA’s and TSA’s belated efforts to improve the cybersecurity of the aviation subsector, the infrastructure remains
vulnerable. Air route traffic control centers, radar sites, and airports, in particular, are attractive targets for actors seeking to
disrupt CRAF activation and the ability to conduct safe flights over U.S. airspace.

The Railroads’ Strategic Role

The U.S. military’s ability to conduct airlift and sealift hinges on the nation’s rail network. Since the May 2021 ransomware
attack on Colonial Pipeline, TSA has accelerated efforts to regulate the cybersecurity of critical infrastructure for which it
serves as SRMA, including freight and passenger rail. And yet, across the transportation sector, companies are too often
making a “less than socially optimal level of cybersecurity investment,” TSA cautioned in November 2024.7" This is particularly
concerning, as the U.S. intelligence community has warned that China can disrupt U.S. critical infrastructure, calling out rail
systems in particular.”

Rail cybersecurity has become more essential in recent years as the industry has increasingly digitized to improve efficiency
and safety. After a series of accidents, Congress required near-universal adoption by 2020 of positive train control (PTC).”
PTC is an automated system designed to mitigate the danger posed by operator error and to prevent collisions and
derailments caused by excessive speed. Across nearly 60,000 miles of track,”* PTC sensors record data about the location,
direction, and speed of locomotives operating on the same track, compare real-time data to detect unsafe operations, and
automatically correct operator errors by communicating corrections back to the locomotive computer.” Beyond PTC itself,
networked operational technology systems provide essential train control functions such as dispatching, communications and
signals, and electric traction systems.”® On a constant basis, remote trackside sensors communicate wirelessly to train control
offices and central dispatches while a two-man crew operates most freight trains.””

The U.S. rail system is classified into two distinct categories: the freight rail system and the passenger rail system. The latter
includes all intercity, commuter, metro, subway, and light-rail networks.”® U.S. freight rail lines are privately owned and largely
operated by a set of six major firms known as Class | railroads.” Strategic rail lines connect over 140 military bases and other
defense installations to the nation’s seaports and serve as the primary transport mode for containerized goods, ammunition,
and large pieces of equipment, such as tanks and armored vehicles. While the U.S. military operates a government-owned
fleet of approximately 1,350 railcars, 10,000 shipping containers, and 1,850 heavy-duty flat cars,® this fleet must travel over
privately owned rail lines. Commercial freight providers are also a necessary supplement in any U.S. mobilization effort.®’

More than 40,000 miles of track are essential to the movement of servicemembers and military equipment. Surface
Deployment and Distribution Command (SDDC) — the TRANSCOM component charged with identifying DoD requirements
for transporting materiel via the domestic U.S. rail system® — designates these 40,000 miles as the Strategic Rail Corridor
Network (STRACNET).® By mileage, STRACNET represents about a third of the entire U.S. rail network. In partnership with
the Federal Railroad Administration (FRA) and through the Railroads for National Defense Program,®* SDDC designates and
continuously reviews STRACNET to verify the readiness of this “minimum interconnected system of main rail lines needed for
swiftly moving defense equipment and materiel” within the continental United States.®

More broadly, the FRA is responsible for the regulatory oversight and safety of all U.S. rail systems, while TSA is charged with
ensuring their security from external threats.®® Rather than evaluating a company’s compliance with a standardized checklist

10




*
:ﬁ: Military Mobility Depends on Secure Critical Infrasfructure

of cybersecurity policies, TSA’s performance-based approach e N\
judges covered entities on the results of their cybersecurity
efforts. For companies that do not meet the performance metrics,

TSA has focused on jointly developing action plans rather than In addition to cyber threats from nation-states

using enforcement measures like fines to strengthen a company’s . . . . o

cybersecurity posture.” and criminals seeking to compromise critical
infrastructure, the U.S. rail subsector also faces

TSA issued its first security directives for freight and passenger rail . . . . .
growing foreign penetration of its supply chain.

systems in December 2021, requiring covered entities to designate
a cybersecurity coordinator, report cybersecurity incidents to
CISA, develop cybersecurity incident response plans, and conduct \_ )
cybersecurity vulnerability assessments.®® Updated guidance in

July 2024 further required these entities to establish and implement TSA-approved cybersecurity implementation plans and
develop annually updated cybersecurity assessment plans.®

In November 2024, TSA issued a notice of proposed rulemaking that would formalize these security directives while
maintaining its performance-based approach.” For the most part, the proposed rule would simply mandate the requirements
that were previously included in the security directives. The proposed rule also attempts to align with cybersecurity standards
from the National Institute of Standards and Technology and with CISA’s cross-sector cybersecurity performance goals.””

For freight rail, entities subject to the security directives and the proposed rule are limited to Class | railroads; railroads
transporting hazardous materials; short-line railroads connecting two or more Class | railroads; and railroads that are part of
STRACNET. In total, TSA estimates that 73 of the approximately 620 freight railroads would be subject to the proposed rule.”

TSA further acknowledges the costs involved in implementing the requirements to have a cybersecurity risk management
program and report incidents to the federal government. Without discounting for existing capabilities that covered freight
railroads may already have, TSA estimates that the rule would cost freight rail companies a combined $685 million over 10
years, or a little less than $1 million per year per covered entity.”

TSA’s efforts to require freight rail operators to improve their cybersecurity have been met with mixed reactions from
industry. While the Association of American Railroads (AAR) asserts that its members have long focused on cybersecurity,
firms specializing in cybersecurity of industrial control systems warn that the industry has lagged behind other critical
infrastructure owners and operators.* AAR President lan Jefferies testified to Congress in November 2024 that TSA has not
sought enough industry input.”® At the same hearing, however, TSA officials noted that they host biweekly calls with rail owners
and operators subject to the security directives.*

In addition to cyber threats from nation-states and criminals seeking to compromise critical infrastructure, the U.S. rail
subsector also faces growing foreign penetration of its supply chain. In recent years, Beijing has aggressively supported the
state-owned enterprise China Railway Rolling Stock Corporation (CRRC), which has become the world’s largest manufacturer
of locomotives and railcars.”” As strategic intelligence firm Veretus Group observed in 2019, “underpricing and anticompetitive
behavior” led CRRC to decimate Australia’s freight rail manufacturing and take over the industry.”® CRRC has also started to
make inroads into the U.S. market by securing metro and transit rail contracts in a number of major American cities, such as
Boston, Los Angeles, and Chicago.”

Concerns about CRRC reached a tipping point when the company was bidding to upgrade the trains on the Washington
Metropolitan Area Transportation Authority network in 2019.7 The contract included provisions for video surveillance
systems, monitoring and diagnostics equipment, data interface capabilities with the rail network, and connected train control
and safety systems, demonstrating the variety of connected systems included in modern railcars.”' Senators raised national
security concerns,'® and CRRC lost the bid."® Since then, DoD has placed CRRC on the Pentagon’s entity list of Chinese
military companies operating in the United States, known as the Section 1260H list.® Entities on this list are not subject to
sanctions or other restrictions outright, but lawmakers intended the list to discourage domestic and foreign companies from
doing business with firms supporting China’s military capabilities.

Nevertheless, CRRC subsequently won contracts for seven U.S. transit rail projects, worth a total of $4.3 billion.'® This is not
merely a commercial concern. In testimony before the House Committee on Transportation in May 2019, retired U.S. Army
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Brig. Gen. John Adams warned, “Chinese penetration of the rail system’s cyber-structure would provide early and reliable
warning of U.S. military mobilization and logistical preparations for conflict.”’ China’s efforts to dominate the U.S. market
had been somewhat restricted by local content requirements for railcars used on passenger rail networks. But Adams further
warned that Beijing “is banking on the fact that once CRRC secures sufficient U.S. municipal transit contracts, it can pivot
quickly and inexpensively toward the more strategically important freight rail sector.”™®’

Luckily, however, the U.S. government has grown wise to this scheme. As part of the bipartisan infrastructure law passed in
2021, Congress required the FRA to block China from infiltrating U.S. freight rail. The FRA subsequently proposed banning
new freight cars manufactured in countries of concern, garnering praise from industry associations of rail manufacturers and
suppliers.’® The final rule went into effect in January 2025, requiring that no railcars manufactured after December 2025
include components or sensitive technology from countries of concern.’® The regulation, however, does not remove existing
Chinese-built stock, nor does it address aftermarket maintenance.

America’s past and future military mobility and economic activity are inextricably linked to railways. Compromise of those networks
by malicious cyber actors or adversarial suppliers would, in turn, compromise America’s national security and economic productivity.

securing GPS, a DoD Space Asset

The relationship between U.S. military capabilities and critical infrastructure is not a one-way street. The Pentagon owns

and operates the Global Positioning System (GPS) satellite network. While initially created as a military system, it has since
become a public good and is thus governed by an interagency committee led jointly by DoD and the DOT."® GPS provides
positioning, navigation, and timing (PNT) services — that is, precise location and timing information by triangulating signals
from multiple satellites. While consumers are most familiar with GPS as a tool for navigation — essential in the transportation
sector — many other critical infrastructure sectors also rely on GPS. The financial sector, for example, uses GPS for precision
timing for global transactions. The electricity subsector similarly uses GPS timing to synchronize power plants.

Over the past two decades, insufficient investment in modernizing GPS has left it vulnerable to jamming and spoofing.”" The
former involves drowning out GPS signals, while the latter tricks the receiver into calculating false location data. While GPS
jamming and spoofing incidents that disrupt navigation are most often associated with conflict zones such as the Russia-
Ukraine and Israel-Lebanon wars,™? an October 2022 incident at the Dallas Fort Worth International Airport caused some
flights to go off-course and forced pilots to rely on other navigation systems."" Spoofing is reportedly affecting as many as
1,000 flights per day globally, disrupting cockpit navigation and safety systems. While these incidents have been temporary and
have not resulted in major safety issues, they are a growing concern for the aviation industry.

The GPS system is vulnerable because the L1 frequency, the foundational signal used by both civilian and military systems,
lacks modern encryption and anti-jamming features, making it an easy target for interference by malicious actors and
environmental factors. The L2 frequency, used alongside L1, improves GPS accuracy, particularly for military applications, by
offering advanced error correction that compensates for atmospheric distortions that can affect L1 signals. The L2 frequency,
however, is vulnerable to certain types of interference.

The L5 frequency, specifically designed for safety-of-life applications, offers more accurate and reliable data for precision
navigation. It features a larger bandwidth, advanced error correction, and significantly improved resistance to jamming and
spoofing.”'* However, only the more advanced GPS IIF and GPS lll satellites currently broadcast L5.""® DoD has been years late
in launching these satellites, only recently launching the 18th of 21 planned satellites."'® Additionally, Raytheon’s GPS Next
Generation Operational Control System (GPS OCX) is years behind schedule. In the absence of these two programs, most
existing receivers are not equipped to use L5.""7

In a July 2024 memo, the President’s National Space-Based PNT Advisory Board — an independent White House advisory
board on GPS, comprising a distinguished group of academics, industry experts, and former military leaders — urged DoD to
activate L5 as soon as possible.”® The board did not mince words, warning that the joint civilian-military executive committee
that is responsible for coordinating GPS-related matters across agencies is “ineffective and nonresponsive to existing

and emerging risks.” The board further warned that America’s “PNT capabilities have fallen behind those of other” global
navigation satellite systems, including China’s BeiDou.™"
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The good news is that while 21 GPS satellites are required for aviation flight safety certification, other critical infrastructure
can rely on a network with only 18 of 21 satellites in orbit as long as DoD and the DOT certify the existing system for all
other uses. This certification can occur once the GPS OCX is complete, hopefully in mid- to late 2025. Once this happens,
GPS systems will likely be built and procured leveraging the L5 signal. And rail networks, ports, and elements of the aviation
infrastructure — as well as other critical infrastructure — will all benefit greatly.

Policy Recommendations

The maritime, aviation, and rail industries are critical to national security, economic productivity, and public health and safety.
While these subsectors have a long history of focusing on safety and security, their cybersecurity and resilience demand
greater focus. And even though they are essential to military mobility, DoD has limited engagement with federal civilian efforts
to collaborate with owners and operators to improve cybersecurity. These findings demand action by Congress, the executive
branch, and the private sector. This report offers recommendations focusing on new federal programs and funding to improve
the resilience of transportation critical infrastructure related to military mobility.

For All Transportation Systems:

1. Congress, the executive branch, and independent federal and state regulators should work together to
harmonize cybersecurity regulations.

Regulatory harmonization should remain a priority for both Congress and the executive branch so that maritime, aviation,
and rail operators — and all critical infrastructure owners and operators — can focus on improving their security and
resilience rather than proving their compliance with multiple, redundant regulations. Private industry has warned that
duplicative regulations strain already tight cybersecurity budgets. Both Airlines for America and the American Association
of Railroads, lobbying and trade associations for their respective industries, have argued for the streamlining of compliance
processes and deconflicting duplicative regulations at the federal and state levels.'

During the Biden administration, the Office of the National Cyber Director undertook regulatory harmonization efforts

to address these and other concerns by encouraging reciprocity between different regulatory and compliance regimes. In
other words, if a company demonstrates to one set of regulators that it complies with cybersecurity requirements, it should
not need to demonstrate the same facts again to a second regulatory body. This effort should continue under the Trump
administration. Members of Congress from both parties, meanwhile, are also on record supporting legislation and other
efforts to harmonize regulations, particularly as it relates to cyber incident reporting requirements.

2. Congress should authorize and appropriate funding for cybersecurity grant programs across all
transportation critical infrastructure subsectors vital to military mobility.

The DOT has existing grant programs, such as the National Infrastructure Project Assistance program for large-scale
improvements in U.S. transportation infrastructure, and the Department of Homeland Security runs freight rail security
and transit security grant programs for physical security upgrades. Existing programs, however, do not provide prioritized
funding for cybersecurity upgrades. Congress should authorize the departments to require cybersecurity enhancements
be included as part of its existing grant programs that support critical infrastructure project planning and construction

by private entities as well as state, local, tribal, and territorial governments. Congress should also create the following
subsector-specific cybersecurity grant programs.

a. For the maritime industry:

Congress should direct the Coast Guard to create a grant program in conjunction with the DOT’s Maritime
Administration to provide port authorities with funds to improve cybersecurity. Working with DoD, the grant-making
agency should prioritize strategic sealift ports. Among other cybersecurity investments, port operators should use grants
to offset the costs of purchasing new ship-to-shore cranes from non-adversarial countries.
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b. For the aviation industry:

Congress should provide funds for the establishment of a cybersecurity grant program for airport authorities. In addition
to prioritizing commercial hubs, the FAA should also work closely with DoD to prioritize grants for major hubs for CRAF
carriers and the designated airports with which DoD has arrangements to support military operations.

c. For the freight rail industry:

Congress should direct TSA to create a cybersecurity grant program for short-line freight railroads to improve their
cybersecurity protections. In administering the program, TSA should work with DoD to prioritize grants for smaller
railroads that are an essential part of STRACNET, those serving as connectors to Class | freight lines, and all other non-
Class | freight railroads covered by TSA’s proposed cybersecurity rule. Among other priorities, funding should support
the proper implementation of sensors and securing other trackside operational technologies.

3. DoD should review interagency coordination and its own implementation of responsibilities for defense
critical infrastructure protection.

a. DoD is best positioned to identify the critical infrastructure most essential for supporting military mobility, but
mitigating these threats requires cooperation with the sector risk management agencies that uniquely understand
this infrastructure. To ensure effective coordination between DoD and SRMAs, the GAO should conduct a review of
interagency coordination efforts to secure defense critical infrastructure in the transportation sector. Such a report
should identify gaps in general communication, threat intelligence sharing, and mitigation efforts as well as any
overlapping, duplicative efforts.

1

In addition, DoD should review the implementation of its own policies. The Office of the Under Secretary for Defense

for Policy should review DoD’s implementation of defense critical infrastructure protection responsibilities to determine
if they have been properly implemented.'’ The assistant secretary of defense for cyber policy should evaluate mission
assurance cybersecurity priorities and determine whether the existing list of critical cyber missions, capabilities, functions,
systems, and supporting assets is comprehensive.'? As part of these assessments, DoD should also update guidance on
replacing the DISLA designation and reevaluate the sectors it includes as part of defense infrastructure. This should also
result in updated or new directives requiring regular cybersecurity assessments for defense critical infrastructure.

4. DoD should conduct national and local exercises with private-sector partners simulating the mobilization of
military forces while critical infrastructure sustains cyberattacks.

The Fiscal Year 2024 National Defense Authorization Act instructed DoD to conduct pilot exercises focused on ensuring that
military bases — and the utilities servicing them — can restore power, water, and telecommunications quickly in the event of
a significant cyberattack.'? This is a valuable first step, but it remains unclear if DoD has fulfilled this statutory requirement.

Additionally, the U.S. government should expand this program to focus on ensuring that during a significant cyber or other
security incident, transportation infrastructure can continue to operate at a minimum level required for military mobility.
Exercises should take place at a local level focused on individual military installations and regional hubs to improve resilience
and cooperation. Exercises at the national level should inform federal policymaking around continuity-of-economic functions
as well as policies around how the military uses excess commercial capacity in the event that increased tensions reduce
commercial trade demands.

5. The White House should revise the GPS governance strategy and accelerate the transition to the GPS Il
architecture and the less vulnerable L5 frequency while also exploring the feasibility of terrestrial PNT.

In its July 2024 memo, the PNT advisory board urged the White House to review Space Policy Directive 7 to “establish a
clear strategy” with “clear roles and responsibilities” for modernizing GPS and improving its resilience. The board also
urged the U.S. Space Force to establish a pathway toward the speedy adoption of L5 signals.’ The White House should
adopt the board’s recommendations and direct DoD and Space Force to prioritize GPS satellite launches.

At the same time, DoD should also explore alternative PNT solutions to provide greater resilience to these services. DoD
should conduct a study on the feasibility of using terrestrial PNT services for military and homeland defense purposes within
the continental United States. In partnership with the Federal Communications Commission, the Department of Commerce,
and other relevant agencies, the study should also explore the viability of these services for civilian and commercial use.
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For Maritime Transportation Systems:

6.

The Government Accountability Office should conduct an audit of U.S. Coast Guard requirements to
effectively exercise its SRMA responsibilities.

In furtherance of the February 2024 executive order clarifying the Coast Guard’s cybersecurity authorities, the GAO should
conduct an extensive audit of budget allocations, expenditures, and required resources for the Coast Guard to execute its sector
risk management and regulatory responsibilities as well as the risk management responsibilities of its captains of the port. The
GAO audit should include an assessment of the Coast Guard’s current organization to execute its SRMA responsibilities.

. Congress should provide additional appropriations to support cyber initiatives conducted by U.S.

Coast Guard captains of the port.

Based on the findings of that GAO audit, Congress should appropriate additional funding to ensure that the Coast Guard
and its captains of the port have the resources necessary to work with port operators and other owners and operators
within the maritime systems subsector to assess, identify, and mitigate cyber threats to U.S. maritime infrastructure.

. The U.S. Coast Guard and CISA should provide guidance on trusted vendors for maritime

operational technology.

The House Homeland Security Committee and House Select Committee on the Chinese Community Party’s joint report on
Chinese investments in the U.S. maritime industry contains short-, medium-, and long-term recommendations to mitigate
concerns regarding ZPMC cranes and to coax the market away from their usage.'® Many of these recommendations simply
call on the federal government to issue guidance and commission studies. Congress should exercise oversight to ensure
the federal government takes these actions, requiring the U.S. Coast Guard and CISA to detail (in a classified setting if
necessary) the contents of maritime security directives and other guidance provided to industry about trusted operational
technology vendors.

For the National Airspace System:

9.

Congress should provide oversight and appropriations to ensure that the FAA and TSA collaboration with
the private sector is fully resourced.

The 2024 FAA reauthorization bill provided the FAA with exclusive rulemaking authority and created a new civil aviation
rulemaking committee to work with aircraft manufacturers, airlines, airports, and other stakeholders to develop
cybersecurity standards for the subsector.’ During a congressional hearing in September 2024, witnesses applauded the
committee’s creation and also complimented TSA’s recent efforts to ensure its cybersecurity directives are threat-based and
risk-informed.’ Given the relative immaturity of these efforts, however, Congress should exercise robust oversight to ensure
both the FAA and TSA share information with industry in a timely manner and have the necessary resources and expertise to
support the subsector.

10. The FAA should produce a cybersecurity road map report to be delivered to Congress alongside the

FAA NextGen Annual Report.

a. The FAA should prioritize technology modernization, cybersecurity, and cyber-physical resilience upgrades of systems
critical to air traffic control as key pillars of its NextGen program. To this end, Congress should direct the FAA to
provide a road map report on cybersecurity improvements that would be issued as part of the NextGen program. The
FAA should provide a detailed action plan on how it would continue to integrate newer technologies with legacy air
traffic control systems while prioritizing infrastructure security and continuous operations.

b. Congress should request that the FAA produce an annual report on cybersecurity improvements in the nation’s air
traffic control systems to be delivered alongside the FAA’s NextGen Annual Report. The FAA should utilize the aviation
cybersecurity rulemaking committee as part of the development of its action plan.
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For the U.S. Freight Rail Industry:

11. TSA should continue investing in building collaboration and trust with rail operators.

TSA should continue working with the industry on its security directives for freight and passenger rail. While TSA

holds biweekly meetings with rail companies'® and regular classified and unclassified briefings with transportation
stakeholders,'” the trade association AAR still contends that there has been “very limited industry input” on the security
directives.” This pushback likely reflects the natural tension between regulator and regulated entity, but TSA must
redouble its efforts to work with rail stakeholders. Congress should likewise exercise oversight to ensure that TSA is
devoting the necessary resources to this subsector.

12. The White House should direct an interagency supply chain risk assessment for the U.S. freight rail industry.

a.

The president should task the Department of Commerce, in collaboration with DoD, TSA, and the FRA, with producing
a supply chain risk assessment to determine critical components for the rail subsector and the reliance of those
components on supply chains originating from the People’s Republic of China. If the president does not issue this
tasking, Congress should do so. Given the new restrictions on Chinese components in new railcars, the assessment
should focus on aftermarket maintenance as well as the prevalence of Chinese-made railcars already on U.S. railroads
today. As part of this risk assessment, DoD should produce an annex on the national security risk posed by freight rail
cars and components produced by state-owned enterprises from countries of concern.

. In parallel, the Department of Commerce should assess the domestic and allied manufacturing capabilities to produce

all passenger and freight rail components (including replacement parts for older railcars) without inputs from
countries of concern. Again, if the executive branch does not undertake this activity on its own, Congress should direct
it to do so. If manufacturing is not commercially viable, Commerce should propose subsidies, tax incentives, or other
programs to bolster domestic and allied production.

13. DoD should produce an annex on cybersecurity and resiliency alongside its five-year STRACNET assessments.

a.

To provide an updated threat landscape for domestic freight rail lines, DoD should conduct an analysis of the cyber
resiliency of STRACNET and consistently include a cybersecurity assessment within its five-year assessments. Congress
may need to update authorizations to clarify this DoD requirement.

During a conflict, America’s adversaries are likely to attack U.S. critical infrastructure in an attempt to constrain Washington’s
policy options, including its capacity to mobilize the armed forces. Inhibiting the U.S. military’s ability to move troops and
materiel from “fort to port” takes a significant capability off America’s chessboard. Ensuring the resilience of U.S. critical
infrastructure must be a top priority for the nation as a whole and for DoD in particular.
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