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- AO 91 (Rev ll/ll) Cr1m1nal Complarnt Agent'

AUSA Tlmothy Wyse . . Telephone: (313) 226-9144
" Mark Koch- Telephone (313) 226-5033 ,

UNITED STAT

ES DISTRICT COURT

for the ‘

Eastern D1str1ct of Mlchrgan

United States of America'
V. :

" D-1 Jarratt White l

D-2 Robert Jack T l

D-3 Fendley Joseph R - l

Case:2:19-mj- 30227
Judge: Unassigned,
Filed: 05-02-2019 At 11:51 AM

IN RE:SEALED MATTER(CMP)(MLW)

 CRIMINAL COMPLAINT :

I, the complalnant in th1s case state that the followrng is true to the best of my knowledge and bellef

On or about the date(s) of ) ‘ May 2018 ' 1n.the county:-of ; | :,Wayne ": -
_, the defendant(s) violated: ‘ X

Eastern . District of  Michigan

Coa’e Sectzon

18 u. 5.C. §1343 Wire Fraud

Offense Déscription:

This criminal complaint i is based on these facts: -

Please see attached affidavit.-

[ Continued on the attached sheet. :

» Sworn to before me and: s1gned in my presence

Date: mﬁ‘l z 9'7)'6\

in the

Complamant s szgnature ‘

P ‘Mark Koch Speclal Agent

: Prmted name and title

%P’\__

- Judge’s szgnature

_' _Anthony P. Pattr- u.s Magrstrate Judge

*Crty and state: Detroit, Mlchlgan -

- Prmted name and title
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AFFIDAVIT

M-
Mt | |
Mareh R. Koch, being duly sworn, deposes and states:

1. T am a Special Agent with Homeland Security Investigations (HSI), Detroit,
Michigan, and have been so employed for ﬁfteen years. My duti‘és include
investigating'computef crimes Vand ﬁnapoial crimes. The allegations |
contained in this afﬁda;/it are based on thé review of recofds and HSI
interviews. Because this affidavit is beiﬁg submitted for the limited purpose
of establishing probable cause for a criminal complaint, I have not included

~ every detail of every aspecf of the investigation. Rather, I have set forth
only those facts tilat I believe are necessary to-establish probable cause that
JARRATT WHITE, ROBERT JACK, and FENDLEY J OSEPH knowingly
participated in a scheme to defraud through the trénsniission of wire
communication in interstate commerce for the purpose of executing the
schemg, in violation of 18 U.S.C. §1343. All conversations and statements
. described in this affidavit are relat;d in substance and in part, and are not

verbatim quotations.
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~ BACKGROUND ON “THE COMMUNITY”

2. “The COniriiLUhity” was a looséiy Vorgénized group ovvf' individuals dedicated. to ,
online identity theft." A subset of The Comﬁlunify focused on the theft ot:
cryptocurrencies such as Bitcoin, LiteCoin, and Ethereuni. ,

‘3.' Membeljs of The -Community planned and dfganjzsd their activities on

| online forums ‘and over diverse channels of communication. Broader
discussions—such as discussing the manﬁer and means of attacks generally,
and networking among The Community’s membvers-—typically took place on
forums such as “OGUsers” ahd “Hackforums.” Planning and exécution of |
speciﬁ‘c attacks, as well as victim selsction and repruitihg, usually took place
via ﬁlatfor’ms sﬁch as Discord, Skype, Signal, Wiskr, ahd Telegram.

4. The Comrﬁuhity engaged in “SIM I—Iijacking,;’ or “SIM Swapping.” This
tactic enabled Ths Conimunity to gain contfol of a victim’s mobile phone

- number by Iinking fhat number to a subscriber identity module (f;SIM”) card
“controlled by ThevComm'unity,—resulting in the Victifn»’s phone calls and -’
short meSsags ser‘Vice:(“S}MS”) messages being routed to a device controlled
by a member of The Community. |
5. Onse The Csmmunity had control of a victim’s I/)hc‘)ne}number, it was

leveraged, as a gateway to gain control of online accounts such as the

victim’s email, cloud storage, and cryptocurrency exchange accounts.

o~
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' ‘So_me'tirrvi‘es' this was achieved by requesting _dpass}word-vreset'linlg be sent V‘i}a
SMS to thvevde_vi‘c‘e éontrolled'by Thé Commﬁflity. So'mét“ir:neé’ paéswords e
Werev éompromised by othér m'_e‘ans.}, andfl“»he vComr‘nllin‘ity"s devicg was ugéd 1

,.'to feceive -tylz'vo--‘.,‘fact(‘)‘r,authenticv'aition (“2FA”) me‘ssvag(’:s sent via VSlMS' ‘
intended for the vietim. S

6. Spe'ciﬁc‘_ mevmbevrs of The Community end_éavored.‘go gain control ofa |
-Vi‘c"cim’s cryptocufrenpy Wallét or’lonline"c‘:rypto'curfenCy e::x-change.aCQQunt

~ and 4stéa1 fhe \}ic;tim’s funds. Stolen funds from a 'su‘c}ces’s‘fu_l attack Wéfe'

divided amo'ng members of The Commumty that paﬁiCipatedih' that attack, o

7. ‘Duriﬁg thesé attacks, ,‘(_)ne‘ or rﬁore _memberslbf 'Thé ‘Comlinunifty wo‘uldv
| /apbropi‘iate the online identity of the victim, qsmg means of idenfiﬁcatioﬁ
iincludirig fhé,yictim"s name, emailj, and mobile ‘p.hone'nu}mbé}r.} |

8. SIM Hijacking'Was often facilitéted by bribing ap:emi)_loyee‘ ’of a mobile
| phone prOV‘ider. | These émplOyees, while nbt }neée‘s:‘sgiril'yv knowing the |
/entirety of The ébinmunity’s plang,v were aWare the‘tt_{they vwef:re ass'i-sting in
the theftk of id‘entities of s@bscfibér,s to their employer’s services.

9. On Aprll 18, 2019, six members of The C.omrﬁunity We're}‘.vin’dictevd bya

- graﬁd Jury in thé Eastéfn District of ‘Michigan on charges of Wire Ffaud (18
U.S.C. 1343), Conspiracy to Comm1t ere Fraud (18 U.S.C. 1349) and

Aggravated Identlfy Theft (18 U.S. C § 1028A(a)(1))
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JARRATT WHITE

10. JARRATT WH]TE is a former contract employee of AT&T res1dmg in |

| Ar1zona. He was repeatedly bribed by JD, a member of The Communrty,' to

assist The Communrty w1th the1r attacks

- ll ‘WHITE’s support is l1nked to the thefts from VlCtlmS P ($l 669 56), AL

($55 493 76) SS ($1,921,335. 80), and MT ($l64 972 47). In total,
v ‘WH[TE’s ass1stance facrlltated the theft of approx1mately $2,‘l 43,471 59
12 JD commumcated with WI—HTE via Telegram WHITE used the handle 5
“0.” Records from LocalB1tcoms com (a site that JD used to pay WH[TE
by Way of PayPal) and PayPal demonstrate that JD pard a total of
approx1mately $4 300 in May 2018toa PayPal account assoc1ated with the
emall addressJ arrattw@gmall com. User 1nformat1on prov1ded by PayPal

) .

linked this account to JARRATT WHITE of Tucson Arlzona

/ 13 In an 1nterv1ew W1th HSI, JD descrlbed h1s 1nteract10n and payments to ~

“.0.” JD recalled that O was an employee assoclated W1th AT&T and that

his first name started with “J.”

'14. Communications from JD to WHITE, as well as the payments made to

~WHITE, travelled via wire in interstate commerce originating in the Eastern

* District of Michigan.
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i -

15.AT&T éonﬁrmed that WHITE was a contract employee from Tucson,
Arizona. They also provided data that conﬁrmé_:d that WHITE cdnducted
twehty-nine unauthorized SIM swaps in May of 2018—including the swaps

that facilitated the thefts from JP, AL, and MT.

_ ROBERT JACK

16}.‘ Based on records provided from AT&T, ROBERT JACK, a seé'ond 'AT&T
contract employeév‘ frgjm Tucson, Ariiona, condlicted twelve unauthoriied
SIM swaps in May of 2018—including the swap that facilitated the theft
from Victim; SS : | | | |

'17. Based on va’e‘VieW of ﬁnahcial transacﬁons and infervieWs with JD, the‘
combined forty;one Swapé tha;c were conducted by‘WHITE and;JACK match
up ‘app'rQXimat‘ely ‘with the paynﬁentS ID made to WHITE. |

18. Review yof social media indicates thét JACK \is an associate of WHITE

19. PayPal paymehts have been identified made by‘W'HITE to JACK that are
near. simultaneous to bribes paid to WHITE by" JD. In total, WHITE paid
JACK apprdximately $585.25 that has been l.inked to at'tacks’ by The |

Community.
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FENDLEY JOSEPH
20. FENDLEY ‘J OSEPH Was an employee of Verizon reSiding»'in Murriétta,
California who was also bribed ‘by ID to assist The Commﬁnity. Joseph’s
| assistahce'f‘atcil'itated the theft of appfOxi‘mately“fBlOO‘,OOO' f1;oni Victim DM.
217 OSEPH did not p'ersonally swap phone numbers for JD. Instead, JD paid -
J OSEPH ’?o pfovide’ Pefsdnai Identifiable Inforrriatidn (PII) fdr targeted
Vefizoﬁ custqmers.‘ With the PII thaf JOSEPH prbvided, J D or another
inember of The Community woqld then call Veriéor; and im?ersonate the
targe‘:c‘—requesting> that the target-’s phohe numbéf be rea‘sSignec“lvt‘o é device
, con’;folled by The ,Comlmu‘nit'y. | | |
22, JD'-commﬁnicéted with J OSEPH via Telegram; J__OSEPH used thév'han'dle
o :“Joseph Fiﬁ.” According tb .TD, th1s ihdividual Wasthe only Verizon |
- employee én hié‘ payroll. | -

23. Records from Local B,itcdins and PayPal,d_émonétrate that in May of 2018 |
JD paid $3',5030:tovthe PayPalfusef ‘;féndleyVZW@gIﬁail,éom.” Recordéffrom" | | :
i’ayPal associate this user with the name ;“Mike J an'lvés,;f' a phone,numb'er’

| éﬁdiﬁg 1n 1 92_8,‘&'1nd a Sﬁntru_st Bank écédunt endiljg 1n 8436.
o ,} 24. Mike J ames is én aliéS%récords 'from'Veri'Zon-.link t_he phone nunﬁber and
thé bank account provided'by PayPal ‘t0~their em}ﬁioyee FENDLEY

JOSEPH.
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25. Records from Géogle a;sociate the “fendleyvzw” Gmail account 'with
“Fendley J oseph.”

~ 26. Communications from JD to J OSEPH, as well as the payments made to

J OSEPH, travelled via Wire in interstate commerce originating in the Eastern

District of Michigan. |

CONCLUSION

27. Based on the aforementioned information, afﬁaﬁt believes that probable
caus‘e exists that in or about Méy of 2018, in the Eastern District of
Michigan and elsewhére, JARRATT WHITE, ROBERT JACK, and
‘FENDL'EY JOSEPH knowingly and willfully participéted in a scheme to
defraud through the transmission wire communication in interstaté
commerce for the purpose of executing said scheme. Baséd upon the
foregoing facts, there is probable cause to believe that JARRATT WHITE,
ROBERT JACK, and FENDLEY JOSEPH committed Wire fraud in

violation of Title 18, United States Code, Section 1343.

Mark R. Koch, Special Agent
Homeland Security Investigations
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Subscribed and sworn to before me

This 2nd Day of May 2019. -

2 p~—

- Honorable Anthony P. Patti

- United States Magistrate Judge



