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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

UNITED STATES OF AMERICA,
Plaintiff,

V.
Civil Action No. 25-cv- 1769
VIRTUAL CURRENCY ASSOCIATED
WITH NORTH KOREAN IT WORKER
MONEY LAUNDERING AND
SANCTIONS EVASION CONSPIRACIES,

Defendant.

N N N N N N N N N N N '

VERIFIED COMPLAINT FOR FORFEITURE IN REM
Plaintiff, the United States of America, through the U.S. Attorney for the District of
Columbia, brings this verified complaint for forfeiture in a civil action in rem against “Defendant

Property,” as defined and described below, and alleges as follows:

NATURE OF THE ACTION

1. As described below, this is a civil forfeiture action brought pursuant to 18 U.S.C.
§ 981(a)(1)(A) and (C) against virtual currency, nonfungible tokens (NFTs), and Ethereum Name
Service (ENS) domains, all of which were involved in a conspiracy (or multiple conspiracies) to
violate 18 U.S.C. § 1956(a)(2)(A) and 18 U.S.C. §§ 1956(a)(1)(A)(1) and (B)(1), all in violation of
18 U.S.C. § 1956(h), and which constituted the proceeds of wire fraud in violation of 18 U.S.C.
§ 1343, and of violations of the International Emergency Economic Powers Act (IEEPA), 50

U.S.C. § 1701, et. seq.!

! All dates, times, and amounts referenced in this document are approximate.
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THE DEFENDANTS IN REM

2. The defendants in rem are as follows:

a. Virtual currency seized from unhosted? virtual currency addresses and two
accounts at Binance (a virtual currency exchange or “VCE”) during the
execution of seizure warrant 22-sz-6 (collectively referred to herein as the
“March 2022 Seized Property™):

Unhosted Address Assets Amount

BTC 0.0088168900

LTC 0.1277800100

ETH 521.8746883372
STARL 29692425251.2506000000
ENS 9356.0348458065
USDT 57108.4877230000
DBUY 3496980.1704557400
KUMA 138831744207.6800000000
USDC 11408.4319970000
CRV 2701.7377850068

DAI 3547.2432407695

SMI 239599819.0021540000
PERP 4.6601186800

GTC 0.0000449293

BNB 1.6022037064

BUSD 6750.0000000000
ABGRT 0.5760000000

MATIC 9.9860082833

FTM 16.8386154779

AVAX 2.8160756402

Binance Account

81090004:

BNB 0.0000124000

BTC 0.0000073300

ETH 145.7000897500

2 As explained below, an unhosted wallet, also known as a self-hosted or non-custodial

wallet, is a virtual currency wallet through which the user has complete control over storing and
securing their private keys and virtual currency. All of the unhosted wallet addresses from which
law enforcement seized funds tied to this investigation are listed, in full, in Attachment A.
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USDT 1484636.8067804600
SAND 14082.9700000000
USDC 0.7433070000

BUSD 0.4068787400
Binance Account

118543589:

BNB 0.0000521300

ETH 0.0000350000

USDT 2411417.7593996300

b. Virtual currency seized from unhosted virtual currency addresses, NFTs, and
ENS domain names during the execution of seizure warrant 22-sz-13
(collectively referred to herein as the “June 2022 Seized Property™):

Unhosted Address Assets Amount

Punk Vault (NFTX) 0.135126

USD Coin (USDC) 1,668.782899
SafeMoon Inu (SMI) 264,222,552.086639
UniCrypt (UNCX) 3.000000

Ethereum (ETH) 0.192765

Tether (USDT) 77.122725

Project Inverse (XIV) 3,000.000000
NFTs:

“Tender Morphism” 7/7

Gurlz Go Wildd #43

“Sweet Symphony” 10/10
Invisible Scissors #15
Invisible Scissors #86
Invisible Scissors #35

ENS Domain Names:
vhurryharry.eth
halfmooneye.eth
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c. Virtual currency seized from two accounts at Binance during the execution of

seizure warrant 22-sz-18 (collectively referred to herein as the “August 2022

Seized Property”):

Binance Account 369902286:

Asset Amount
BTC 1.047995
USDT 200
Binance Account 126474093:
Asset Amount
USDT 135
d. Virtual currency seized from unhosted virtual currency addresses

0x815F3351976301f496167bfeF23710622F92ac38

and

0x81c4d8816b29147c542dDE87485608204690Acf2 during the execution of

seizure warrant 22-sz-19 (collectively referred to herein as the “September 2022

Seized Property™):

Asset Amount
USDC on Ethereum 187,035.41
USDC on Avalanche 31,584.20
USDC on Ethereum 12,262.25

Virtual currency in the form of USDT (a stablecoin pegged to the U.S. dollar)
that was voluntarily frozen by Tether Limited (“Tether,” the company that
mints/creates USDT tokens) on or about September 1, 2022, in unhosted virtual
currency addresses 0x815F3351976301f496167bteF237f0622F92ac38 and
0x81c4d8816b29147¢542dDE87485608204690Act2 (i.e., the same addresses
referenced above in paragraph 2(d), as virtual currency addresses can store

more than one type of virtual currency at a time):
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Asset Amount
USDT on Ethereum 145,491.97
USDT on Ethereum 387,550.90

f. USDT that was voluntarily frozen by Tether on or about March 6, 2023, in
unhosted virtual currency address
0x4F47Bc496083C727c5tbe3CE9CD{2B0f6496270c.

g. USDT that was voluntarily frozen by Tether on or about March 6, 2023, in
unhosted virtual currency addresses
0x5707aA6944E357cEal A25Ff991fB3A2E60268ABS and
0xB389B4B4a8a6E267CA0712321cdca5c856ef8A72.

h. USDT that was voluntarily frozen by Tether on or about April 1, 2023, in
unhosted virtual currency addresses
0x15824de78A61a8B493CCd8A48e58463536B17028,
0x6E2F0deAB1C358547b353342524489¢32640D530,
0x3E24F610639¢105173003EF1c47dC4DbAa33{8D7, and
0x1c097e02bCd6cD69946663ace4bcOB115e256bAc.

3. All of the items above are also listed in Attachment A and are collectively referred
to herein as the “Defendant Property.”

JURISDICTION AND VENUE

4. Plaintiff brings this action in rem to forfeit and condemn the Defendant Property.
This Court has jurisdiction over an action commenced by the United States under 28 U.S.C.
§ 1345, over an action for forfeiture under 28 U.S.C. § 1355(a), and over this particular action

under 18 U.S.C. § 981(a)(1)(A) and (C).
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5. This Court has in rem jurisdiction over the Defendant Property under 28 U.S.C.
§ 1355(b). Upon the filing of this complaint, the plaintiff requests that the Court issue an arrest
warrant in rem pursuant to Supplemental Rule G(3)(b), which the plaintiff will execute upon the
Defendant Property pursuant to 28 U.S.C. § 1355(d) and Supplemental Rule G(3)(C).

6. Venue is proper in this district pursuant to 28 U.S.C. § 1355(b)(1)(A) because one
or more of the acts or omissions in furtherance of the conspiracy or conspiracies giving rise to the
forfeiture occurred in this district. That is, in sending, attempting to send, and conspiring to send
funds from a place in the United States to or through a place outside the United States, or to a place
in the United States from or through a place outside the United States, as a means of evading
sanctions placed on North Korea, and without obtaining a license to do so from the Office of
Foreign Assets Control (“OFAC”), which is located in the District of Columbia, the persons who
sent, attempted to send, and conspired to send said funds committed an act or omission in this
district. Venue is this district is also appropriate under 28 U.S.C. § 1355(b)(1)(B) and 18 U.S.C.
§ 3238 because the conspiracy or conspiracies giving rise to the forfeiture began and was
committed outside the United States, and no prospective defendant is known to have resided in the
United States. Venue in this district is also appropriate under 28 U.S.C. § 1395(a) as the accrues
in this district, (b) as the property may be found in this district, and (c) as the government seized
the property outside any judicial district and brought it to this district.

BASIS FOR FORFEITURE

7. The Defendant Property is subject to forfeiture pursuant to 18 U.S.C.
§ 981(a)(1)(A) because it is property that was involved in violations of, and a conspiracy, or

multiple conspiracies, to violate several provisions of the money laundering statute, including

violations of 18 U.S.C. §§ 1956(a)(1)(A)(1), (a)(1)(B)(1), (a)(2)(A), and (h). Specifically:
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a.

to the extent that the Defendant Property was derived from a wire fraud offense
committed in violation of 18 U.S.C. § 1343 and/or from a violation of IEEPA,
50 U.S.C. § 1705, and was involved in a financial transaction conducted with
the intent to commit a violation, or an additional violation, of IEEPA, the
Defendant Property was involved in a violation of 18 U.S.C. § 1956(a)(1)(A)(1)
and/or a conspiracy to violate that statute;

to the extent that the Defendant Property was derived from a wire fraud offense
committed in violation of 18 U.S.C. § 1343 and/or from a violation of the
IEEPA, 50 U.S.C. § 1705, and was involved in a financial transaction conducted
for the purpose of concealing and disguising the source, nature, location,
ownership and control of such property, the property was involved in a violation
of 18 U.S.C. § 1956(a)(1)(B)(i), and/or a conspiracy to violate that statute; and
to the extent that the Defendant Property was involved in a conspiracy to send
property from the United States or through the United States to a foreign
country with the intent to commit a violation of IEEPA, the Defendant Property
was involved in a conspiracy to violate the international promotional money

laundering statute, 18 U.S.C. § 1956(a)(2)(A).

The Defendant Property is also subject to forfeiture pursuant to 18 U.S.C.

§ 981(a)(1)(C) because it is the proceeds of a violation of the wire fraud statute, 18 U.S.C. § 1343,

and of IEEPA, 50 U.S.C. § 1705.

9.

BACKGROUND REGARDING IEEPA

The International Emergency Economic Powers Act (IEEPA), 50 U.S.C.

§ 1701, et seq., granted the President the authority to deal with unusual and extraordinary foreign
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threats to the national security, foreign policy, or economy of the United States. Under IEEPA, the
President can declare a national emergency and issue Executive Orders that have the full force and
effect of law. Among other things, IEEPA empowers the President to impose economic sanctions
on a foreign country. It is a crime to willfully violate, attempt to violate, conspire to violate, or
cause a violation of any order, license, regulation, or prohibition issued pursuant to IEEPA. 50
U.S.C. § 1705(a).

10. Using the powers conferred by IEEPA, the President and the Executive Branch
have issued orders and regulations governing and prohibiting certain transactions with countries,
individuals, and entities suspected of proliferating weapons of mass destruction (WMD). On
November 14, 1994, the President issued Executive Order (EO) 12938, finding “that the
proliferation of nuclear, biological, and chemical weapons (‘weapons of mass destruction’) and of
the means of delivering such weapons, constitutes an unusual and extraordinary threat to the
national security, foreign policy, and economy of the United States, and [declaring] a national
emergency to deal with that threat.”

11. On June 28, 2005, the President, to take additional steps with respect to the national
emergency described and declared in EO 12938, issued EO 13382 (“Blocking Property of
Weapons of Mass Destruction Proliferators and Their Supporters™) to target proliferators of WMD
and their support networks and to deny designated proliferators access to the U.S. financial and
commercial systems. EO 13382 authorized the U.S. Secretary of the Treasury, in consultation with
the Secretary of State, “to take such actions, including the promulgation of rules and regulations,
as may be necessary to carry out the purposes” of the EO. Pursuant to that authority, on April 13,
2009, the Secretary of the Treasury promulgated the “Weapons of Mass Destruction Proliferators

Sanctions Regulations.” See 31 C.F.R. § 544.101, et seq. EO 13382 and the Weapons of Mass
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Destruction Proliferators Sanctions Regulations prohibit transactions or dealings by any U.S.
person or within the United States with individuals and entities designated under these authorities,
and they further prohibit any transactions that evade or avoid, or have the purpose of evading or
avoiding, any prohibitions set forth in the regulations.

BACKGROUND REGARDING THE NORTH KOREA SANCTIONS PROGRAM

12. Beginning with Executive Order No. 13466, issued pursuant to IEEPA on June 26,
2008, the President found that the situation “on the Korean Peninsula constitute[s] an unusual and
extraordinary threat to the national security and foreign policy of the United States and . . .
declare[d] a national emergency to deal with that threat.”

13. On March 15, 2016, to take additional steps with respect to the national emergency
described in EO 13466 and to address North Korea’s continuing pursuit of its nuclear and missile
programs, the President issued Executive Order No. 13722, which prohibits both “the exportation
or reexportation, direct or indirect, from the United States, or by a United States person, wherever
located, of any goods, services, or technology to North Korea” and “any approval, financing,
facilitation, or guarantee by a United States person, wherever located, of a transaction by a foreign
person where the transaction by that foreign person would be prohibited by this section if
performed by a United States person or within the United States.” EO 13722 further prohibits any
transactions that evade or avoid, or have the purpose of evading or avoiding, any prohibitions set
forth in those regulations.

14. To implement these Executive Orders and others concerning North Korea, OFAC
issued the “North Korea Sanctions Regulations.” See 31 C.F.R. § 510.101, ef seq. OFAC amended

and reissued the regulations in their entirety on March 5, 2018.
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15. According to the U.S. Department of the Treasury, the global financial system,
trade flows, and economic development rely on correspondent banking relationships. To protect
this system from abuse, U.S. financial institutions must comply with anti-money laundering and
countering the financing of terrorism requirements set forth in the Bank Secrecy Act (BSA), as
well as sanctions and blocking programs administered by OFAC. The Treasury Department’s
Financial Crimes Enforcement Network (FinCEN) is responsible for administering the BSA in
furtherance of its mission to safeguard the U.S. financial system.

16. Section 311 of the USA PATRIOT Act, codified at 31 U.S.C. § 5318A, as part of
the BSA, gives FinCEN a range of options, called special measures, that can be adapted to target
specific money laundering and terrorist financing concerns.

17. A Section 311 finding and the related special measure are implemented through
various orders and regulations incorporated into 31 C.F.R. Chapter X. A violation of 31 U.S.C.
§ 5318A is punishable criminally pursuant to 31 U.S.C. § 5322.

18. In order to protect the integrity of the U.S. financial system, a Section 311 finding
can legally prevent U.S. financial institutions from engaging in any type of financial transaction
with an entity within the jurisdiction deemed an area of money-laundering concern.

19. In May 2016, FinCEN made a Section 311 finding against North Korea.
Specifically, FinCEN’s finding deemed the entire North Korean economy as a primary jurisdiction
of money-laundering concern. See Federal Register, Vol. 81, No. 107 (June 3, 2016). To make
such a finding, FinCEN was able to draw upon administrative subpoenas, prior law enforcement
investigations, and voluminous BSA data.

20. In November 2016, FinCEN implemented the most severe special measure against

the entire North Korean economy. See Federal Register, Vol. 81, No. 217 (November 9, 2016).
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The special measure bars domestic and foreign financial institutions from maintaining U.S.
correspondent accounts for any North Korean financial institution or party acting on its behalf.
Because of the finding that the entire North Korean financial sector was a primary money
laundering concern, FinCEN cut all North Korean entities off from any trade in U.S. dollar
transactions via correspondent banking. One expert described the effect of such action was to cut
the target off from trade in dollars, thereby isolating it from worldwide business.

21. FinCEN targeted the entire North Korean economy because it is comprised entirely
of state-controlled financial institutions that use “front companies to conduct international
financial transactions that support the proliferation of weapons of mass destruction [] and the
development of ballistic missiles in violation of international and U.S. sanctions,” and because
North Korean financial institutions are subject to “little or no bank supervision or anti-money
laundering or combating the financing of terrorism [] controls.” See Federal Register, Vol. 81, No.
217 at 78715.

22. As detailed further below, FInCEN’s Section 311 action included a finding that
North Korean financial institutions continued to access the U.S. financial system, in violation of
the U.S. sanctions. The finding further stated that millions of U.S. dollars’ worth of illicit
transactions flowed through U.S. correspondent accounts in spite of the sanctions because of the
coordinated use of money laundering techniques to conceal North Korea’s involvement and the
processing of the payments by North Korean financial institutions. Federal Register, Vol. 81, No.
107 at 35442.

BACKGROUND REGARDING NORTH KOREA’S FOREIGN TRADE BANK

23. On March 11, 2013, the Department of the Treasury designated North Korea’s

Foreign Trade Bank (FTB), North Korea’s primary foreign exchange bank, pursuant to EO 13382,
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for providing financial services that assisted in the proliferating of WMD. In the designation, the
Treasury Department stated, “North Korea uses FTB to facilitate transactions on behalf of actors
linked to its proliferation network, which is under increasing pressure from recent international
sanctions. . . . By designating FTB, the Treasury Department is targeting a key financial node in
North Korea’s WMD apparatus and cutting it off from the U.S. financial system. FTB is a state-
owned bank established in 1959. FTB acts as North Korea’s primary foreign exchange bank and
has provided key financial support to [another designated entity, Korea Kwangson Banking
Corp.].” As a result of the designation, FTB was added to Treasury’s Specially Designated
National (“SDN”) List, which is published on its website.

BACKGROUND REGARDING NORTH KOREAN IT WORKERS

24. According to the August 28, 2020 and March 4, 2021 reports by the United Nations
Security Council Panel of Experts, one of the ways North Korea generates illicit revenue is by
exploiting online platforms that provide opportunities for freelance and contract work, usually in
the information technology (“IT”) industry. In other words, North Koreans apply for jobs in remote
IT development work, including in the virtual currency industry, without disclosing that they are
North Korean. These IT workers bypass security and due diligence checks to acquire accounts on
these platforms. Specifically, they (1) use obfuscation strategies to create and maintain accounts,
such as virtual private networks, to hide their true location from online payment facilitators and
hiring platforms, and (2) use fraudulent, or fraudulently obtained, identity documents to obfuscate
their true identity and circumvent know your customer (or “KYC”) controls.

25. According to a separate report published by a Washington, D.C.-based nonprofit,
which conducts analysis of global conflict and transnational security issues, 80% of North Korea’s

overseas labor force is reportedly stationed in China and Russia. Other countries reportedly hosting
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North Korean overseas laborers include, among others, the United Arab Emirates (UAE) and
Angola.

26. These IT workers commonly utilize various payment processing services and
financial services platforms, including virtual currency exchanges (or VCEs). Many of these
services platforms used by IT workers are headquartered in the U.S. Because North Korea is
heavily sanctioned and excluded from the U.S. financial system, IT workers circumvent KYC
controls that are put in place to ensure said services and platforms do not violate U.S. sanctions
imposed on North Korea. North Koreans have been observed utilizing front companies, fraudulent
identity documents, stolen identity documents, and identity documents that may have been
purchased for North Korea’s use to gain access to otherwise prohibited financial services.

27. The FBI, along with the Department of State and Department of the Treasury,
issued a May 2022 advisory® to alert the international community, private sector, and general
public about the North Korean IT worker threat. The United States and the Republic of Korea
(South Korea) co-issued updated guidance in October 2023.* Then, the FBI supplemented that
guidance with additional information in May 2024.° The updated guidance includes indicators to
watch for that are consistent with North Korean IT worker fraud schemes.

BACKGROUND REGARDING VIRTUAL CURRENCY

28.  Bitcoin: Bitcoin (or “BTC”) is a type of virtual currency. Unlike traditional,
government-controlled currencies (i.e., fiat currencies), such as the U.S. dollar, Bitcoin is not
managed or distributed by a centralized bank or entity. Because of that, Bitcoin can be traded

without the need for intermediaries. Bitcoin transactions are approved/verified by computers

3 https://ofac.treasury.gov/media/923126/download?inline

4 https://www.ic3.gov/PSA/2023/PSA231018
> https://www.ic3.gov/PSA/2024/PSA240516
13
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running Bitcoin’s software. Those computers are called network nodes. Each node uses
cryptography to record every Bitcoin transaction on the Bitcoin blockchain. The Bitcoin
blockchain is a public, distributed ledger. Bitcoin can be exchanged for fiat currency, other virtual
currencies, products, and services.

29. Blockchain: A blockchain is a digital ledger run by a decentralized network of
computers referred to as “nodes.” Each node runs software that maintains an immutable and
historical record of every transaction utilizing that blockchain’s technology. Many digital assets,
including virtual currencies, publicly record all of their transactions on a blockchain, including all
of the known balances for each virtual currency address on the blockchain. Blockchains consist of
blocks of cryptographically signed transactions, and blocks are added to the previous block after
validation and after undergoing a consensus decision to expose and resist tampering or
manipulation of the data. There are many different blockchains used by many different virtual
currencies. For example, Bitcoin in its native state exists of the Bitcoin blockchain, while Ether
(or “ETH”) exists in its native state on the Ethereum network.

30. Blockchain Analysis: Law enforcement can trace transactions on blockchains to

determine which virtual currency addresses are sending and receiving particular virtual currency.
This analysis can be invaluable to criminal investigations for many reasons, including that it may
enable law enforcement to uncover transactions involving illicit funds and to identify the person(s)
behind those transactions. To conduct blockchain analysis, law enforcement officers use reputable,
free open-source blockchain explorers, as well as commercial tools and services. These
commercial tools are offered by different blockchain-analysis companies. Through numerous

unrelated investigations, law enforcement has found the information associated with these tools to
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be reliable. In this case, law enforcement used blockchain tracing to uncover the connections
between the Defendant Property and this North Korean IT worker conspiracy.

31. Blockchain Explorer: A blockchain explorer, also called a block explorer, is

software that operates as a blockchain search engine for users to search and review transactional
data for any addresses on a particular blockchain. A blockchain explorer uses an application
programming interface and blockchain nodes to draw data from a blockchain and uses a database
to arrange, visualize, and present the data to a user in a searchable format. This data can include
average transaction fees, hash rates, and block size.

32. Decentralized Finance: Decentralized Finance, or DeFi, is an umbrella term for

peer-to-peer financial services on public blockchains, primarily the Ethereum network, that do not
require traditional centralized financial intermediaries. DeFi platforms can offer a range of
financial services involving digital assets, including the ability for users to lend, invest, earn
interest, and exchange digital assets. DeFi platforms provide these services by using self-executing
agreements written in code, known as ‘“smart contracts,” and these smart contracts are made
accessible to users through decentralized applications (or “DApps”).

33. Key Pair: A key pair, in cryptography, refers to a private key and its corresponding
public key. A key pair is used with a public-key algorithm.

34, Peel Chains: A peel chain is a technique used to launder a large amount of virtual
currency through a lengthy series of minor transactions. It occurs when virtual currency sitting at
one address is sent through a series of transactions in which a slightly smaller amount of virtual
currency is transferred to a new address each time. In each transaction, some quantity of virtual
currency “peels off” the chain to another address (frequently, to be deposited into a VCE), and the

remaining balance is transferred to the next address in the peel chain.
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35. Private Key: A private key is a cryptographic key that is uniquely associated with
an entity and not made public. In the blockchain and virtual currency context, virtual currency
addresses are controlled using a unique corresponding private key, the equivalent of a password,
which is needed to access the funds associated with the address. Only the holder of an address’s
private key can authorize a transfer of virtual currency from that address to another address.

36. Public Key: A public key is a cryptographic key that is uniquely associated with a
person or entity and is designed to be made public. The public key is paired with, and derived
from, a private (secret) key. However, knowing the public key does not reveal any information
about the private key. In the blockchain and virtual currency context, a virtual currency address is
the hashed value of a public key and acts as an identifier on a blockchain.

37. Stablecoins: Stablecoins are a type of virtual currency whose value is pegged to a
commodity’s price, such as gold, or to a fiat currency, such as the U.S. dollar, or to a different
virtual currency. For example, USDC and USDT are stablecoins pegged to the U.S. dollar.
Stablecoins achieve their price stability via collateralization (backing) or through algorithmic
mechanisms of buying and selling the reference asset or its derivatives.

38. Tether: Tether is a company that manages the smart contracts and the treasury (i.e.,
the funds held in reserve) for USDT tokens.

39. Circle: Circle Internet Financial, LLC (“Circle”) is a U.S.-based VCE that manages
the smart contracts and the treasury for USDC tokens.

40. Transaction Fee: A transaction fee is a fee paid by the party sending virtual

currency on a blockchain to reward miners and/or validators for verifying and validating
transactions. Transaction fees vary by blockchain and can fluctuate based on factors such as

blockchain network traffic and transaction sizes. Senders of virtual currency can increase the
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transaction fees that they pay to have their transactions confirmed faster by miners and/or
validators. Transaction fees are generally paid in a blockchain’s native token (e.g., Bitcoin on the
Bitcoin blockchain). On the Ethereum network, these transaction fees are called “gas fees.” Gas
fees are transaction costs paid in ETH, or its fraction, gwei. These fees serve as a form of
remuneration for validators who maintain and secure the network. Gas fees fluctuate based on
supply, demand, and network capacity, and may increase during periods of network congestion.

41. Transaction Hash: A transaction hash, also called a transaction ID, is a unique

string of characters which identifies a specific transaction on the blockchain—akin to a serial
number or accounting journal entry number. A transaction hash is assigned to a transaction when
it is added to the blockchain, and it is generated by applying a hash function to the transaction
details, including the sender’s address, the receiver’s address, and the amount of virtual currency
being sent. Transaction hashes can be found on blockchain explorers and can be used to verify and
track transactions.

42. Virtual Currency: Virtual currencies are digital representations of value that, like

traditional coin and paper currency, function as a medium of exchange (i.e., they can be digitally
traded or transferred, and can be used for payment or investment purposes). Virtual currencies are
a type of digital asset separate and distinct from digital representations of traditional currencies,
securities, and other traditional financial assets. The exchange value of a particular virtual currency
generally is based on agreement or trust among its community of users. Some virtual currencies
have equivalent values in real currency or can act as a substitute for real currency, while others are
specific to particular virtual domains (e.g., online gaming communities) and generally cannot be
exchanged for real currency. Cryptocurrencies, like Bitcoin and Ether, are types of virtual

currencies, which rely on cryptography for security. Cryptocurrencies typically lack a central
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administrator to issue the currency and maintain payment ledgers. Instead, cryptocurrencies use
algorithms, a distributed ledger known as a blockchain, and a network of peer-to-peer users to
maintain an accurate system of payments and receipts.

43. Virtual Currency Address: A virtual currency address is an alphanumeric string

that designates the virtual location on a blockchain where virtual currency can be sent and received.
A virtual currency address is associated with a virtual currency wallet.

44. Virtual Currency Exchange: A virtual currency exchange (VCE), also called a

cryptocurrency exchange, is a platform used to buy and sell virtual currencies. VCEs allow users
to exchange their virtual currency for other virtual currencies or fiat currency, and vice versa. Many
VCEs also store their customers’ virtual currency addresses in hosted wallets. VCEs can be
centralized (i.e., an entity or organization that facilitates virtual currency trading between parties
on a large scale and often resembles traditional asset exchanges like the exchange of stocks) or
decentralized (i.e., a peer-to-peer marketplace where transactions occur directly between parties).

45. Virtual Currency Wallet: A virtual currency wallet (e.g., a hardware wallet,

software wallet, or paper wallet) stores a user’s public and private keys, allowing a user to send
and receive virtual currency stored on the blockchain. Multiple virtual currency addresses can be
controlled by one wallet.

46. Hosted Wallet: A hosted wallet, also known as a custodial wallet, is a virtual

currency wallet through which a third party, e.g., a VCE, holds a user’s private keys. The third
party maintains the hosted wallet on its platform akin to how a bank maintains a bank account for
a customer, allowing the customer to authorize virtual currency transactions involving the hosted

wallet only by logging into/engaging with the third party’s platform.
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47. Unhosted Wallet: An unhosted wallet, also known as a self-hosted or non-

custodial wallet, is a virtual currency wallet through which the user has complete control over

storing and securing their private keys and virtual currency. Unhosted wallets do not require a third

party’s involvement (e.g., a VCE) to facilitate a transaction involving the wallet. An “unhosted

virtual currency address” is a virtual currency address associated with an unhosted wallet.
FACTS

A. Overview of the Investigation

48. The FBI has been investigating, and continues to investigate, North Korea’s use of
illegally obtained virtual currency as a means of producing income for North Korea. This illegally
obtained virtual currency is generated, in part, through remote work done by North Korean IT
workers deployed around the globe. As detailed below, law enforcement has, among other things,
examined voluminous evidence and conducted blockchain trancing in order to identify multiple
North Korean IT workers involved in a money laundering conspiracy to support the North Korean
government. Those IT workers have generated revenue for North Korea via their jobs at blockchain
development (or other virtual currency-centric) companies. To effectuate the scheme, these North
Korean IT workers used fraudulent (or fraudulently obtained) identification documents to obtain
work and to access financial services through unwitting employers. These unwitting employers
often pay the North Korean IT workers in stablecoins, such as USDC and USDT. When those
unwitting employers are companies based in the U.S., those companies have unwittingly hired the
North Korean IT workers—and paid them their salaries—in violation of U.S. sanctions.

49. In order to send their illegally obtained virtual currency back to North Korea, North
Korean IT workers (and/or their money laundering co-conspirators) transfer the virtual currency

through a series of transactions designed to hide the source from which the funds came. For
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example, North Korean IT workers (and/or their money laundering co-conspirators) have used the
following money laundering techniques: (1) setting up accounts with fictitious identities; (2)
moving funds in a series of small amounts; (3) moving funds to other blockchains or converting
funds to other forms of virtual currency (i.e., “chain hopping” and “token swapping,” respectively);
(4) purchasing NFTs as a store of value and means of hiding illicit funds; (5) using U.S.-based
online accounts to legitimize activity; and (6) commingling their fraud proceeds to hide the origin
of the funds.

50. After laundering these funds, the North Korean IT workers send them back to the
North Korean government, at times via Sim Hyon Sop (“SIM”) and Kim Sang Man (“KIM”). As
explained below, SIM is a North Korean official employed by North Korea’s Foreign Trade Bank
(FTB). KIM is a North Korean national who is the chief executive officer (CEO) of “Chinyong,”
also known as “Jinyong IT Cooperation Company.” Chinyong is subordinate to North Korea’s
Ministry of Defense (formerly known as the Ministry of the Peoples’ Armed Forces), which OFAC
added to its SDN list on June 1, 2017. Chinyong employs delegations of North Korean IT workers
that operate in, among other countries, Russia and Laos. KIM acts as an intermediary between the
North Korean IT workers and North Korea’s FTB by sending funds from the North Korean IT
workers to SIM.

51.  On April 24, 2023, OFAC added SIM to its SDN list. On May 23, 2023, OFAC
added Chinyong and KIM to its SDN list.

52. The Defendant Property are made up of funds generated by North Korean IT
workers—some of whom were unwittingly employed by U.S.-based companies—and sent to KIM
and/or SIM for the benefit of the North Korean government.

B. Background Regarding SIM and KIM
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53. SIM Hyon Sop (SIM) is a North Korean national and FTB representative. At times,
SIM worked for the FTB while living in Dubai, UAE. Within search warrant returns for an email
account utilized by SIM (“SIM’s Email Account 1), law enforcement discovered SIM’s UAE
residency card. Law enforcement also found SIM’s North Korean driver’s license, which indicates
that he is employed by FTB. SIM’s UAE residency card and North Korean driver’s license are

depicted below:
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54. A review of search warrant returns for SIM’s Email Account 1 and of search

warrant returns for a second email account utilized by SIM (“SIM’s Email Account 2”) revealed
emails between SIM and his money laundering co-conspirators (including other FTB officials) in
which they discuss procurement and banking matters. These emails include information about,

among other things, bills of lading, invoices, U.S. dollar loan agreements, fiat currency conversion
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agreements, and SWIFT® payment confirmations. These emails confirm SIM’s role as an FTB
representative.

55. KIM is a North Korean national. He is the head of Chinyong and was formerly a
representative of Korea Computer Center, a state-run IT research and development center.’
Chinyong is subordinate to the Korea People’s Army (KPA)® and is responsible for deploying

dozens of North Korean IT workers to Dubai, Laos, Russia, and China. KIM is pictured below:
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56.  As previously stated, on May 23, 2023, OFAC designated KIM. According to

OFAC’s press release regarding the designation, KIM was a representative of Chinyong and was

6 SWIFT stands for Society for Worldwide Interbank Financial Telecommunication. SWIFT
payments are payment transactions using the SWIFT international payment network. This
network is used to send or receive international electronic payments.

7 On June 1, 2017, OFAC added Korea Computer Center (KCC) to its SDN list. According
to OFAC’s press release for the KCC designation, KCC obtained foreign currency for the UN- and
U.S.-designated Munitions Industry Department, which is responsible for overseeing North
Korea’s ballistic missiles.

8 On June 1, 2017, OFAC added the KPA to its SDN list pursuant to EO 13722. The KPA is
the armed forces of North Korea and controlled by North Korea’s supreme leader, KIM Jong Un.
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designated for engaging in revenue generation for the Workers’ Party of Korea (i.e., the ruling
party of North Korea), which is also OFAC designated.

57. According to publicly available business records from the Russian Federation, KIM
established at least two companies in Vladivostok, Russia that are focused on software
development. Those companies are Alis LLC and Alias LLC. The company registration records

are depicted below:

000 “ALIAS”

LIMITED LIABILITY COMPANY "ALIAS™ ©

The legal entity was liquidated on September 3, 2018
Liquidation of the legal entity

PSRN 1142536001860 [ March 4, 2014 Liquidator
TIN 2536270517 Kalganova Olga Evgenievna ®
Gearbox 253601001 TIN 250815175803
All details and statistics codes from January 15, 2018
Date of registration Founder
March 4, 2014 Kim Sang Man &
since August 24, 2017
Main activity
Computer software development Tax authority
+ 26 additional Interdistrict Inspectorate of the Federal Tax Service No. 15 for Primorsky Krai
) since March 4, 2014
Legal address

690091, Primorsky Territory, Vladivostok, st. Uborevicha, 20, apt. 19 Bankruptcy register

~' No reports of bankruptcy
Authorized capital
20 thousand rubles = 20,000 rubles.

LLC "ALIS”

LIMITED LIABILITY COMPANY "ALIS™

+/ operating company

PSRN 1162536087230 September 30, 2016 Director
TIN 2543103179 Andrey Babkin (®
Gearbox 254301001 TIN 253909502547
OKPO 04838869 since February 28, 2018
All details and statistics codes

Founder
Date of registration Kim Sang Man ©®
September 30, 2016 since August 10, 2017
Main activity Tax authority

Interdistrict Inspectorate of the Federal Tax Service No. 12 for Primorsky Krai

since September 30, 2016

Computer software development
+ 10 additional
Legal address Licenses

690068, Primorsky Territory, Vladivostok, st. Kirova, 23, office 222 No information about obtained licenses

Organizational and legal form Average headcount

0 people

According to the data of the Federal Tax Service for 2022

Limited liability companies
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58. The FBI’s investigation indicates that KIM—at times relevant to the money
laundering described herein—was living in Vladivostok, Russia.

C. Overview Regarding the Movement of Funds from North Korean I'T Workers to KIM
and SIM

59.  As previously stated, North Korea evades U.S. sanctions by deploying IT workers
abroad. Those IT workers target private companies to gain employment and generate substantial
revenue for the regime. Once they obtain employment, the North Korean IT workers ask to be paid
in stablecoins that they then launder and send to North Korea’s FTB via SIM. The North Korean
IT workers prefer to be paid in stablecoins because stablecoins retain a consistent value, as opposed
to other virtual currencies which fluctuate in price on a daily basis. Those fluctuations mean that
the North Koreans could potentially lose the value and benefit of their labor. The North Korean IT
workers also prefer stablecoins because they (and/or their money laundering co-conspirators) can
more easily trade stablecoins for fiat currency via over-the-counter (OTC) traders (i.e., traders
willing to engage in peer-to-peer transfers/swaps of one kind of virtual currency for another or
virtual currency for fiat currency, rather than using conventional exchange platforms). Fiat
currency is important to the North Koreans because it is more easily leveraged to buy goods for
the benefit of North Korea.

60.  As is relevant for purposes of this civil forfeiture action, the FBI has learned that
this laundering scheme involved moving funds from North Korean “IT Worker Payment
Addresses” to “IT Worker Consolidation Addresses.” In the context of this filing, IT Worker
Payment Addresses are virtual currency addresses to which North Korean IT workers requested
payment from their unwitting employees. IT Worker Consolidation Addresses are the virtual
currency addresses that the North Koreans (and/or their money laundering co-conspirators) used

to commingle IT worker earnings. All references herein to IT Worker Payment Addresses and IT
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Worker Consolidation Addresses in this document are references to unhosted addresses that
received funds tied to this North Korean money laundering conspiracy. Additionally, all unhosted
addresses referenced herein and in Attachment A are unhosted addresses from which law
enforcement seized funds and/or requested a freeze of funds because the funds were involved in
and/or proceeds of this money laundering conspiracy. In other words, the unhosted addresses
mentioned are some of the IT Worker Payment Addresses and the IT Worker Consolidation
Addresses defined herein.

61. Eventually, the North Korean IT workers (and/or their money laundering co-
conspirators) sent the commingled funds from the IT Worker Payment Addresses and/or the IT
Worker Consolidation Addresses to KIM via two Binance accounts (collectively, “KIM’s Binance
Accounts”)’ and/or to SIM via his virtual currency wallet
0x4F47Bc496083C727c5fbe3CEICD2B0f6496270c (“SIM’s Wallet”), which was voluntarily
frozen by Tether as noted above. '

62. Notably, law enforcement’s extensive blockchain tracing revealed that SIM’s
Wallet received nearly $24 million worth of various virtual currencies between August 22, 2021,
and March 6, 2023, including 11,097,149 USDT. Further, based on blockchain analysis, as of
early-March 2022, the vast majority of the 11,097,149 USDT (approximately 98%) came from

KIM’s Binance Accounts.

? Law enforcement seized KIM’s Binance Accounts pursuant to seizure warrant 22-sz-6. As

explained above, that property is referred to herein as part of the March 2022 Seized Property.

10 Tether froze SIM’s Wallet on March 6, 2023, meaning that SIM (and his co-conspirators)
were no longer able to withdraw USDT from SIM’s Wallet after that date.
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D. KIM’s Binance Accounts Were Registered Using Fraudulent Identity Documents

63. According to records from Binance, a substantial portion of funds sent to SIM’s

Wallet came from KIM’s Binance Accounts. KIM’s Binance Accounts were established using two

different sets of Russian identity documents, which are depicted below:

64.  Although KIM’s Binance Accounts were established with Russian identity
documents, Binance records indicate that (1) both accounts were accessed via the same electronic
devices and (2) those electronic devices were set with Korean language preference settings, not
Russian.

E. SIM Saved KIM’s Phone Number in His Contacts List

65.  According to records from Binance, the phone number used to register one of
KIM’s Binance Accounts was Russia-based phone number +79510124209. Importantly, SIM had
that phone number stored in his contacts folder as “Sang Man — Russian Federation.” In other
words, SIM had KIM Sang Man’s phone number in his contacts list.

F. KIM’s Binance Accounts Received Funds Tied to North Korean I'T Workers

66. KIM’s Binance Accounts received funds from multiple IT Worker Payment
Addresses and IT Worker Consolidation Addresses. The following are examples of the flow of

illicit funds to KIM’s Binance Accounts. These examples are not exhaustive. They are simply
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meant to provide an overview of how these co-conspirators utilized KIM’s Binance Accounts (and
North Korean IT workers) to amass virtual currency for the North Korean government.
a. North Korean IT Workers Employed by DeFi Company 1

67. According to blockchain analysis and records from U.S.-based virtual currency
exchanges, KIM’s Binance Accounts received funds from VCE accounts controlled by U.S.-based
companies involved in blockchain and DeFi development. For example, investigation revealed
that a U.S.-based IT development company (“DeFi Company 1”°) sent USDC to two different IT
Worker Payment Addresses (collectively, the “Two ITW Addresses”). The Two ITW Addresses
then sent funds to KIM’s Binance Accounts.

68. Law enforcement interviewed DeFi Company 1’s founder and learned that DeFi
Company 1 had hired two remote IT workers, who were working as independent contractors, and
who asked to be paid via the Two ITW Addresses. DeFi Company 1’s founder also indicated to
law enforcement that payment to those two employees was sent from DeFi Company 1°s corporate
account at Coinbase.

69. Law enforcement reviewed DeFi Company 1’s employment records related to the
two above-referenced I'T workers. Law enforcement learned the following about the first IT worker
(“IT Worker-17):

a. IT Worker-1 utilized fraudulent identity information on the W-9 form he
submitted to DeFi Company 1. Specifically, the W-9 form indicated that IT
Worker-1 was Joshua Palmer (“Palmer”); however, the social security number
on the W-9 form belonged to a different U.S. citizen (i.e., that social security
number was not tied to Palmer/IT Worker-1), and the physical address on the

W-9 form was for a pizzeria, not a residence.
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b. IT Worker-1 listed an email account on Palmer/IT Worker-1’s resume that was
used to establish an account at Binance. That Binance account was registered
in the name of Wong Shao Onn (“Onn’s Binance Account’), using Malaysian
identity documents. Records show that logins for Onn’s Binance Account were
almost exclusively from UAE-based IP addresses.

c. Additionally, the selfie-style photograph used to create Onn’s Binance Account
was a picture of Palmer/IT Worker-1 (i.e., the person who worked at DeFi
Company 1 and claimed to be Palmer/IT Worker-1). That photograph is

depicted below.

d. According to a publicly available posting on a U.S.-based freelance work
platform, an individual utilizing the name Wong Shao Onn claimed to be a
software developer located in the UAE. A screenshot of that profile page is

depicted below.
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Wong Shao Onn

5 « Member since February 12, 2019

Wong is a dedicated and disciplined web developer with extensive experience and a deep passion for programming. He
always tries to implement the very best approaches and paradigms. Wong's main goal is to work with ambitious and agile
business owners and entrepreneurs who can visualize and describe their ideas. He is proficient in Ruby/Ruby on Rails and
modern JavaScript frameworks like React, Vue.js, and Express.js.

e. The photograph above of Wong Shao Onn appears to be the same person who
claimed to be Palmer/IT Worker-1 while working for DeFi Company 1.

f. According to blockchain analysis and records from Binance, the user of Onn’s
Binance Account sent funds directly to SIM’s Wallet and directly to other IT
Worker Payment Addresses that then sent funds to KIM’s Binance Accounts.

70. Law enforcement learned the following about the second IT worker (“IT Worker-
2”):

a. In his application to work for DeFi Company 1, IT Worker-2 claimed to be
Bram Chen (“Chen”). Chen was responsible for writing smart contracts.!!
According to Chen’s resume, which he supplied to DeFi Company 1, Chen has
been employed by several DeFi-centric companies.

b. Chen provided a Russia-based phone number on his resume.

c. Chen’s publicly available profile information from a U.S.-based professional

networking platform is depicted below:

1 A smart contract is a type of Ethereum account that can hold funds and can send/refund

them based on certain conditions. In DeFi (decentralized finance), a smart contract essentially
replaces the financial institution in the transaction.
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Bram Chen

Senior BlockChain Developer

_ . &I Singapore Institute of Technology
Khosta, Krasnodar, Russia - 500+ connections

Join to Connect

71. On the resume provided by Chen to DeFi Company 1, Chen listed an email account
that was also used to register an account with Binance (“Chen’s Binance Account”). Based on
records from Binance, Chen’s Binance Account sent funds directly to one of the IT Worker
Consolidation Addresses used to commingle IT worker funds.

b. North Korean IT Workers Employed by DeFi Company 2

72. According to blockchain analysis and records from Binance.US, DeFi Company 2,
which is based in the U.S., sent funds to one of the IT Worker Payment Addresses that eventually
transferred funds to KIM’s Binance Accounts. According to DeFi Company 2’s founder, those
funds were payment to an individual named Alex Hong (“Hong”), who was hired to create a
decentralized application (DApp) for DeFi Company 2. According to DeFi Company 2’s founder,
Hong initially claimed to be located in Australia. Subsequently, Hong claimed to be in Canada.

DeFi Company 2’s founder indicated that Hong was also employed by a London-based DeFi
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company. Below is a screenshot from a publicly available profile for a user identified as Alex

Hong, who claimed to be in Canada and to be employed by the same London-based DeFi company:

Alex Hong

Sr. Blockchain Engineer - Solidity & Rust ) ) )
; . ¥ National Cheng Kung University
Markdale, Ontario, Canada - 500+ connections

Join to Connect

c. IT Workers Use Fraudulent Identity Documents to Establish VCE Accounts
73. While investigating Palmer, Chen, and Hong, law enforcement identified VCE
accounts at multiple virtual currency exchanges that (1) were established using fraudulent
identification; and (2) were used to launder funds tied to IT Worker Payment Addresses, I'T Worker
Consolidation Addresses, and KIM’s Binance Accounts. For example:
a. The Leech Accounts'’:
1. According to records provided by Binance, Coinbase, and Bittrex, the

same email account was utilized to register accounts at all three

12 These accounts are referenced herein as the Leech Accounts because the actors associated

with the Leech Accounts used names and other identifiers that incorporated the word “leech.” For
example, as explained below, the actors used the names LEE Chan and LEE Chienhui, as well as
the online identifiers “leech dev” and “leech.developer@gmail.com.”
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il.

1il.

1v.

exchanges. Those accounts are referred to herein as the “Binance Leech
Account,” the “Coinbase Leech Account,” and the “Bittrex Leech
Account,” respectively, and the “Leech Accounts,” collectively.
According to records from Binance, the Binance Leech Account was
accessed almost exclusively from Russian IP addresses, though nearly
all devices accessing the account were set with English language
preference.

The Coinbase Leech Account was registered under the name Chienhui
Lee, and the user provided a UK-based phone number.

The Bittrex Leech Account was accessed from Russia-based IP

addresses but was registered with the Singaporean identity document

depicted below, in the name Karlo Lee Chan:
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v. On a site for professional networking and career development, law
enforcement identified a profile in the name ChienHui Lee (“Lee”), the
same name used to open the Coinbase Leech Account. According to the
profile information, Lee was a blockchain developer located in Canada.
The networking profile indicated that Lee was employed by a U.S.-

based DeFi company. A screenshot of that profile is depicted below:

‘o

g M

ChienHui Lee -

Blockchain Developer (Solidity / Typescript / Ethers / Web3) ; iy = ;
P Y7 TYp P ° Asia Pacific University of

Regina, Saskatchewan, Canada - 500+ connections “** Technology and Innovation (AP...

Join to Connect

vi. It appears from the Singapore identification card and the networking
profile that Karlo Lee Chan and ChienHui Lee are the same person.

vii. The above indicates that the Leech Accounts are controlled by a person
(or people) engaged in fraud. Specifically, the use of the same email,
but with different names and geographic locations/IP address
connections, indicates to me that the identity information used to open

the Leech Accounts is fraudulent.
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Viil.

IX.

Additionally, according to blockchain analysis and records from
Binance and Bittrex, the Leech Accounts sent funds (including USDT
and/or BTC) to IT Worker Payment Addresses and IT Worker
Consolidation Addresses before those funds were sent to KIM’s
Binance Accounts.

As previously stated, North Korean IT workers utilize a variety of
means to gain employment and access to financial accounts, including
the use of fraudulent identity information. The Leech/Lee persona is
consistent with both the type of work sought (i.e., IT development jobs
in the virtual currency space) and use of fraudulent information (i.e.,
false or fraudulently obtained identification information) to gain access

to U.S.-based employment and U.S.-based financial services.

b. The Iurii Accounts

1.

According to records from Binance, Binance User ID 46842926 was
registered under the name Iurii Takhtenkov (the “Binance Iurii
Account”). The Binance Iurii Account was established with Russian
KYC documents and was primarily accessed from UAE-based IP
addresses. The Binance Iurii Account sent funds to IT Worker
Consolidation Addresses. Below is a copy of the identification

document used to register the Binance Iurii Account:
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il. According to records from Bittrex, the same email account used to open
the Binance Iurii Account was also used to establish an account at
Bittrex (the “Bittrex Iurii Account™).

iii. According to records from the internet service provider, the email
account used to register both the Binance Iurii Account and the Bittrex
Iurii  Account was linked by cookie to the email address
bryan.cho@toptal.com,'® indicating that the email accounts were
accessed from the same device. According to a publicly available
resume in the name of Bryan Cho (“Cho”) on Toptal’s website, Cho is
a UAE-based blockchain developer. Notably, the Cho persona is

consistent with both the type of work sought by North Korean IT

13 Toptal is a company that provides a freelancing platform for connecting businesses with

software engineers, designers, finance experts, product managers, and project managers.
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workers and the use of fraudulent information to gain access to U.S.-

based financial services. A screenshot of Cho’s profile is depicted

below:

Bryan Cho
Full-stack Blockchain Developer in Dubai, United Arab Emirates
Member since December 16, 2019

Bryan is a full-stack developer with years of professional experience, specialized in
React and Node.js. His professionalism and hard work define him in all that he does,
regardless of project size, complexity, or price tag. He uses the latest technologies
including code generators, custom templates, and the latest commercial and open-
source components to deliver high-quality web apps in a short timeframe.

User Experience (UX) User Interface (Ul) Web Ul Back-end
Front-end Full-stack Web Development CSS3 Animation
AWS GitHub Web Architecture JavaScript CSSs

Git Databases

iv. According to blockchain analysis and records from Binance and Bittrex,
the Binance Iurii Account and the Bittrex Iurii Account sent funds
(including USDT and BTC) to IT Worker Payment Addresses and IT
Worker Consolidation Addresses before those funds were sent to KIM’s
Binance Accounts.
d. Korean Language Preference for Binance Accounts
74. According to records from Binance, several of the Binance accounts that sent funds
to IT Worker Payment Addresses and IT Worker Consolidation Addresses were accessed via
devices set with Korean language preference. The language preference for these accounts was
inconsistent with the identity document information used to establish the accounts. It was also
inconsistent with the geographical location information and IP addresses used to access the

accounts. For example, according to records from Binance, User ID 41825291 was established in
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the name Mark Anders Liljefors (the “Liljefors Binance Account) with the following Canadian

identity document:

DRIVIER’S EH@EU‘U CE G”ﬂ. d SE

=1 (W]
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I'
_
-
™
|- Sy
x
L

T A W

Expires:

Restrictions/

Endorsements: e
5

Class: § BRITISH

wt:82.0 kg Ht:185 cm COLUMBIA
Sex:M Eves: BLU  Hair BRN

75. Although the Liljefors Binance Account was established with a Canadian identity

document, the Liljefors Binance Account was predominantly accessed from Russia-based IP
addresses. In addition, the majority of the devices used to access the account were set for Korean
language preference. The Liljefors Binance Account sent funds to IT Worker Consolidation
Addresses, which then sent funds to KIM’s Binance Accounts.

76.  As previously stated, the above is an overview of this money laundering scheme.
During this ongoing investigation, law enforcement encountered many more accounts just like
them. In sum, law enforcement learned that these co-conspirators use fraudulent identity
documents and layered virtual currency transactions to cloud the source of funds, allowing

sanctioned North Korean entities to collect illicit proceeds. These money laundering tactics also
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prevent U.S. financial institutions and employers from effectively implementing anti-money
laundering controls to prevent violations of U.S. sanctions against North Korea.

CONNECTING THE DEFENDANTS IN REM TO THE OVERALL SCHEME

77. As outlined above in paragraphs 2(a) through 2(h), the defendants in rem (the
Defendant Property) include eight tranches of virtual currency that have either been seized and are
in U.S. government wallets or have been frozen by Tether and await transfer to the U.S.
government pursuant to this civil forfeiture action. The following paragraphs explain the
connections between the eight tranches and the above-described laundering scheme. In sum, law
enforcement seized SIM’s Wallet, KIM’s Binance Accounts, a Binance account believed to be
controlled by SIM, and a Binance account that contained funds from IT Worker Payment
Addresses. Law enforcement also seized unhosted addresses that are some of the IT Worker
Payment Addresses and/or IT Worker Consolidation Addresses that received and contained funds
tied to this money laundering conspiracy.

78. Paragraph 2(a):

a. The March 2022 Seized Property (associated with paragraph 2(a) above)
includes KIM’s Binance Accounts (Binance User ID 81090004 and User ID
118543589) discussed in paragraphs 60 through 74. The March 2022 Seized
Property also includes various types of virtual currency that were seized from
unhosted virtual currency addresses. Those unhosted addresses are some of the
IT Worker Payment Addresses and IT Worker Consolidation Addresses. The
March 2022 Seized Property was seized during the execution of seizure warrant
22-s7-6.

79. Paragraph 2(b):
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a. The June 2022 Seized Property (associated with paragraph 2(b) above) includes
various types of virtual currency that were seized from unhosted virtual
currency addresses. Those unhosted addresses are some of the IT Worker
Payment Addresses and IT Worker Consolidation Addresses. The June 2022
Seized Property also includes NFTs and ENS domain names that were used to
launder proceeds from North Korean IT Workers. The June 2022 Seized
Property was seized during the execution of seizure warrant 22-sz-13.

80. Paragraph 2(c):

a. The August 2022 Seized Property (associated with paragraph 2(c) above)
includes two Binance accounts, User ID 369902286 and User ID 126474093.
The August Seized Property was seized during the execution of seizure warrant
22-s7-18.

b. Regarding Binance User ID 369902286, blockchain analysis revealed that this
account was used to send funds to, and receive funds from, SIM’s Wallet.
Specifically, between December 19, 2021, and September 1, 2022, Binance
User ID 369902286 received Binance USD, as well as USDT and USDC on
Binance Smart Chain from SIM’s Wallet. At the time of those transfers, the
funds were valued at approximately $1.45 million. Nearly all funds sent from
SIM’s Wallet to Binance User ID 369902286 were converted to USDT on the
Ethereum blockchain and then sent back to SIM’s Wallet. In other words, the
funds were sent to Binance User ID 369902286 at Binance so that they could

be converted to USDT via Binance’s exchange platform, and then almost all of
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that USDT was sent back to SIM’s Wallet. These transactions do not appear to
have any utility other than to launder funds.

c. Notably, a review of search warrant returns for an email account used by SIM
revealed that he registered his account at a cloud service provider using a phone
number ending in 1201. Binance User ID 369902286 was registered at Binance
using the same phone number ending in 1201. Additionally, Binance User ID
369902286 was registered with a UAE Resident Identity Card in the name Rifas
Kiyasdeen. According to search warrant returns from SIM’s email account,
SIM used the same identity documents in the name of Rifas Kiyasdeen to
register an account with FedEx. In other words, SIM likely controlled Binance
User ID 369902286.

d. Regarding Binance User ID 12647409, that Binance account received funds
from IT Worker Payment Addresses.

81. Paragraph 2(d) and 2(e):

a. The September 22 Seized Property (associated with paragraph 2(d) above and
seizure warrant 22-sz-19), as well as the USDT frozen on or about September
1, 2022 (associated with paragraph 2(e) above) includes USDC and USDT
tokens seized from two unhosted virtual currency addresses,
0x815F33519763011496167bfeF237t0622F92ac38 (“Ox815F”) and
0x81c4d8816b29147¢c542dDE87485608204690Acf2  (“0x81c4”).  Those
unhosted addresses are some of the IT Worker Consolidation Addresses.

b. Those two unhosted virtual currency addresses contained both USDC and

USDT tokens. Blockchain analysis revealed that address 0x815F received
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approximately 12,250 USDC from two of the IT Worker Payment Addresses.
Address 0x815F also received approximately 367,550 USDT from IT Worker
Consolidation Addresses and 10,000 USDT from one of the IT Worker
Payment Addresses. According to blockchain analysis, 0x81c4 received
approximately 158,122.85 USDC, on two separate blockchains, from at least
ten IT Worker Payment Addresses. 0x81c4 also received approximately 54,574
USDT from at least four IT Worker Payment Addresses.
82. Paragraph 2(f):

a. Paragraph 2(f) relates to USDT that was voluntarily frozen by Tether on or
about March 6, 2023, in unhosted virtual currency address
0x4F47Bc496083C727c5fbe3CE9CD2B0{6496270c  (“0x4F47”). Address
0x4F47 i1s SIM’s Wallet. As described above, SIM’s Wallet received
approximately $10 million of USDT from KIM’s Binance Accounts, which
were funded in large part by proceeds from the North Korean IT workers who
obtained employment from unwitting companies. See para. 60, 61, infra. SIM’s
Wallet also received funds directly from an IT worker’s account. See para. 68(f)
infra.

83. Paragraph 2(g):

a. Paragraph 2(g) relates to USDT that was voluntarily frozen by Tether on or
about March 6, 2023, in unhosted virtual currency addresses
0x5707aA6944E357cEal A25Ff991fB3A2E60268ABS  (“0x5707”)  and
0xB389B4B4a8a6E267CA0712321cdca5c856ef8A72  (“0xB389”). Those

unhosted addresses are some of the IT Worker Consolidation Addresses.
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b. 0x5707 was used to consolidate virtual currency, including USDT from North
Korean IT Workers. For example, between June 2022 and March 2023, 0x5707
received approximately 4,577,810 USDT. It also received approximately
192,000 USDT from SIM’s Wallet.

c. Finally, 0x5707 sent approximately 3.8 million USDT to addresses associated
with a Chinese national named Lu Huaying (“LU”). LU operated as an OTC
trader. OFAC added LU to its SDN list on or about December 17, 2024.
According to OFAC, LU was designated for working through a UAE-based
front company to facilitate money laundering and virtual currency conversion
services that funneled illicit proceeds to Pyongyang. The network was led by
SIM.

d. When Tether froze 0x5707, it had a balance (and still does) of approximately
200,603 USDT.

e. 0xB389 was used to consolidate virtual currency, including USDT from North
Korean IT workers. Between October 2022 and March 2023, 0xB389 received
approximately 2,964,101 USDT.

f. In October 2022, 0xB389 sent approximately 43,200 USDT to an account at
Binance controlled by SIM.

g. 0xB389 also sent approximately 1.7 million USDT to address
0x511b9EDOb7eF9dfad519f398Fdfbdf6 Af8356780 (“OTC 1”°). According to
records from FTX (a now-defunct VCE), OTC 1 is tied to an FTX account under

LU’s name. LU opened that FTX account using a UAE residency card.
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h. 0xB389 also sent approximately 556,000 USDT to
0x2ad9790b5116ce19b9cc59C7982A64dF0FeA84bc (“OTC 27). OTC 2
received approximately 12.7 million USDT from SIM’s Wallet. OTC 2
received a total of 30,592,211 USDT. Of that amount, OTC 2 sent
approximately 21 million USDT to LU’s FTX account mentioned above.

1. When Tether froze 0xB389, it had a balance (and still does) of approximately
464,669 USDT.

84. Paragraph 2(h):

a. Paragraph 2(h) relates to USDT voluntarily frozen by Tether on or about April

1, 2023, in unhosted virtual currency addresses
0x15824de78A61a8B493CCd8A48e58463536B17028 (“0x1582”),
0x6E2F0deAB1C358547b353342524489¢32640D530 (“Ox6E2F”),

0x3E24F610639¢105173003EF1c47dC4DbAa33f8D7  (“0x3E24”), and
0x1c097e02bCd6cD69946663ace4bcOB115e256bAc  (“0x1¢09”).  Those
unhosted addresses are some of the IT Worker Consolidation Addresses.

b. 0x5707 and 0xB389 (associated with paragraph 2(g)) each received assets from
a series of four other IT Worker Consolidation Addresses. After Tether froze
addresses 0x5707 and 0xB389, the four IT Worker Consolidation Addresses
sent ETH to four new IT Worker Consolidation Addresses, providing the first
gas'* into 0x1582, 0x6E2F, 0x3E24, and 0x1c09. These new IT Worker

Consolidation Addresses began receiving virtual currency from dozens of

14 As explained above, “gas” is a term used to describe the funds required to pay for a

transaction on certain blockchains, including the Ethereum network.
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unhosted addresses, which were previously sending to 0x5707 and 0xB389. In
other words, these co-conspirators began using these four addresses as their new
IT Worker Consolidation Addresses for illicit funds.

c. When Tether froze 0x1582, 0x6E2F, 0x3E24, and 0x1c09, they contained
approximately 32,163 USDT, 84,814 USDT, 13,300 USDT, and 46,799 USDT,
respectively.

PRAYER FOR RELIEF
WHEREFORE, the United States of America prays that notice issue on the
Defendant Property as described above; that due notice be given to all parties to appear and
show cause why the forfeiture should not be decreed; that this Honorable Court issue a
warrant of arrest in rem according to law; that judgment be entered declaring that the
Defendant Property be forfeited to the United States of America for disposition according to
law; and that the United States of America be granted such other relief as this Court may

deem just and proper.

May XX, 2025
Washington, D.C.

JEANINE FERRIS PIRRO
Interim United States Attorney

/s/ Rick Blaylock, Jr.

Rick Blaylock, Jr.

Assistant United States Attorney
Asset Forfeiture Coordinator
Texas Bar Number 24103294
United States Attorney’s Office
601 D Street NW

Washington, D.C. 20530
Telephone: 202-252-6765
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Email: rick.blaylock.jr@usdoj.gov

Jessica C. Peck

New York Bar No. 5188248

Trial Attorney

U.S. Department of Justice, Criminal Division
Computer Crime and Intellectual Property Section
1301 New York Avenue, N.W., Suite 600
Washington, D.C. 20005

(202) 514-1026 (main line)
jessica.peck@usdoj.gov

Gregory Jon Nicosia, Jr.

D.C. Bar No. 1033923

Trial Attorney

National Security Cyber Section
National Security Division

U.S. Department of Justice

D.C. Bar No. 1033923

950 Pennsylvania Avenue NW
Washington, D.C. 20530
Telephone: 202-353-4273
Email: Gregory.Nicosia@usdoj.gov
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VERIFICATION

I, Christopher Wong, a Supervisory Special Agent with the Federal Bureau of
Investigation, declare under penalty of perjury, pursuant to 28 U.S.C. § 1746, that the foregoing
Verified Complaint for Forfeiture in rem is based upon reports and other information known to

me and/or furnished to me by other law enforcement representatives and that everything

represented herein is true and correct.

Executed on this 23rd day of May 2025.

Christopher Wong
Supervisory Special Agent
Federal Bureau of Investigation
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Virtual currency seized from unhosted virtual currency addresses and two accounts

at Binance (a virtual currency exchange or “VCE”) during the execution of seizure warrant 22-sz-

6:

Unhosted Address Assets

BTC
LTC
ETH
STARL
ENS
USDT
DBUY
KUMA
USDC
CRV
DAI
SMI
PERP
GTC
BNB
BUSD
ABGRT
MATIC
FTM

Binance Account 81090004:

BNB
BTC
ETH
USDT
SAND
USDC
BUSD

Binance Account 118543589:

BNB
ETH
USDT

Amount

0.0088168900
0.1277800100
521.8746883372
29692425251.2506000000
9356.0348458065
57108.4877230000
3496980.1704557400
138831744207.6800000000
11408.4319970000
2701.7377850068
3547.2432407695
239599819.0021540000
4.6601186800
0.0000449293
1.6022037064
6750.0000000000
0.5760000000
9.9860082833
16.8386154779

0.0000124000
0.0000073300
145.7000897500
1484636.8067804600
14082.9700000000
0.7433070000
0.4068787400

0.0000521300
0.0000350000
2411417.7593996300
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The above-listed assets were seized from the following unhosted addresses. These unhosted

addresses are some of the “IT Worker Payment Addresses” and “IT Worker Consolidation

Addresses,” as defined in the accompanying complaint.

bclqrzxvnl8lrdte4dhgmz2eOnn97ypg2nyvvev2ges
LKm8pewKd68MNIRk6mAeNqSNFovvsLtCz8
0x7066D17C140a64¢770c7286DeF08C611a9cC78d4
0xb41d7De2 AF854C17965C277fEbSBSSECc596Ccd8
0xb6bb7BE73d453ed6D1141A08E444DaC1356F0766
0x0A9AfeOb6E04Fd212aD7547¢9798E0A7Ca2EE370
0x6c90b98b8C5C41D615300b9ed774F85b29078CA2
0xfCe7C3c7717F93389577972485142e928F231dad
0x294662cca316061A5942c¢7Be3191b96318606781
0xd4004F07D7b746103F2D9B4e5B5A540864526BEc
0xa7D2cF62487AA87dDba211D1e8DC7259BE2a9A70
0x5A297599¢4bD1c3ef00b27718a7369cb5b9Bd157
0xA6Ee3542b6ab3115Be7E6445268161E0293ed7cF
0xFe035df35C6fESS578EdE6267883638DB7634DES2
0x95d179FB2f017FaadD0013F730d949ac0aC739B6
0x50e7f5d0f2bA91E002c¢7094d844D3 A8fF187¢204
0x1690c80F392a8ba83E2f755b1E53Dd4503738698
0x6A643519520b875BDICE7E882¢c218A6E38d8Dc41
0x3269C4C05356E511BC447DAS5C722e631682243C9
0x67624c4C72B8989143510f9Ac09A58007bf79676
0xdd344126c¢52478E8ele7aad583E2332567A1d730
0x53C64EC686F8235954d1dF08cD975C337A824B2
0xa092934BA4440CFCbD0C2937a263351926919565
0xf3F2e9391b440526D538E904C0252421eeB4B61C

2. Virtual currency seized from unhosted virtual currency addresses, NFTs, and ENS

domain names during the execution of seizure warrant 22-sz-13:

Unhosted Address Assets Amount

Punk Vault (NFTX) 0.135126

USD Coin (USDC) 1,668.782899
SafeMoon Inu (SMI) 264,222,552.086639
UniCrypt (UNCX) 3.000000

Ethereum (ETH) 0.192765

Tether (USDT) 77.122725
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Project Inverse (XIV) 3,000.000000

NFTs:

“Tender Morphism” 7/7
Gurlz Go Wildd #43
“Sweet Symphony” 10/10
Invisible Scissors #15
Invisible Scissors #86
Invisible Scissors #35

ENS Domain Names:
vhurryharry.eth
halfmooneye.eth

The above-listed assets were seized from the following unhosted addresses. These unhosted
addresses are some of the “IT Worker Payment Addresses” and “IT Worker Consolidation

Addresses,” as defined in the accompanying complaint.

0x44A9DaC239201DeF01B55dC8122cE1Dc8BD55C72
0x864C8ef839DD3859820BC6BcE450Aee43F938178
0x21A2CF2b1E84d9E9a38389F797F6087d94Ed3d86
0xf7bC1F442d436AFe5754b565bff030c281¢9Aa%0
0x3709d736F2615aE8e2{429e63aA3e1494b353D9%4
0xA1841953376A3c76A72A37849591ac6D8e148083
0xF17Cd871477acE0BBb6Fe452bB50619c42AB4D97
0x7492FbBb52e58A0c3E1315f9b77a6b24e6414835

3. Virtual currency seized from two accounts at Binance during the execution of
seizure warrant 22-sz-18:

Binance Account 369902286:

Asset Amount
BTC 1.047995
USDT 200
Binance Account 126474093:

Asset Amount
USDT 135
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4. Virtual currency in the form of USDC frozen and U.S. dollars seized in connection
with unhosted virtual currency addresses 0x815F335f976301f496167bfeF2371f0622F92ac38 and
0x81c4d8816b29147¢542dDE87485608204690Act2 during the execution of seizure warrant 22-

sz-19, which are some of the IT Worker Consolidation Addresses, as defined in the accompanying

complaint:

Asset Amount

USDC on Ethereum 187,035.41

USDC on Avalanche 31,584.20

USDC on Ethereum 12,262.25

5. Virtual currency in the form of USDT that was voluntarily frozen by Tether on or

about September 1, 2022, in unhosted virtual currency addresses
0x815F33519763011496167bfeF2371f0622F92ac38 and

0x81¢c4d8816b29147c¢542dDEg87485608204690Acf2, which are some of the IT Worker
Consolidation Addresses, as defined in the accompanying complaint:
Asset Amount
USDT on Ethereum 145,491.97
USDT on Ethereum 387,550.90
6. USDT that was voluntarily frozen by Tether on or about March 6, 2023, in unhosted
virtual currency address 0x4F47Bc496083C727¢c5tbe3CE9CDf2B0f6496270c, which is SIM’s
Wallet, as defined in the accompanying complaint.
7. USDT that was voluntarily frozen by Tether on or about March 6, 2023, in unhosted

virtual currency addresses 0x5707aA6944E357cEal A25Ff991fB3A2E60268AB5  and
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0xB389B4B4a8a6E267CA0712321cdca5c856ef8A72, which are some of the IT Worker
Consolidation Addresses, as defined in the accompanying complaint.

8. USDT that was voluntarily frozen by Tether on or about April 1, 2023, in unhosted
virtual currency addresses 0x15824de78A61a8B493CCd8A48e58463536B17028,
0x6E2F0deAB1C358547b353342524489¢32640D530,
0x3E24F610639¢105173003EF1c47dC4DbAa33{8D7, and
0x1c097e02bCd6cD69946663acedbcOB115¢256bAc, which are some of the IT Worker

Consolidation Addresses, as defined in the accompanying complaint.
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